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New Radio Networks for Tactical Communication

JOHN ERIK RUSTAD, REIDAR SKAUG, anp ANDREAS AASEN

Abstract—Future military tactical communication networks must be
highly mobile, survivable, and reconfigurable. Basically, the existing
systems consist of a digital trunk network of switches mounted in ve-
hicles and interconneted by multichannel radio relays. Subscriber ac-
cess takes place directly by field lines through multiplexer equipment
which cosite the switches or indirectly through radio relay tails.

Some form of node access is necessary in order to service the most
mobile units and to make extensive use of trunk bearer capacity. This
paper presents a packet-switched radio system designed and developed
for the Norwegian Army. In particular, the paper discusses the devel-
opment of an overall network concept, the network and access proto-
cols, and the routing strategy. Network synchronization and radio ac-
cess protocols are discussed and simulation results are given. Finally,
the radio design allowing integration of ECM protected data and voice
is presented.

I. INTRODUCTION

ACTICAL communication should support the opera-

tional units in the field, and must therefore reflect the
strategy of the forces. A flexible threat reaction demands
very mobile units which may be spread over a large geo-
graphical area. If the forces are to operate under a cen-
tralized management and at the same time retain their mo-
bility, heavy demands are put on the communication
system. These demands will be in the form of security,
survivability, and protection against electronic warfare.

The trunk network is today the major tactical commu-
nication facility. Its backbone consist of switches mounted
in vehicles and interconnected by multichannel radio re-
lays.

Subscriber access takes place directly by field lines
through multiplexer equipment which cosite the switches
or indirectly through radio relay tails. Present systems mix
analog and digital technology where the needs for sophis-
ticated data traffic are generally not considered. However,
the trunk network may provide, where implemented, for
interconnection of packed nodes by initializing allocated
channels within the multiplex structure.

Current trunk systems are not appropriate for extending
services to the most mobile units or to allow connections
of a large number of subscribers through tail links. A large
number of tail links is costly and impractical, and will re-
duce the mobility and reconfigurability of the network due
to difficulties in obtaining sites with a sufficient number
of line-of-sight (LOS) paths.

Some form of radio access is therefore seen to be nec-
essary in order to service the most mobile units and to

Manuscript received February 24, 1989; revised December 11, 1989.
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make effective use of trunk bearer capacity without se-
verely degrading the mobility.

At present, radio access has been solved by single-
channel radio access (SCRA) systems or by providing
special access for combat net radios (CNR) [11]; how-
ever, this paper will present a packet radio system which
may both provide radio access to the trunk network and
also work as an autonomous radio area network.

Such a network carrying a major part of information
exchange in the battlefield has a number of mandatory op-
erational requirements. A number of them will directly
influence system parameters such as type of signaling,
routing procedures, type of protocols, and synchroniza-
tion.

First of all, the system characteristics must be based on
a homogeneous concept allowing information to flow both
in a hierarchical manner as well as to pass across chains
of command. It should be transparent to the user, whether
he is directly connected to the trunk network or must ac-
cess this network through the radio system.

A number of important requirements for the radio sys-
tem are:

1) ESM and ECM resistance

2) integrated voice and data to the user

3) performance to meet the projected user demand, i.e.,
error detection/correction, quality, and delays

4) effective use of transmission medium

5) interoperability

6) flexibility in deployment

7) survivability

8) provision of user mobility (e.g., manpack option,
easy available access, etc.).

A number of these requirements are, at present, difficult
to achieve simultaneously for any particular technical re-
alization.

Techniques to give the system ECM resistance such as
spread spectrum frequency hopping or direct sequence
may oppose requirements regarding delays, effective use
of the transmission medium, and interoperability. Fre-
quency hopping systems do generally have long synchro-
nization times, and direct sequence systems make use of
extensive bandwidths and lack interoperability with, for
example, conventional FM radios.

Cositing problems of frequency hopping radios makes
the design of access points difficult for any reasonable
voice and data capacity which may require several radios
collocated.

In addition, present SCRA systems or CNR’s with ECM
resistance are designed primarily for voice services, and

0733-8716/90/0600-0713$01.00 © 1990 IEEE
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it is difficult to meet the projected user demand with re-
spect to data capacity and performance.

The survivability issue related to a graceful degradation
of services when the backbone trunk system starts to de-
teriorate asks for a decentralized radio access system,
which is difficult to achieve in systems depending on cen-
tralized synchronization procedures.

The packet radio system to be presented here does,
through a unique radio and network design, meet the listed
requirements. The packet radio system as well as the trunk
network are, in particular, designed to match new require-
ments in tactical communication. It is expected that these
requirements in the near future must carry digitized voice
and various forms of formatted as well as unstructured
data with widely differing data rates, traffic characteris-
tics, and ‘‘real-time’’ demands.

II. MAIN FEATURES OF THE NORWEGIAN TACTICAL
COMMUNICATION SYSTEM TADKOM

TADKOM is a service-integrated tactical telecommu-
nication system for the Norwegian Army. The system will
consist of a radio relay trunk system (TRS) and a radio
access system.

The trunk system is defined as the system components
necessary to build up a mesh network of digital switches
and the wire extension to wire-connected subscribers.
TADKOM is based on EUROCOM D/0 specifications and
fulfills the specified interoperability requirements of the
D/1.

By use of radio relay stations in the UHF and SHF band
and line terminating equipment, the nodes are intercon-
nected to a mesh network giving high flexibility and sur-
vivability in the battlefield environment. Each node is able
to connect either to a multiplexer or another node. The
access point for the wire-connected subscribers is the
multiplexer.

TADKOM performs all services which are considered
necessary in a battlefield infrastructure communication
system, such as automatic rerouting, packet-switched data
(X.25), and an advanced control and maintenance system.
The maintenance system allows total control from brigade
or division headquarters, as well as local control at each
node.

To achieve the required mobility for the Norwegian bri-
gades, there is a demand for a high-performance radio ac-
cess system in the form of a packet radio network. The
main services of the radio system will be voice traffic
(semi-duplex) and data services such as circuit-switched
and packet-switched data according to the CCITT X.25
standard. Such a packet radio network will be made up of
two major system functions: the switching and network
function, and the radio function. The switching and net-
work part of the mobile access system would perform all
necessary operations to make the required services avail-
able to the mobile subscribers, including calls and infor-
mation transfer to and from subscribers in the trunk sys-
tem and other mobile subscribers. The radio function is
basically the radio used to convert the network services

and received information to a format suitable for access-
ing the medium. However, the radio function is important
because it represents the restriction on performance in the
system.

III. NETwWORK CONCEPTS

A. Overview

The overall network concept is divided into two main
levels. One is the global network which includes all packet
radio units in the brigade. The TADKOM trunk system,
as discussed in the previous section, is the backbone of
this global network. The other main level was created to
meet the user requirements of smaller entities of the field
army. A thorough study on user traffic done by simulation
models showed that it was necessary to divide the global
network into several packet radio subnetworks
(PRNET’s). Fig. 1 shows how local PRNET’s are con-
nected through the TADKOM trunk system to form a
global network. This total network will cover the com-
munication needs for the mobile terminals (MOT’s) in a
brigade.

B. User Requirements

Special care has been taken to develop a uniform solu-
tion for the use of radio in the Army, and the concept
fulfills the user requirements by only using one type of
packet radio unit. The following user requirements have
been specified.

Voice and Data: The PRNET shall provide high-qual-
ity voice (16 kb/s delta modulated ) and packet-switched
ECM resistant data transfer.

Throughput and Transit Delay: The maximum end-to-
end transit delay for given throughput/packet length con-
straints. The PRNET is required to handle even short
packets (user data as low as 8 bytes /packet) with good
efficiency.

Priority: The PRNET shall handle the user traffic in
accordance with a signaled priority.

Residual Error Probability: Values for probabilities of
packet loss, duplication, and out-of-sequence delivery
have been specified. This requirement requires the
PRNET to support reliable network connections for data
transfer.

Secure Transfer of Data: The PRNET shall prevent the
users from suffering from modification of user data or data
to be revealed. This requires encryption of the user data,
the packet headers, and the control traffic at the intranet-
work level.

Coverage: Requirement to the average area from which
packets can be received or transmitted (may be solved by
performing multihop store-and-forwarding at the intranet-
work level).

Resistance to Foreign Detection of the Radio Sig-
nal: Resistance against enemy detection of any radio
transmissions (may be solved by spread-spectrum signal-
ing and power control).
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frequency 2

High capacity
radio relay links

MOT - Mobile Terminal
RAP - Radio Access Point

Fig. 1. Global network showing several PRNET"s and internetwork com-
munication.

Use of International Standards: If possible, interna-
tional standards (ISO, CCITT, EUROCOM, etc.) shall be
confirmed to at all levels. A definite requirement is that
the PRNET shall facilitate attachment of X.25 (1984) ter-
minals.

Autonomy: The PRNET shall not rely on any central
control unit.

Collocation: Three packet radio units shall indepen-
dently and simultaneously be operational in the same ve-
hicle.

C. Network Topology Development

A great challenge in the overall network design process
is to integrate the various needs of the different user groups
in the brigade. Studies so far have shown that typically a
few hundred users in the brigade will need the services
and the mobility of a MOT unit. These users may be
grouped into three categories; automated fire and control
users, i.e., data communication between sensor and
weapon systems; command users, i.e., voice and data
communication between observer post and cannon com-
mander in the field artillery; and finally, tactical infor-
mation exchange users.

Studies of the application traffic of these users have
shown that great channel capacity savings may be ob-
tained when functional grouping is applied. Hence, the
single radio channel of one particular PRNET is dedicated
to a certain user group.

The number of nodes deployed in each of these
PRNET’s can be adjusted to meet the demand for various
traffic loads. Each PRNET operates on one frequency at
any instant in time. With a 2.4 kb/s channel capacity,
each PRNET is designed to contain no more than a few
tens of nodes (MOT’s) to prevent traffic congestion. An

important aspect of the network topology then becomes
the deployment of users. Each user is preassigned to a
dedicated PRNET (frequency) to minimize internetwork
communication.

A PRNET that experiences traffic overloading may be
divided into two or more PRNET’s to solve the capacity
problem. When this happens, it is possible to have geo-
graphically overlapping PRNET’s, as illustrated in Fig. 1
by the PRNET’s at frequencies f 3, f4, and f5.

A PRNET is connected to the TADKOM trunk system
through a radio access point (RAP). Typically, less than
ten RAP’s will be sufficient to serve the overall brigade
network. Each RAP can be equipped with a number of
radio heads reflecting the traffic demands of the PRNET.
In the case of internetwork communication, the RAP will
serve a$ a gateway into the destination PRNET.

The data traffic is to be transmitted on a 2.4 kb/s chan-
nel. However, voice transmission takes place across a 16
kb/s delta modulated channel. There is a significant dif-
ference in the voice and data transmission in the sense that
data are transferred by packet switching, whereas voice is
circuit switched.

IV. SUBNETWORK AcCCESS ProTocoLs

The terminal interface into the PR network needs to be
in conformance with the standards generally employed by
data communication networks. However, these standards
are usually developed for wire-connected networks and fit
poorly with the characteristics of a PRNET. A design ob-
jective is to let the type of network be transparent to the
terminal to which it is connected.

The MOT units uses the X.25 standard for the terminal
connection. A few deviations from this standard had to be
employed in the data circuit terminating equipment (DCE)
part of the node to be able to interface a standard X.25
terminal to the PR network. The services provided to the
user are not affected by these deviations.

The Subnetwork Access Protocol is the layer 1-3 pro-
tocols between a data terminating equipment (DTE) and
a DCE referred to the OSI Reference Model [1]. Our net-
work shall provide two different Subnetwork Access Pro-
tocols (Fig. 2): a connection-mode ISO 8208 protocol [2],
[4] that facilitates attachment of X.25 equipment and a
connectionless-mode ISO 8473 protocol [3], [4].

A. The Connection-Mode Access Protocol

A major design objective for the mobile PRNET is to
make possible an attachment of X.25 terminals. Even the
inherent connectionless type of applications such as
weapon control systems shall apply X.25. Problems re-
lated to the use of X.25 in connection with weapon con-
trol systems in a narrow-band PRNET have been identi-
fied. To circumvent these problems, some deviations from
the X.25 are made. These deviations consist of making
restrictions in the way a DTE may use the *“X.25 Fast
Select with Restriction on Response’’ and on the DCE
operation. The recasted service is called Reduced X.25
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Fig. 2. The terminal interface.

Fast Select with Restriction on Response (Reduced X.25
FS w/RR).

B. Reduced X.25 FS w/RR

The reduced X.25 FS w/RR shall allow a call request
packet to contain a call user data field up to 128 octets.
This call user data field is transferred to the called DTE
by the intranetwork layer protocols without end-to-end
(DCE-to-DCE) control. The call user data may be lost or
duplicated, and a sequence of X.25 FS w/RR with call
user data may be received out of sequence, all without
notification to the DTE’s. After a time L (the maximum
lifetime described below), the DCE will issue an X.25
clear indication packet containing no user data, and the
DTE will respond with an X.25 DTE clear confirmation,
Fig. 3. The receipt of an X.25 clear indication FS w/RR
shall only be interpreted to have local significance, i.e.,
the call user data may or may not be delivered to the called
DTE.

When a DTE receives an X.25 incoming call packet
with FS w/RR, it will immediately issue an X.25 discon-
nect request on the same logical channel number. This
packet will be stopped at the local DCE and not conveyed
to the calling DTE by the intranetwork layer protocols.

In summary, the reduced X.25 FS w/RR has the follow-
ing restrictions compared to the CCITT/X.25 FS w/RR:

* the receipt of the clear indication has only local sig-
nificance.

® a called DTE may never include called user data in
the clear request packet.

No change is made to the X.25 Fast Select without Re-
striction on Response.

C. Enhancements to X.25 (1984)

Certain facilities not specified by ISO 8208 (see Table
I) are required to fulfill military requirements. The non-
standard facilities have been specified such that they place
no constraints on DTE’s not making use of the facilities.
Some services (e.g., fixed priority) can be agreed on for
a period of time. In such cases, the services does not re-
quire any nonstandard call handling. The following non-
standard services will be provided:

® precedence and preemption

® maximum lifetime and

® semi-broadcast.

D. Precedence and Preemption

Priority is an essential service in the PRNET, and all
traffic is to be marked with priority. There are four levels

—_
11i E‘ called

oT call
request m W v
e

time L
clear
indication
clear
DTE / request
clear conf \

DCE
clear conf

X.25 Reduced FS w/RR: successful delivery.
(a)

I
Das
PDU
time

8473 “datagram” packet: successful delivery.
(b)
Fig. 3. Reduced X.25 FS w/RR.

of priority (0-3), zero indicating the lowest priority. The
priority mechanism is used in both call setup and traffic
handling. Call attempts with high priority will be pro-
cessed before call attempts with lower priority. If there
are no available channels for setting up a logical connec-
tion, an existing connection with the lowest priority will
be disconnected, provided that a connection with a prior-
ity lower than the new call exists. Both subscribers in-
volved will be informed about the reason for the discon-
nection. This is done in the Clearing Cause and the
Diagnostic code fields.

E. Maximum Lifetime

As an optional user facility, it will be possible to select
lifetime on a per-call basis. The lifetime denotes the max-
imum time a packet may live in the network. It will be
possible to set the maximum lifetime to a maximum of 60
s with a resolution of 200 ms. If the DTE does not set a
lifetime value, the network will add a default agreed upon
in advance (i.e., at the subscription time).

To be able to provide X.25 VC’s without corruption,
every packet must be enforced a maximum lifetime at the
intranetwork level. By allowing a DTE to select this value
on a per-call basis (or per- ‘‘data packet’ basis in con-
junction with Reduced X.25 FS w/RR), network capacity
is saved by discarding (i.e., no more store-and-forward
operations are performed) packets that are too old to be
usable for the application. Further, by including the re-
maining lifetime in an X.25 incoming call packet, DTE’s
have a mechanism to measure the network transit delay
which is required by some applications.

F. Semi-Broadcast

In a PRNET where the network topology constitutes a
fully connected graph, a broadcast facility may be imple-
mented without the need to introduce additional network
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TABLE 1
X.25 OpTIONAL USER FACILITIES

Optional user facility PRNET Applies per
Incoming Calls
Barred.........oooiiiiiiiinne No
Outgoing Calls
Barred No No
One-Way Logical
Channel Outgoing ............... No No
Flow Control Parameter
Negotiation................c...... Yes Yes
Throughput Class e
Negotiation.........c..ccccoueuunn Yes ‘Yes
Closed User Group L
(see note 1)....c.cocrvcrvincnncnne No No
Closed User Group :
Selection.........c..cocecuereenane No “No-
Fast Select ..........ccccevunnnnne Yes Yes
Fast Select Acceptance ..... Yes No
Transit Delay Selection i
and Indication.................... Yes Yes
Calling Address
Extension .............ccoeeevenen Yes
Called Address
EXtension .........c..ccoceenven. YO8
Minimum Throughput
Class Negotiation.............. Yes
End-to-End Transit .
Delay Negotiation ............ Yes Yes
Expedited Data :
Negotiation Yes Nes

Note: this facility requires too much bandwidth
to be implemented.

functions. Generally, the network topology does not con-
stitute a complete graph, and the broadcast protocol
needed in such a case does not only introduce additional
complexity, but also uses too much bandwidth in a nar-
row-band PRNET. For these reasons, only a semi-broad-
cast facility (i.e., a packet transmitted on the radio chan-
nel is only received by nodes one hop away) is required.

Packets transmitted as semi-broadcast packets are con-
veyed by means of the Reduced FS w/RR at the DTE/
DCE interface (semi-broadcast cannot be used in the case
of standard X.25 VC’s!). The semi-broadcast facility is
requested by setting a dedicated called DTE address in
the X.25 call request packet. A packet conveyed by X.25
FS w/RR is identified as semi-broadcast by the special
called DTE address value in the X.25 incoming call
packet. The calling DTE address field will, as usual, con-
tain the address of the DTE that issues the packet.

At the intranetwork level, no acknowledgment/retrans-
mission procedure will be applied on semi-broadcast
packets.

G. The Connectionless Access Protocol

From a technical point of view, a better solution to the
requirement for a connectionless subnetwork service
would be to implement the ISO 8473 protocol instead of
changing the ISO 8208 X.25 Fast Select with Restriction
on Response procedure. Unfortunately, so far we have
not been able to get acceptance for implementing an ISO

TABLE 11
ISO 8473 NONSEGMENTING SUBSET

PDU Composition
PDU Decomposition
Header Format Analysis
PDU Lifetime Control
Route PDU

Forward PDU

Discard PDU

Error Reporting

Header Error Detection
Priority

Congestion Notification

8473 protocol in addition to the ISO 8208. Table 1I shows
the 8473 protocol functions of most interest for our
PRNET.

V. INTRANETWORK PrOTOCOLS

Fig. 4 shows our use of the Reference Model [1] for
the PRNET architecture. The packet radio unit (PR unit)
is logically divided into two components: one component,
DCE, communicating with the subscriber equipment,
DTE, and the other component, PSE (packet switching
entity) communicating with other PR units. The connec-
tion between the DCE and the DTE is a 16 kb/s trans-
mission wire, whereas two communicating PSE’s are con-
nected by a 2.4 kb/s radio channel. The intranetwork
protocols describe the layered functionality of the PSE’s,
and hence how these entities communicate with each
other.

It is mentioned that the DTE to DCE subnetwork access
protocol follows the X.25 standard. It is very important
to note that the packet format used in the intranctwork
protocol is different from the packet format employed by
the X.25 standard. It is therefore necessary to perform a
conversion between the two protocols. The Local Proto-
col Mapping (LPM), Fig. 4, handles this conversion.

The DCE checks incoming X.25 packets for validity
such as syntactical correctness, procedural behavior, and
validity of parameters according to X.25. When accepted,
the packet is delivered to the LPM. Furthermore, packets
received by the 3b entity from its peer entity are checked
for correctness before being delivered to the LPM. Thus,
the LPM may be regarded as an unintelligent mapping
function.

Before discussing the distributed routing functions [8],
it is necessary to begin with the configuration of the PSE
part of the node model. A detailed layout of the intranet-
work architecture is given, Fig. 5 [1], indicating the pro-
tocols from the 3b (connection-oriented) layer down to
the physical layer, as well as an overview of the manage-
ment framework [9]. Hence, the PSE as described by the
Basic Reference Model is divided into two parts in con-
formance with international standards.

The management framework standard [9] describes the
facilities needed to control, coordinate, and monitor the
resources which allow communication to take place in the
OSI environment. More precisely, we can say that these
functions will handle the establishment and the mainte-
nance of the network topology in a PRNET.
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Fig. 5. Intranetwork protocols.

A. Layer Specification

The physical layer consist of a direct sequence spread-
spectrum radio [10] with a function for changing the syn-
chronization codes (preamble), PRNET synchronization,
and cryptography.

The Medium Access Control (MAC) sublayer protocol
must use a random access technique since all PR units in
one PRNET operate on one frequency. Our MAC proto-
col'is based on a preamble sense multiple-access (PSMA)
technique. Simulations have shown that the PSMA pro-
tocol gives a better channel throughput with the predicted
network connectivity and the dynamic topology in our
system.

The Logical Link Control (LLC) sublayer provides the
3a entity with two different datagram services. One ser-

vice is specified to transmit LLC service data units
(SDU’s) to the neighboring peer LLC entities with the
possibility of retransmissions. The other service transmits
LLC SDU’s without any retransmission facility. The main
function of the LLC entry is to transmit the LLC SDU’s
between neighboring PR units, establish and maintain the
link factor value for routing purposes, and to perform
MAC flow and congestion control.

The 3a sublayer provides a datagram service to the 3b
entities. All 3a SDU’s have a retransmission facility
available if necessary in the 3a protocol. However, the
retransmission may be performed at either the LLC sub-
layer or the 3a sublayer, depending on the acknowledg-
ment procedure which is used. In PRNET, it is advanta-
geous to employ passive acknowledgment, and when this
is applicable, it is a function of the 3a protocol. The active
acknowledgment is a function of the LLC protocol. Other
main functions of the 3a connectionless protocol are the
end-to-end segmenting and reassembly of packets, relay-
ing, and routing functions.

The top layer of the intranetwork protocol is the 3b sub-
layer which is a connection-oriented protocol. The 3b
sublayer uses the services from the connectionless 3a pro-
tocol which may provide out-of-sequence, duplication, or
loss of packets. The PRNET must provide a reliable
transfer of data on the X.25 virtual circuits. The main
function of the 3b layer is hence to perform an error con-
trol on the unreliable services of the 3a sublayer.

B. Management Framework

Part 4 of the OSI Basic Reference Model [9] describes
the structure of the management framework. Fig. 5 shows
that all data elements needed for the different management
functions are stored in a Management Information Base
(MIB) which may be accessed from all layers in the OSI
network architecture.

The management functions employed for our PRNET
may use the same services as provided by the 3b service
provider as indicated in Fig. 5. However, we notice that
we have two 3b entities which are required for addressing
purposes. A function in the 3a entity of the intranetwork
protocol checks the address field of all packets arriving
from its peer entities to distinguish between the manage-
ment and application packets.

VI. ROUTING ALGORITHMS

It has been mentioned that the overall network concept
must be designed to withstand the threat of jamming or
any other external activities that may influence the net-
work topology and performance. The dynamic nature of
the network suggests that the execution of all management
functions should be done on a distributed basis. The phi-
losophy greatly affects the routing strategy which is de-
veloped for the network. The discussion that follows in-
cludes the highlights of the PRNET algorithm [5], [6].
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A. Link Factor

The challenge of the distributed routing algorithm is to
calculate the optimum route for the current transmission
environment. To be able to perform a selection of such a
route, each node needs to know the current noise level in
the surrounding transmission environment. In addition, it
is necessary to have collected and tabulated, Fig. 6, a set
of calculated link factors on all radio links in the PRNET.
The link factor is a predetermined parameter that records
the lowest signal strength received at either end of a radio
link.

Establishment of Link Factor: Each radio link (radio
hop) in a PRNET has a link factor assigned to it. The two
nodes of a radio link do not induce symmetrical condi-
tions for receiving a signal. Hence, a specific procedure
must be executed at the PRNET establishment to deter-
mine the link factors.

Fig. 7 shows a timing sequence diagram of the link fac-
tor establishment. To establish a radio connection with
the neighboring nodes, the entering node transmits semi-
broadcast packets called quack packets.

After the end of a quack transmission, the entering node
may start to determine its noise level (N level). This is
done by integrating the detected noise level over a spec-
ified time window. Assuming that the neighboring node
B received one of the quack packets, this node may cal-
culate the SNR on the A-B link. Node B then transmits
this value in a PROP (Packet Radio Organization Packet)
packet, also containing node B’s routing status to node A.

At the reception of this PROP packet, node 4 may cal-
culate the SNR on link B-A. By tetching the transmitted
value of the SNR of link A-B, the symmetrical link factor
is determined by taking the smallest of the two one-way
SNR’s. Finally, node A transmits a PROP packet to en-
able node B to do the same calculation.

Link Factor Values: There are introduced tree levels of
link factors in the concept. Each of these levels specifies
a quality of robustness on the radio link. Fig. 8 illustrates
the three different levels of the link factor. It must be noted
that two links rated with LF = 1 and LF = 3, respec-
tively, may perform equally well when the current noise
level in the environment is kept unchanged since the rat-
ing was done. However, an increase in the noise level of
15 dB would disqualify the LF = 1 link, but the LF = 3
link would be accepted.

The direct sequence spread-spectrum radio used for the
PRNET has the ability of capturing signals which are 10
dB below the noise level (SNR = —10 dB). As indicated
in Fig. 8, it must be noted that a link factor value gives
the margin to the level needed for capturing the signal.
So an SNR = 0 dB gives a margin (or robustness) of 10
dB, and hence an LF value of one.

The transmission environment is constantly changing,
mainly due to jamming and the mobility of the PR units.
Hence, a continuous update of the link factor is important
to maintain the reliability of the route entries in the table.
The PCI (protocol control information) field in the packet
layout contains a field for the SNR value. Before each
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packet transmission, the source node includes the last in-
coming SNR recorded on the radio link to be used. The
exchange of SNR values is a facility of the LLC protocol.
Hence, the LLC sublayer reads the SNR field of the in-
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coming packet, and the LLC management procedures may
then adjust the link factors in the routing table.

B. Route Priority and Route Selection

Up to four route entries may be saved for the same des-
tination. The routes with priority 1 and 2 are selected by
the criteria which gives the smallest demand on the chan-
nel bandwidth. In Fig. 9, the route with only two radio
hops is given first priority, regardless of link factor values
as long as the minimum LF = 1. In general, this means
the routes with the fewest number of radio hops are se-
lected as the first- and second-priority routes, whereas the
most resistant routes (highest LF values) are selected as
the third- and fourth-priority routes. Here, a high value
of the WLF parameter is important since only one poor
radio link is necessary to congest the throughput on the
complete route. Fig. 10 gives an example of selecting
priorities to routes of equal number of radio hops.

C. Distribution of Routing Data

A packet transmitted on the radio channel which has all
its neighboring nodes as the final destination is defined as
a semi-broadcast. In our system, this service is available
from the management entity and is used for management
purposes in the event of distributing various routing data
elements.

These particular semi-broadcast packets, Packet Radio
Organization Packets (PROP) [6], distribute data ele-
ments which are used to determine the various route al-
ternatives to the destination nodes. Each node transmits a
PROP packet at regular intervals during the lifetime of
the node. Each PROP packet will describe the complete
routing status of the transmitting node to all its neighbors.
As most management packets, the PROP packets will have
a low priority in order to minimize the interference with
the regular traffic.

The distributed control of the routing algorithm is de-
pendent on the update and the exchange of routing data
[8], [6]. Only the data needed for the route selection al-
gorithm are discussed (WLF, ALF, incoming SNR, radio
hop count, destination node address). This information is
packed into the PROP packets and distributed as illus-
trated in Fig. 11. Here, the PROP packet distributed at 4
updates the new node X about the existing nodes in the
PRNET. Node X may now reach all destinations via A.

D. PROP Management

The PROP distribution facility is a part of the manage-
ment entity, Fig. 5. This same figure shows that the man-
agement entity may fetch all the needed routing data in-
formation from the MIB. The management entity sends
this management SDU containing a complete routing sta-
tus (a PROP packet) to the 3a sublayer (via 3b) for semi-
broadcast transmission.

There are two ways of receiving routing data elements.
The PROP packets are transmitted for the only purpose of
distributing this type of data. However, all packets trans-
mitting either application or management data contain a

PROP -
Packet Radio Organization Pacldet

TSA
Terminal Source Address

Routing Table A Routing Table X

End Next WLF ALF End  Next WLF ALF
B B A A
C C B A
D c [ A
D A

PROP A

e

ESA=A|B-EnUy'c.Emy|D-Emy]

Fig. 11. Distribution of routing information.

PCI field reflecting the different parts of the intranetwork
protocol. Any information in the PCI field such as ad-
dresses, SNR values, and radio hop count may be stripped
off the packet as the packet travels upward through the
layers. These data are directly handled by the manage-
ment procedures at respective layers as indicated in Fig.
5.

The routing data distributed in the information field of
the PROP packets are only handled by the management
entity. The incoming routing data elements are evaluated
so that only the changes can be stored in the routing table
in the MIB.

E. Forwarding Algorithms

The radio unit constantly detects the noise level in the
PRNET. A sudden change in the noise level may lead to
poor link factor rating on various routes. The route finally
selected for packet forwarding is required to fulfill the
minimum link factor value (i.e., SNR = 0 dB or LF =
1). If such a route does not exist due to a severe change
in the current transmission conditions, the route with the
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highest margin to the capture level (SNR = —10 dB) is
selected.

The advantage of this forwarding algorithm is the abil-
ity of adjusting the selection of the optimum route to the
current transmission environment. The current noise level
is always sampled before each forwarding decision is
made. If the transmission environment appears unchanged
since the priority rating was done, the prioritized list of
entries in the routing table is followed.

An important facility of the distributed control in the
forwarding algorithm is being able to make individual for-
warding decisions at each hop on a route. This flexibility
may also lead to unwanted side effects such as oscillations
and looping of packets. A maximum radio hop count
mechanism is therefore included to make sure the packets
does not hop ‘‘forever’’ and misuse the limited band-
width.

Our routing algorithm is based on a deterministic strat-
egy since it uses the knowledge obtained from the current
transmission environment in the PRNET. It is predicted
that there will not exist a route with a higher robustness
than the optimum route obtained according to the link fac-
tor rating. However, a final attempt can be made by using
a search or a broadcast strategy if all other alternatives
have failed.

VII. NETWORK SYNCHRONIZATION

The synchronization of the nodal clocks in the network
is needed for two reasons. First, the network synchroniz-
ation function must facilitate a synchronized change of
spread-spectrum preamble codes, and in this way maintain
a continuous radio communication channel. This facility
is a main objective and has very strict requirements. Sec-
ond, the synchronization function must provide network
timing to support the real-time services. Network syn-
chronization must not be confused with other types of
synchronization such as bit or frame synchronization
needed in the demodulation/decoding phase of a digital
network.

Tactical systems operate in a hostile and unpredictable
environment and with a changing network topology. Sur-
vivability and reliability therefore become extremely im-
portant issues in military communication systems, and de-
pend heavily on the network synchronization per-
formance. Network operation should not depend on the
continued operation of any particular node, which leads
to the requirement of a distributed network synchroniza-
tion algorithm.

To ensure reliable synchronization, the independent
clocks (plesiochronous) technique has been chosen where
time information transmitted in the header of each packet
is used to adjust the nodal clocks (times) in the network.
This technique implies that the oscillator frequency of the
clock is not changed/controlled; however, each node is
equipped with a highly accurate oscillator satisfying the
radio demodulation requirements.

There is a hierarchical structure inherent in the network
synchronization. Under normal operating conditions,

there will be a special node in the PRNET that is a radio
access point (RAP) into the TADKOM trunk network.
This node, when available, is used to distribute the net-
work time reference.

A. The Network Synchronization Algorithm

The proposed algorithm requires a very limited amount
of extra bandwidth (overhead), which is important in the
narrow-band environment in which we are operating. Only
16 b, located in the packet header, are required for net-
work synchronization, 14 b representing the node’s local
time and 2 b representing the node’s status in the timing
hierarchy, Fig. 12. The same figure also shows the status
levels representing the node’s position in the timing hi-
erarchy. The status levels are obtained according to the
number of radio hops the node is away from the RAP,
with the highest status closest to the RAP. The nodes can
now adjust their clocks towards the RAP’s clock by ad-
justing their clock when receiving packets from a node
with higher status. Simulation results have shown that the
best performance is obtained when the receiving node also
adjusts the clock to nodes with equal status. The algo-
rithm is shown in Fig. 13.

If the RAP fails, all nodes in the PRNET will degrade
their status to zero after a time-out period. Synchroniza-
tion is now obtained by mutual influence, i.e., the nodes
adjust their clocks each time a packet is received without
knowing the ‘‘quality’’ of time information. Simulation
results have shown that the network now will drift, rela-
tive to the time reference, according to the mean oscillator
inaccuracy.

B. Simulation Examples

In this section, some of the simulation results are pre-
sented. The purpose of the simulations is to investigate
the consequences when varying

® algorithm parameters

¢ packet traffic

* topology.

A program to simulate the synchronization algorithm
has been developed using a discrete event simulation
technique and implemented in Ada.

The packet traffic is kept the same for all the simula-
tions; mean interarrival time in the network = 150 s. This
corresponds to radios transmitting approximately one
packet per hour. The graphs present the synchronization
performance as a function of system time. The synchro-
nization performance is represented by the mean time dif-
ference between nodes within each other’s radio range
(mean link deviation). In these simulations, the system
time represents approximately 3.5 days.

1) Algorithm Parameters: From the algorithm, the re-
ceiver clock (Rx clock) is set equal to the transmitter
clock (Tx clock) when the transmitter status is greater
than the receiver status. When the receiver status is equal
to the transmitter status, the receiver clock is adjusted ac-
cording to

clock adjustment = P At, At = Tx clock — Rx clock
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Fig. 13. The synchronization algorithm.

and where the parameter P is a real number in the range
[0..1]. Fig. 14 shows the simulation results when vary-
ing P in a network with hidden nodes. P = 0 represents
the situation when no clock adjustment is made upon re-
ception of packets from nodes with equal status.

2) Synchronization Performance with Respect to To-
pology: In these simulations, the synchronization perfor-
mance is illustrated with respect to different topologies.
Fig. 15 shows the relationship between synchronization
performance and number of hidden nodes in the network.
(The networks used have a regular ring topology, and the
number of hidden nodes is increased by adding more
rings.)

The simulation result for networks with and without the
RAP is shown in Fig. 16. The link deviation (time differ-
ence across the links) is increasing in both of the graphs
due to new nodes entering the network during the simu-
lation run. hence increasing the number of hidden nodes.

3) Comments on the Simulation Results: The simula-
tion results in Fig. 14 show that choosing P = 1 is fa-
vorable, indicating that the best performance is obtained
when the receiver clock always is set equal to the trans-
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Fig. 14. Simulation results, varying the parameter P.
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Fig. 16. Simulation results of topology with and without RAP.

mitter clock (unless the transmitter status is lower than the
receiver status).

Fig. 15 shows that synchronization performance de-
grades with an increasing number of hidden nodes, and
Fig. 16 illustrates the relative performance for a PRNET
with and without the RAP. The synchronization perfor-
mance with respect to the time difference across the links
is nearly the same for PRNET’s with and without the
RAP.
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Simulations of performance with respect to throughput
have not been shown, but as expected, the synchroniza-
tion performance is proportional to the packet throughput.

The average packet loss due to unsynchronized pream-
ble codes is expressed as

average packet loss

mean performance /preamble interval
where

mean performance

=1/T S (mean time difference across links) dt,

for a time period T
and
preamble interval
= time between change of preamble codes.

From the simulations, even with very low throughput
(packet traffic), the mean performance is on the order of
1 ms. For a preamble interval of 10 s, the average packet
loss then equals 1 ms/10 s = 0.01%. In a more typical
network with higher throughput, the average packet loss
due to unsynchronized preamble codes will be less than
0.01%.

VIII. Rabpio Access PrRoTocoOL

The radio access protocol is the mechanism that con-
trols the sharing of the channel capacity between the nodes
in a PRNET. The communication system has to cover a
wide range of applications, which requires great flexibil-
ity in the number of nodes and the traffic parameters in
each PRNET. An important system requirement is auton-
omity, i.e., the system should not be operationally depen-
dent on one central node. Based on these requirements, a
preamble sense multiple-access (PSMA) protocol has been
chosen for the communication system. Because of the
spread-spectrum technique, a packet transmission is
‘“sensed’’ by the detection of the synchronization pream-
ble of the current preamble interval. Both the preamble
codes and the spreading codes are changed at regular in-
tervals to provide additional antijam protection.

The particular PSMA version we have chosen for our
system is illustrated in Figs. 17 and 18 (flowchart). A node
having a packet ready for transmission first waits a prior-
ity delay which corresponds to the priority of the packet.
Second, it waits a random delay which is a time delay
drawn from a uniform distribution. This time is intro-
duced to decrease the probability of having two nodes
transmitting simultaneously. During the time the node is
waiting, it is (concurrently) also listening to the channel.
If the node detects another transmission during this pe-
riod, it resets the waiting time and starts the algorithm
over again.

However, if the channel is still idle after both the prior-
ity delay and the random delay, the node will turn its radio
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Fig. 18. Flowchart of the PSMA protocol.

from the receiving to the transmitting mode. The radio
needs a finite turn time to switch to the transmitting mode,
which greatly affects the performance of the access pro-
tocol.

The preamble is inserted in front of the protocol control
information (PCI) field and the user data field of the
packet. The propagation delay, i.e., the time from when
the signal leaves the transmitting antenna to when it
reaches the receiving node, is assumed to be zero com-
pared to the turn time and the duration of the preamble.
The period of time from when the node starts to turn its
radio to the transmitting mode until the other nodes detect
the transmission is defined as the response delay. Hence,

response delay = turn time
+ propagation delay + preamble.

During this time, it is possible for other nodes to start a
transmission as well. There is therefore a finite probabil-
ity that two or more packets will collide, and hence they
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might be lost. To make sure that the packet being trans-
mitted is correctly received by the other node(s), an ac-
knowledgment mechanism is used. The acknowledgment
is transmitted without any priority delay. Furthermore,
deadlock is avoided by using a random delay for all data
and acknowledgment packets.

The probability for collisions may be specified by the
parameter a as shown in Fig. 17. A small value of a will,
in general, result in a better throughput performance;
hence, it is important that the response delay be as small
as possible [12], [13].

An important property of the direct sequence spread-
spectrum radio used in our communication system is its
ability to discriminate between two or more colliding
packets. Hence, when two packets are transmitted nearly
simultaneously (collision), the receiving radio will be able
to detect and synchronize on the first packet if its signal
strength relative to the second signal is larger than a cer-
tain value. However, if this signal relation is less than the
same value, both packets are lost. As shown in the ex-
ample on radio access protocol simulation, this property
is very important in networks where not all the nodes have
radio connectivity (i.e., the hidden terminal problem).

A. Radio Access Protocol Simulation

Consideration of the relative performance of the differ-
ent protocols with respect to medium access, routing, and
synchronization will inevitably involve the design of sim-
ulation models of the proposed protocols. The results from
these simulations will provide the basis for determining
optimized protocols for the given system. A large number
of parameters affecting the PRNET performance need to
be considered. Thus, the models will need to provide great
flexibility in the setting of parameters to allow evaluation
of optimized protocol configurations. This flexibility re-
quirement contributes largely to the complexity of the
models, and makes model design and verification non-
trivial tasks.

At present, a simulation model based on the PSMA
concept has been developed. The software model is de-
signed and implemented using Ada due to its comprehen-
sive structuring mechanisms, supporting reusability, and
correctness. The simulation model has been used to study
the special version of the PSMA protocol chosen for the
PRNET. A large amount of parameters need to be set be-
fore simulating a PRNET configuration; priority delay,
random delay, turn time, acknowledge method, process-
ing delay, acknowledge wait time, node placement, radio
range, message generator, and bit error probability are
some of these important parameters.

Examples of simulation results are shown in Fig. 19.
The examples are all from a scenario consisting of 16
nodes placed in a 4 X 4 matrix. The R* path loss approx-
imation is assumed to be valid. The distance between all
neighbor nodes in two units along a normalized length
measure. The radio range is ten, five, and three units for

A
S a=0.05
80 (% ) bit rate = 2.4 Kbit/s
A 1
B —
o+ C 2
1
40
1
20 +
~~~~~~~~~~~~~~~ 2
2
20 40 60 80 100(%) G
Round trip 1
4
3 i1
2
|
20 40 60 80 100(%) G

1 - with capture effect
2 - without capture effect

Fig. 19. Graph showing the results of simulating three different network
connectivities.

the connectivity configurations shown in situations 4, B,
and C, respectively.

The graph shown in Fig. 19 consist of two parts. The
upper part shows the channel throughput (§) versus the
offered channel traffic (G ). The acknowledgment traffic
is included in the offered traffic (G ), but not included in
the throughput (S ). There are two throughput curves; the
one marked with capture represents the use of the direct
sequence spread-spectrum (DSSS) radio, and the curve
marked without capture represents a radio where all pack-
ets are lost when collisions occur.

The lower part of the graphs shows the average packet
delay versus the offered channel traffic. The unit roundtrip
delay is defined as the time taken from when a node starts
to send a packet to when the acknowledgment is received
by the same node. This definition is based on successful
packet delivery and that the random delay drawn is equal
to the mean value. The outermost left axis of the lower
graph shows the roundtrip delay converted to seconds.

IX. RapIO DESIGN

The radio is a direct sequence spread-spectrum (DSSS)
radio, utilizing orthogonal coding. The conventional
DSSS system represents each data bit with a code accord-
ing to the modulation principle which, for example, can
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be differential phase-shift keying (DPSK). If the number
of code bits is L, the bandwidth of the system then ap-
proximately increases L times, the jam resistance in-
creases by a factor L, and the receiver needs to correlate
over a length L. The correlator may be regarded as a co-
herent integrator, and increases the SNR at the output L
times. The processing gain (PG) of the system is said to
be L, which most often is associated with an increase in
bandwidth and not the correlator length. The latter is the
most correct way to regard it from a physical point of
view.

The radio developed applies orthogonal signaling,
which gives a significantly more efficient modulation. For
an n-ary scheme, the bit rate may either be increased by
a factor n or the bandwidth of the system may be reduced
by a factor n compared to the original bandwidth if the bit
rate is constant. If the last choice is preferred, the prop-
agation range of the radio is increased since the amount
of noise in the receiver is reduced by a factor n compared
to the original noise. Furthermore, the necessary increase
in signal power to detect the codes correctly is very small
compared to the reduction in noise power. Note that the
correlator length is constant, which means that the PG
remains unchanged, except for the small loss due to the
extra signal power needed to detect codes correctly.
Against a broad-band jammer, the performance will in-
crease by approximately 10 log (n).

DSSS systems are often said to have a low probability
of intercept (LPI) since their output power spectral den-
sities are lower. In a system employing orthogonal cod-
ing, the spectral density increases, and it is important to
note that the range for the same output power increases
as well. If the range is kept constant, the LPI performance
is approximately the same as before, which is given by
the correlator length.

The codes used for the orthogonal signal scheme should
ideally be perfectly orthogonal, i.e., the output from the
correlator should be zero when the reference code is not
the same as the transmitted code. In a practical commu-
nication system, the necessary level of the cross correla-
tion needs only to be approximately 20 dB down. This
means that the number of codes available is more than
adequate. The receiver will be slightly more complex in
order to search for the codes in the alphabet used, but on
the other hand, the bandwidth of the system is reduced.
The developed radio is using orthogonal signaling at very
high level, namely, 256-ary for 2.4 kb/s and 128-ary for
16 kb/s.

The data format is shown in Fig. 17. To establish chip
synchronism, the data are preceded by a preamble con-
sisting of two long codes. These are correlated in the re-
ceiver and the results are incoherently integrated. Syn-
chronism is established in a very short time, less than 10
ms. The synchronizing codes are followed by codes for
information to the radio, F codes, giving information on
whether 16 kb/s voice/data or 2.4 kb/s data are to be
received. Hence, the radio does not have to know in ad-

vance the type of information to be transmitted. The in-
formation symbols may be codes of variable length, and
the total number of codes in a frame can vary with the
application. The frame may end with Message End sym-
bols if necessary.

The main specifications for the radio can be summa-
rized as follows:

Fixed frequency, direct se-
quence spread spectrum.
30-88 MHz in 25 kHz step.

Radio Type:

Frequency Range:

Tx Bandwidth: 40 kHz.

Rx Bandwidth: 45 kHz.

Channel Separation: 50 kHz.

Data Rates: 2.4 kb/s-16 kb/s and low rate
data 150 b/s.

Voice: FM and 16 kb/s delta modula-

tion.

24 and 15 dB plus coding gain
for 150 b/s low rate.

FEC, Reed Solomon.

Processing Gain:

Error Correction:

Sensitivity: Better than —120 dBm for 2.4
kb/s.

Modulation Type: Noncoherent orthogonal, DSSS,
MSK.

Additional ECCM:  Antenna null system.

A point worth commenting on is the channel separa-
tion. In conventional combat net radios, the bandwidth is
approximately 25 kHz and the channel separation is 50
kHz. In the DSSS radio, the channel separation and the
bandwidth are approximately the same. To accept this,
one must bear in mind that the radio employs a DSSS
system with processing gain. The tolerable noise power
at the input of the receiver from a radio with a different
code is at the center frequency more than 7 dB above the
correct signal. In terms of channel separation, this means
that one can define a ‘‘new’’ channel closer to a certain
frequency than in a conventional system. The PG is re-
ducing the necessary filtering. (For a high enough PG,
one would have operated the system as true code division
multiple access (CDMA), and have a channel separation
of 0 Hz.)

When a stream of data is presented to the radio at its
input port, the radio sorts out the data in blocks of 8 (7)
b. These 8 (7) b represent a number between 0 and 255
(127). The code corresponding to this number is then read
from a memory and put forward to the MSK modulator
which is modulating some intermediate frequency accord-
ing to the code. Then a conventional up converter follows
with associated filtering and amplification. Extensive fil-
tering is employed to improve collocation performance.

In the receiver chain, extensive preselection filtering is
used to improve the collocation performance. The radio
is double superheterodyne with linear IF amplifiers. After
down conversion to the baseband, a correlator bank fol-
lows with associated synchronization and demodulation
circuitry. The correlator is controlled to look for the syn-
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chronization codes, and then select the code that gives the
highest correlation peak and declare this as the code trans-
mitted. The associated number of the code is forwarded
to the processor as the data. The data are either routed to
the terminal or used internally to test the performance of
the radio (i.e., bit error rate measurements).

A. The Radio Performance in View of Some of the
Mandatory Requirements

Interception: 1t is extremely difficult to demodulate the
data from the DSSS transmission without knowing the
codes being used, even if one has a radio on hand. The
number of codes that can be used for the alphabets is very
large. Furthermore, it is perfectly feasible to change the
synchronization codes and alphabets at a rather fast rate,
making it virtually impossible to demodulate the data for
anyone not knowing the key for changing the codes. As
for detection of traffic going on, the LPI performance of
the DSSS radio is approximately the same as for conven-
tional direct sequence systems if the output power is ad-
justed according to the sensitivity gained in the receiver
due to the multilevel signaling. The ability of the DSSS
radio to transmit very short data messages is also very
important with respect to interception.

Resistance to Jamming: The resistance to jamming is
approximately the same as for conventional direct se-
quence systems. The PG is 24 dB in a 2.4 kb/s and 15
dB in a 16 kb/s mode. To further increase the resistance
to narrow-band jammers, a system with automatic chan-
nel selection and slow frequency agility will be em-
ployed.

Because of the multilevel signaling, the performance
against the broad-band barrage jammer is very good com-
pared to other radios not using this technique. A compar-
ison is given in Fig. 20 where the DSSS radio is compared
to a frequency hopper using noncoherent FSK in a
scenario limited by a white noise background. As can
be seen, the range performance of the DSSS radio is
superior.

Suitability for Data Applications: The ability of the
DSSS radio to transfer data messages is very good. The
reason is the short synchronization times needed, the fixed
frequency format, and the modulation method. In addi-
tion, the radio’s ability to automatically demodulate data
or voice is important.

Suitability for Collocation: The collocation perfor-
mance is, to a large extent, decided by the filtering em-
ployed in the transmitter chain. Here, the DSSS radio
shows better performance than the frequency hoppers. A
greater selectivity is obtained in the receiver because of
the direct sequence principle involved. The fixed fre-
quency format is also needed when it comes to avoiding
spurious responses by frequency management both in the
transmitter and the receiver.

Power Consumption: As a consequence of the multi-
level signaling, low clocking speeds are employed, and
the power consumption is equal to or lower than present
ECCM radios.

Data DSSS Range

Rate FSK Multi- Gain
level

16 kb/s | Eb/EO  11dB 5.5dB 36%

2.4kb/s | Eb/NO 132dB 4.5dB 66%

Fig. 20. Comparisons of DSSS radio and FH techniques in the case of
broad-band jamming.

Suitability for Antenna Null Steering: A fixed fre-
quency DSSS radio is the ideal partner for an antenna null-
steering system. The slightly increased bandwidth makes
a shorter adaption time for the nulling possible, and the
direct sequence principle working with negative signal-to-
noise ratios avoids the problem of attacking a friendly sig-
nal.

Simulating Noncoherent, DSSS M-ary Receivers: To
evaluate the performance of the radio, a simulation of the
functions in the receiver has been done. In this simula-
tion, the friendly signal is first generated as noncoherent
MSK. Interference of various kinds is then added, such
as sinusoidal jammers or simply white noise. A filtering
process is acting upon both signal and noise to evaluate
the influence of narrow-band filters or real-world filters
with inaccuracies in phase linearity. The baseband signals
are then sampled twice per chip interval. In this process,
both RF offsets and timing offsets can be varied. The
number of bits in the A/D process may also be varied.

In the model, many of the most important sources of
implementation losses may be evaluated. These are, for
instance, nonorthogonal codes, intersymbol interference
caused by filtering, etc.
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Spread-Spectrum Multi-2 Modulation

WILLIAM D. LANE, MEMBER, IEEE, AND AUBREY M. BUSH, SENIOR MEMBER, IEEE

Abstract—Applying a direct random spreading sequence to a digital
information sequence prior to multi-h modulation creates a new class
of signals called spread-spectrum multi-h (SSMH) signaling. By
spreading a known bandwidth efficient modulation scheme, the power
spectral density is controlled so that the transmitted spectrum will have
a wide flat mainlobe and rapid sidelobe rolloff. Coincidently, the power
efficient modulation allows transmission at lower signal-to-noise ratios
when the receiver knows a priori the spreading sequence and modula-
tion index sequence. Optimal receiver structures are derived and nu-
merically evaluated in an additive white Gaussian noise environment.
It is shown that performance is dependent on the spreading sequence,
the modulation indexes, and the possible phase states, and can exceed
direct sequence binary phase-shift keying by 1-2 dB at bit error rates
of 1075, Composite likelihood ratio analysis reveals a reduction of 50~
70% in detectability of completely known SSMH signals vis-a-vis
DS/BPSK at error rates of 10~ %, The spectral control, power efficiency,
and reduced detectability make SSMH signals a viable low probability
of intercept signaling technique.

I. INTRODUCTION

HE rapidly increasing demand for utilization of the

frequency spectrum has led to extensive research and
development of bandwidth efficient techniques such as
continuous phase modulation (CPM) where the informa-
tion is carried in the instantaneous carrier phase or fre-
quency, while the envelope of the signal remains con-
stant. One form of constant envelope CPM that is both
power and bandwidth efficient is multi-2 modulation.
Coincident with the development of CPM, extensive de-
velopment has taken place in communications techniques
that are immune to intercept and jamming. Spread-spec-
trum techniques such as direct sequence (DS) pseudo-
random spreading have been used to create signaling
methods that are much more difficult to intercept by an
unintended receiver or have a low probability of intercept
(LPD).

The work reported here is an attempt to create a low
probability of intercept signaling technique by applying
direct sequence spreading to a digital information se-
quence prior to bandwidth and power efficient multi-h
modulation.

By spreading a known bandwidth efficient modulation
technique, a signal structure is created, and defined in
Section II, which has a power spectral density that can be
controlled by the signaling parameters to have a wide flat
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mainlobe and rapid sidelobe rolloff. At low signal-to-noise
ratios, this spectrum will be difficult to detect, observe,
and parameterize. Analytical expressions for the power
spectral density of spread-spectrum multi-h signals are
derived in Section III and numerically evaluated.

Coherent receiver structures to detect the transmitted
information sequence are derived in Section IV where it
is assumed that the intended receiver knows the spreading
sequence, the modulation index sequence, the carrier
phase, and the symbol and chip timing. Performance
analysis (Section V) and numerical analysis (Section VI)
are accomplished to validate the structure.

The issue of the detectability of the transmitted signal
is addressed in Section VII from an optimal intercept
standpoint where the best possible performance of an in-
tercept receiver is considered.

Finally, a comparison is made to direct sequence binary
phase-shift keying (DS/BPSK) to show that SSMH is a
viable low probability of intercept signaling technique.

II. SIGNAL DEFINITION AND TRANSMISSION

Spread-spectrum multi-# (SSMH) modulated signals are
defined by a transmitted signal

s(t,a,c, h)

27{5( cos (27fyt + & (t, @, ¢, h) + 6) (1)

c

where the information symbol «; is multiplied by a ran-
dom/pseudorandom spreading sequence of c¢; dibits, or
chips, and modulated in the phase
1 ©

Ne—1

2 Z aih(H-j)modH

—wi=—00 j=0

o(t,a,¢c, h) =27 S

X C,-jg('r - (j +iN,)T,) dr,

—00 < [ < 0o,

(2)

The data sequence @ is an M-ary (M is a power of 2)
infinitely long sequence of uncorrelated equally likely data
symbols, each with a value of o; = +1, £3, - -+, +(M
— 1), withi =0, +1, +2, - - -, and symbol duration
T,. The carrier frequency is f; and 0, is an arbitrary con-
stant initial phase which will be set to zero under the as-
sumption of perfect coherency.

The spreading sequence c is assumed to be an infinitely
long sequence of uncorrelated equally likely chips, each
with a value of ¢; = +1. This sequence is presumed to
be known a priori by both the transmitter and the re-

0733-8716/90/0600-0728$01.00 © 1990 IEEE
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ceiver. Additionally, it will be assumed that there is an
integer number of equal energy chips N, per symbol in-
terval such that 7, = N, T..

The modulation index h is a finite length sequence of
cyclically varying fixed frequency deviations such that

hi+j = ”/P (3)

where the numerator n; and denominator p are fixed inte-
ger numbers. As a result, a finite-state description for the
signal structure can be made and can be reflected in finite-
state trellis structures.

The phase transitions in the signal definition to this point
have been indexed on a bit basis for the information se-
quence and on a chip basis for the chip sequence. The
application of the frequency deviation ratio A, , jymodH ON
a chip basis will be referred to as conventional spread-
spectrum multi-h modulation. This leads to the expression
of the phase of the transmitted signal as

h: +j+H = h(: +j)modH —

© Ne—1
o(t,a,c, h) =21 2 L ;i Ciihi 4 jymodn

i=-0 j=

X q(t = (j+iN)T,) (4)
where ¢ (1) is the chip phase transition resulting from the
frequency pulse shaping function g(r).

The frequency deviations can also be applied on a bit
basis resulting in the ratios h; being indexed along with
the bit sequence. This type of application will be referred
to as modified spread-spectrum multi-# modulation. In this
situation, the phasc is cxpressed as

¢(t, a, c, h) = 27l' Z ZJ ;C; hlmudH

iy
i=-0w j=0

X q(t=(j+iN)T).  (5)

The frequency smoothing pulse g(r) acts on the prod-
uct of the chip and the data symbol to define the shape of
the phase response ¢(t) = |, g(7) dr. Generally, g(t)
is a causal smoothing pulse of arbitrary form and length
LT, where L is a positive integer. The pulse is normalized
so that g(LT.) = 1/2. For the present work, full re-
sponse (L = 1) rectangular signaling is utilized where
g (1) is assumed to be constant over a chip interval, re-
sulting in a constant slope phase change. With the
smoothing pulse g(7) acting on each chip and data sym-
bol, the characteristics of continuous phase systems are
preserved by requiring that the phase transitions at chip
intervals be a continuous function of time.

As shown by Anderson and others [1], the phase change
during the Ith bit and nth chip can be expressed (assuming
rectangular pulse shaping and fixed rational modulation
indexes) as

¢(t, a, c, h) = 27rh([+n)m0dHaIC/nq(t) + 0/'1

(6)
(7)

= 0(1, &y, Cpys h([+n)modH) + oln

where
] n—1

01/1 = |7 Z Z h(l+j)n]0dHa1Cl

i=—o j=

‘! mod 2. (8)

This expression describes a Markov state system with p
states, with the result that the signaling waveform exhibits
a periodic trellis structure. However, the inclusion of the
cyclically changing modulation indexes will alter the pe-
riodicity of the trellis as compared to fixed deviation (sin-
gle h) continuous phase systems. This extension of the
trellis structure contributes to enhanced performance vis-
a-vis single h systems [1]. The application of the dibits
alters the periodicity on a bit basis of the trellis structure
even further.

The conceptual structure of the SSMH transmitter fol-
lows from applying direct sequence spreading to a digital
information sequence prior to multi-k modulation and is
shown in Fig. 1. The binary ( 1) information bit is mul-
tiplied by a much higher rate binary dibit to yield a digital
sequence that is input to a conventional multi-# modula-
tor.

Using the signal definitions above, the transmitter
structure can be further refined following trigonometric
expansion and substitution. With the initial arbitrary phase
set to zero and rectangular pulse shaping, the signal def-
inition for the interval jT, < r < (j + 1) T. may be ex-
pressed as

s(t, a, ¢, h) = J%{i [7(1) cos wyt — Q(1) sin wot]

(9)

where the in-phase term is
I(t) = [cos (27rh(,-+b,-)n“,dHa,»c,jq(t))] cos 0;;
— [sin (274 jymuanicyq(1))] sin 8, (10)
and the quadrature term is
o(r) = [sin (27rh(,+.,)11](,dHaicijq(t))] cos 0,
(11)

These equations form the basis of the quadrature trans-
mitter structure of Fig. 2.

The ease with which the fundamental nature of the
transmitted signal can be changed is shown in the flexi-
bility of the transmitter format. The spreading sequence
and the pulse shaping function are produced external to
the modulation process and can be easily altered. The fre-
quency deviation ratio sequence can also be changed
readily. Not only can the magnitude of the ratios be
changed, but the method of application of the ratios can
also be altered. In one instance, the index can change dur-
ing each chip interval, thereby creating conventional
SSMH signals. On the other hand, it is a simple matter to
clock the indexes in accordance with the data sequence,
and thereby produce modified SSMH signals. Thus, the

+ [cos (21rh(,~+j)m(,dHa,c',»jq(t))] sin 6;;.
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| Multi-h A
a ——?———?— Modulation s(t,a,c,h)
LI

¢ 9(t) h fo

Fig. 1. Spread-spectrum multi-A transmitter.

Fig. 2. Quadrature transmitter structure.

distinction between the two types of modulation is the
timing of the application of the frequency deviation ra-
tios. Subsequent sections address the attributes of the sig-
nals produced by either of these methods.

III. SPECTRAL ANALYSIS

One major purpose of SSMH is to create a signal wave-
form that presents a power density spectrum that has a
wide flat mainlobe and rapid sidelobe rolloff. If transmit-
ted at low signal-to-noise ratios, the broad flat spectrum
becomes difficult to detect, observe, and parameterize by
unintended receivers. The spectra for conventional and
modified SSMH signals are derived in this section.

The general method of analysis for the power density
spectrum is to obtain the autocorrelation of the signal
expression, invoke the time-averaged autocorrelation ap-
proach of Papoulis [8], and implement the Wiener-
Khintchine theorem to Fourier transform the time-aver-
aged autocorrelation to obtain a ‘‘probabilistic represen-
tation’’ [7] of the power spectral density. The derivations
of the spectra for both conventional and modified SSMH
signals are shown in [6].

The final normalized expressions representing the con-
ventional SSMH power spectral density with H deviation
ratios become

G(f,) = 2{61(]2) + % G (f) - I;) GB(f;z)}

Gi(f) = % SH S: 2,1{0[

. ro(t, 7) cos (7) dt dr

2H SH 2H+1

G(f) = é S ,I=Io ro(t, 7) cos (7) dt dr

H

G3(f;') _ l SZH SH ZHI

TR P r.(t, ) sin (%) dt dr

r.(t, 7) = cos [Zrh,m(,dH(q(t +7—-j)—qlt —j))]

2nf, T

,i.

H-1

jEIO cos ( 7rhj mod H )

Cq

a=1—- C,cos (2xf,H)
b = C,sin (2nf,H)

c=1+C2~-2C,cos (2nf,H). (12)

The spectrum of (12) was evaluated via Fortran imple-
mented computer programs for selected values of modu-
lation indexes. These indexes were selected based on the
results from Hsu [4] and Lereim [7], which indicated the
‘‘best’’ modulation codes for bandwidth efficient modu-
lations in terms of coding gain and bandwidth efficiency.
Additionally, the codes were selected based on the desire
to have a spectrum with a flat mainlobe and rapid sidelobe
rolloff. An example of the numerical evaluation is shown
in Fig. 3 where the conventional spectrum for modulation
indexes 7/12, 8/12 and five chips per bit is shown. The
spectrum has been normalized to unity chip energy and to
0 dB at the carrier frequency. Since the spectrum for real
signals is being displayed, it is only necessary to display
the single-sided density. It should be noted that due to the
numerical integration routines utilized, it was necessary
to restrict the number of chips per bit to low levels.

This analysis reflects the application of the methodol-
ogy of Anderson and Lereim to this new class of spread
spectrum signals. It confirms the expected results that
when normalized to the chip rate, conventional SSMH
signals have the same spectra as their parent multi-4 sig-
nals.

By changing the application of the modulation indexes
to a bit basis, the structure of the modified SSMH trans-
mitted signal is much different. The analysis for the power
spectral density is similar to the conventional signal case
and is shown in [6]. The resulting spectra for modified
SSMH signals with H indexes can be expressed as

HN,

rn(7) cos (2« f,7) dr
0

6(h) =2 |
a (2
+ - SHN(- r,(7) cos (2wf,7) dr

oS

2HN,
S ru(7) sin (27f,7) dT}
HN.
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with
H-1 .
C, = ,130 {cos (whjmodﬁ)} ‘
a=1- C,cos (2nf,HN.)
b = C, sin (27f,HN,)

c=1+ C% - 2C, cos (2nf,HN,)
1 SHN(- 2H+1 Ne—1

HN, mlzo n1=10 ri(t, 7) dr

rn(7) =
0

ri(t, 7) = cos [2@hymean (q(t + 7 = (n + mN,))
~q(t = (n + mN,)))]. (13)

These expressions are not the same as those for con-
ventional spectra, but numerical analysis allows compar-
ison. The spectra for selected modified SSMH were also
numerically evaluated. For comparison purposes, Fig. 4
shows the spectrum for modified 7/12, 8 /12 SSMH and
five chips per bit.

Following the analysis and numerical evaluations, some
conclusions and characterizations can be made regarding
the spectra of this class of signals.

Foremost is the fact that the spectra have similar char-
acteristics to their parent multi-A signals when normalized
to the chip rate. This is seen by comparison of the eval-
uated spectra to previously derived spectra for multi-A
signals as shown by Lereim [7], Wilson [17], and Ander-
son et al. [1]. Correspondingly, it also implies that the
spectrum of the signals normalized to the bit rate will be
spread by a factor of the number of chips per bit, while
maintaining the shape characteristic of the multi-4 signal
with the given modulation indexes.
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It is also apparent that the method of modulation has
little effect on the resulting spectrum. That is to say, the
spectra of conventionally modulated and modified modu-
lated spread-spectrum signals with the same modulation
indexes closely resemble each other. This is a new and
exciting result in that it characterizes the results of a new
spread-spectrum modulation technique, modified SSMH,
in terms of existing spread-spectrum signaling results.
After-the-fact analysis confirms this result since the av-
eraging of the spectra is over the same segments, but in a
different order. It is also apparent that considerable con-
trol over the spectrum is afforded by selection of the mod-
ulation indexes, the spreading rate, and the other signal-
ing parameters.

With the transmitted spectrum characterized, it is ap-
propriate to determine if the signal can be transmitted at
sufficiently low signal-to-noise ratios to take advantage of
the spectral characteristics and still be detectable by an
intended receiver.

IV. OpTiIMAL RECEIVER STRUCTURE

Detecting spread-spectrum multi-h signals in an addi-
tive white Gaussian noise (AWGN) environment and de-
coding the transmitted information are addressed in this
section. While significant research has been done on
multi-A receiver structures as a generalization of CPM
signaling, the addition of another level of detection and
synchronization is novel. The bit and chip synchroniza-
tion and timing are assumed to be known exactly, as well
as the receiver having complete knuwledge of the spread-
ing code and the modulation index code. The receiver still
must detect and decode the chip sequence and ultimately
the transmitted data. For this work, it is assumed that
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complete coherency can be established and the phase off-
set is considered to be zero.

Assuming equally likely transmitted digital sequences,
the received signal can be expressed as

r(t) = s(t) + n(r)

where n(t) is white Gaussian noise with a two-sided
variance of N,/2. Following the derivations of Viterbi
and Omura [16], Jackson showed [5] that the decision
metric for a digital sequence of N symbols (bits) reduces
to a log-likelihood metric of

(14)

2 NT&
| == S r(t)[s(s, a, h,¢) — s(t, 0, h, c)] dt
NO 0
=0 (15)
which, for SSMH signals, can be expressed as
N—1 Ne—1 (j+1D)Te
= 2 Z S r(t = (j +iN,)T.)
i=0 j= JTe
X s(t = (j + iN)T., apy Bt jymoans ¢;) dt. (16)
Thus, the decision metric for a sequence of N bits is
N-1
i=0
where the individual bit metrics are
Ne—1 aJ+tDTe
j=0 JjT.
X s(t = jT., o, Ri +jymod Hs Cij) dr.  (18)

These expressions indicate that the overall decision
metric is the result of the sum of bit metrics, which in
turn are the sum of ‘‘chip’” metrics. Equation (18) also
indicates that the metrics are the correlation of the re-
ceived signal with the possible transmitted signals. Hence,
the optimal receiver computes the maximum correlation
over all possible received sequences. Forney [3] and oth-
ers [1], [4] have shown that for sequences from a finite-
state Markov process, such as the multi-A signals defined
in Section II, the Viterbi algorithm is a recursive method
to exhaustively search for the optimal sequence.

The final receiver structure is defined after determining
the correlation filter structure. The chip metrics for rect-
angular signaling over the ith bit and jth chip can be writ-
ten in the following manner:

)\(oz,» = +1, Cij» 0,1)

Te WCUhUI
=), r(r)cos | 2mfyr + 7t 0; | dr (19)
Ma; = —1, Cij» oij)
T 7|'Ci,'h,'jt
=}, r(t) cos  2wfyr — T + 0,-j> dr.  (20)

h.','
Ci5

T. LQ

Fig. 5. Receiver multiplexer circuit.
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Fig. 6. Maximum likelihood receiver structure.

Expanding these expressions on the initial phase angle
yields quadrature forms of the correlators. That is,

[A(ﬂ, ¢ 9,,)} ~ [1. —Q,j| {cos 0,,} o)
AN =1, ¢y, 6;) - L —Q,] Lsin 6

where, over a chip interval,

hyj
I, = r(t) cos <27rﬁ)t + Tyt da (22)
0 = r(t) sin <27rﬁ)t + Ut) e (23)
.
L= S r (1) cos <27rfot — C; '/[> de (24)

(25)

0, r(t) sin | 2wfyr — T dt
0

These equations imply a bank of 4H correlators and a
phase rotation network to account for the allowable phases
at the start of each chip interval.

The last requirement in defining the receiver architec-
ture is to account for the changes in the modulation in-
dexes and the chip sequence. Minor modification of the
simple switching circuitry shown by Sadr [13] allows
proper multiplexing of the quadrature elements to select
the appropriate modulation index and the known chip se-
quence. Assuming a two-index modulation code, the mul-
tiplexing circuit is shown in Fig. 5 where h; = logic( +1)
for modulation index h,, h; = logic(0) for modulation
index h,, ¢; = logic(+1) forc; = +1, and ¢;; = logic(0)
for¢; = —1.
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The receiver architecture in toto is then shown in Fig.
6.

Prior to evaluating this receiver structure, the analytic
performance bounds to the modulation technique are de-
rived in the following section. The receiver derived in this
section is then numerically evaluated for comparison to
the bounds.

V. PERFORMANCE BOUNDS

The error performance of the maximum likelihood re-
ceiver of the previous section is dependent on the distance
properties and performance bounds for the signaling
structure. The results for equally likely transmitted sig-
nals is the total error probability which is upper bounded
by summing the probabilities of error for all possible error
sequences against all possible transmitted sequences [16],
[4]. This is expressed as

5 of J4
Pe = allerrors Q m P(aN)

where d; is the Euclidean distance separating two signals
of a particular error event length and

(26)

— 1 B =(12/2)
X) = — .
Q(x) N S\' e dx

Equation (26) reflects the fact that the probability of
error for each error event is simply a pairwise comparison
of two sequences over a given length. This implies the
implementation of the ‘‘difference’’ sequence approach as
shown by Hsu [4] and Anderson [1]. Since the phase
changes of the signaling scheme correspond directly to
the information sequences, the difference phase state ap-
proach can be invoked where

(27)

Ne—1

AB(i + 1) = [A()(i) + _;0 7rh,:,~'y,~j«J mod 27 (28)

and v;; is the difference,
(29)

The all-zero path then corresponds to error-free transmis-
sion.

Equation (29) illustrates a key and essential difference
between the current analysis and that of Hsu and Ander-
son. Although the chip sequence is known a priori by the
transmitter and receiver, the chip values help determine
the phase changes on a chip basis, and hence contribute
to the bit difference state transitions. The Markov process
structure is not distributed, indicating that the phase
changes over a bit interval are the sum of the changes over
each chip interval. Hence, (28) can be written

'y,] = C,-jozi - C,‘ja,‘.

Ne—1

AO(i + 1) = [Ao(i) + '§0 Ao,,} mod 27 (30)

where

(31)

A0 = Thi; i jymodH Vi
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The result of this analysis is that a ‘‘difference’’ state
structure and analysis can be followed, but the state dia-
gram must account for all possible chip sequences. Ad-
ditionally, the analysis must include all possible trans-
mitted phase states.

To perform the difference state analysis, (26) must be
modified in two ways. The first reflects the fact that the
bit error sequences y; = o; — &; can occur in different
ways and must be appropriately weighted. Second, (26)
must account for the different possibilities for the chip
interval dibits. For bit interval differences of y; = 0, there
is no effect since no error is made, but for v; = +2, all
of the possible chip values and sequences must be consid-
ered. These chip difference sequences have a significant
effect on the phase transitions and on the distance char-
acteristics, which is an important new finding in this re-
search.

It should be noted that this result generalizes to have
potential impact on other signaling schemes such as com-
bined modulation and error-correcting coding techniques.

The result is (26) modified to be

P, < 2. /— 32
where
N N
v = :I=I| ,I=I1 Pr (’Yij |'Yi) Pr(y;). (33)
The final bit error probability bound is then
> ds
P, < Vi — 34
b Py’ HiV; Q 2N0 ( )

where u, is the number of bit errors in each sequence with
separation distance d,.

The squared Euclidean distance between any two sig-
nals can be expressed as

damy = | (00 - ) a

but this distance is cumulative over bit and chip intervals,
and for SSMH signals with rectangular signaling reduces
to

(35)

[2E % Ne—1 1 sin (Ae,‘dq.]) — sin (AG,J)
¢ i=1 j=0 Aoi,j+| - ABU ’
d%z(N) =< if AO,-JH +* Ao,],
N Ne—1
2E(‘ Z 1 — COS (Aei_j+l),
i=1 j=0
(36)

k if AO,’J+ 1 = AO,J.

For large signal-to-noise ratios, and as the number of
bits considered grows large, the probability of error is
dominated by a few error events with small distances.
Hence, a minimum distance between any two signals will
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dominate and be defined as the ‘‘free’’ distance where

diee(N) = Jlim min dr(N), m#n (37)
- o

Since the bit differences are not constant over a bit inter-
val due to the spreading sequence as discussed previ-
ously, the use of the Viterbi algorithm to find the mini-
mum distance cannot be used, as suggested by Aulin [2]
and Hsu [4]. However, assuming all signal paths in the
trellis structure begin at some point n7;, that is, assuming
error-free transmission up to time nT, the state transition
diagrams can be used to determine the shortest distance
to return to the all-zero path. This distance will become
the minimum distance for the code and determine the con-
straint length.

The determination of the minimum distance is impor-
tant for several reasons. First, from (34), the free distance
term will dominate the error probability for high signal-
to-noise ratios. Second, the depth or number of bits re-
quired to obtain the free distance will determine the min-
imum decoding delay for a Viterbi algorithm processor to
obtain maximal performance. Finally, if the entire dis-
tance distribution for a given code is known, the perfor-
mance in relation to the minimum distance can be deter-
mined. For example, if a code has a significant number
of error events at distances that are close to the minimum
distance, its performance may be worse than a code with
a single, but rarely occurring minimum distance.

From (34) and (36), the probability of bit error is upper

bounded by
: /d?E
P, < 2w <
b =1 ”‘IVIQ NO

Invoking the signal flow graph, and difference state
analysis of Hsu [4] and Anderson [1], and assuming a two
modulation index code with an infinite length decoder,
this bit error bound reduces to (see [6] for details)

d}%Er 2 8T
Py = Q f N ede“/ZNﬁa—E]
0

2
df E(‘ ed;Er/ZNO QE
Ny oFE

(38)

D=e—E/WNoE=1.L=1
(39)

or

b
D=e¢-E/2NoE=1.L=1

(40)

depending on the starting modulation index, and with T,
and T, representing the overall path gain, depending on
the starting index. Since it is equally likely that the re-
ceiver will begin decoding on either modulation index,
the total probability of bit error is the average of the in-
dividual code bit error probabilities. Hence,

Py, = Q

P, = (P + Pypp). (41)

As a final note, (39) can be rewritten

1 dfE.\
P, < - I‘f de(»/ZN()
bli ) €ric 2N0 e
aT;
X = 42
oE D=e-E/2WN0E=1.L=1 ( )
or
%
oF
Poyi = (43)

2nd2E,
Ny

In order to implement the error bound expressions, it is
first necessary to determine the bit transition diagram for
the specific modulation scheme and code selected. A re-
cursive Fortran implemented routine was used to deter-
mine the distance over a bit interval and difference phase
transitions for all possible beginning difference phases and
all possible chip difference sequences where there are
2" possible sequences if the bit difference is not zero. The
bit difference transition diagrams can also be used to de-
termine the minimum required distance for an error event,
and thus the free distance for the modulation code. Figs.
7-10 show the resulting bit difference transition diagrams
for the 1/2, 5/8 code. This modulation index code was
selected due to its flat spectral characteristics and coding
gain as found by Lereim [7]. The free distances were de-
termined from the difference state diagrams to be 6.23 for
conventional modulation and 7.24 for modified modula-
tion.

With the difference state transitions and the free dis-
tance, (42) or (43) can be solved to determine the upper
bound to the bit error probability. Once again, these equa-
tions were numerically implemented via Fortran code,
with the partial differentiation accomplished with numer-
ical differencing. Fig. 11 shows the resultant upper bounds
to the bit error probability for the selected modulation in-
dexes and a spreading rate of three chips per bit, while
Fig. 12 reflects the bit error probability bounds for seven
chips per bit. The circled path reflects conventional 1/2,
3/4 coding, the triangle path is for conventional 1/2,
5/8 coding, the plus path delineates modified 1/2, 3 /4
coding, and modified 1/2, 5/8 coding is shown by X’s.
The unmarked path corresponds to DS/BPSK.

At this point, it is appropriate to comment on the rela-
tive merits of these findings vis-a-vis more realistic
spreading rates. The results above incorporated spreading
rates of three and seven chips per bit, while normal
spreading rates are on the order of 1000 chips per bit.
However, the number of possible chip difference se-
quences is on the order of 2", implying that for a chip
rate of 1000 chips per bit, an unreasonably large number
of chip difference sequences would have to be considered
for each starting phase. As a result, only small order chip
rates were considered in this work to verify the procedure.
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Numerical evaluations of the receiver structure consider
more reasonable figures of 127 and 1023 chips per bit.
With the analytical bounds to the performance of the
modulation scheme established, it is appropriate to con-
sider the receiver structure of Section IV. The following
section discusses the numerical evaluation of this re-
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Fig. 10. Modified 5/8 SSMH code; N, = 3, difference states.
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ceiver, and comparisons can be made to the established

bounds.

VI. RECEIVER EVALUATION

This section numerically evaluates the analytically de-
rived receiver in an additive white Gaussian noise envi-
ronment. The individual chip metrics are represented as
sampled outputs from matched correlation filters, with
correlated noise samples added to the noise-free filter out-
puts. This arrangement represents the transmitted signal
corrupted by white noise and the received signal pro-
cessed by correlation filters. The remainder of the re-
ceiver consists of a Viterbi algorithm processor, which
uses the sum of chip metrics over a bit interval to form
the bit branch metrics, and uses a sufficient delay to allow

proper bit decoding.
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With the groundwork of Section IV, the signal com-
ponents of the chip metric calculators are derived first.
The correlated noise samples are then determined using
uncorrelated white noise samples as a source and a linear
transformation to achieve the appropriate correlated noise
samples. With proper multiplexing to ensure correct chip
and modulation index alignment, the chip metrics are then
summed to form individual bit metrics over a bit interval.
A state traceback implementation of the Viterbi algorithm
then forms the decision processing. Throughout the eval-
uation, perfect phase synchronization, bit and chip tim-
ing, and modulation index synchronization are assumed.

Equations (18), (19), and (20) form the basis of the
maximum likelihood bit and chip metrics for the decision
making process. Expanding the expressions for the chip
metrics on the initial phase angle yields quadrature forms
of the correlators as shown in (21)-(25).

The received signal is

r(t) = s(t) + n(r)

where n(t) is AWGN with variance Ny/2 and s(t) is the
transmitted signal

(44)

2FE. 7rh,«-a,»c,-t
T( cos <27l'f0t + % + l,b,:j(t))' (45)

Cc c

s(t) =

This expression represents a signal transmitted over any
bit interval i and chip interval jT, to (j + 1) T., with chip
multiplier c¢;;, data bit «;, modulation index &
h;, and initial phase angle vy ().

After substitution, the expected value of the correlation
expressions yields the signal components of the correla-
tion filter output for a given «;, ¢;j» and h;; [6]; hence, for

(i+j)modH =
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a,~c,~j = +1,
I, cos (¥(0))
0 _ |E. —sin (¢(0))
3 . =03 ; (46)
QZ laicj= +1,h; \Z
where
. sin (27h;;)
¥ = Tuj cos (¥(0))
1 — cos (27h;
| C;;h(__w )] sin (¥(0))  (47)
i
and
s 1 — cos (27h;
¥ = —[ c;s;h“ ™y )] cos (¥(0))
ij
sin (27h;)
- TSIH (¢(0)), (48)
ij
and for o;c;; = —1,
I, ¥
0 ‘ v
1 N2 sy |
Q,/ leici=~1.h; —sin (¢(0))
where
sin (27h;;)
T 2k — cos (¥(0))
1 — cos (27h,
e B)) o won (s0)
ij
and
. 1 - 2wh;;
Y = [ C;Srh(w ;)] cos (¥(0))
ij
in (27h,
- %}:—U—)sin (¥(0)). (51)

The determination of the correlated noise samples be-
gins with the quadrature equations above. Now, we seek
the covariance matrix C of the four Gaussian signals /,,
Q,, I, and Q,.

The result is the covariance matrix below for the mul-
tivariate Gaussian random variables for the outputs of the
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correlation filters [6]:

0

4 sin (27h;; )

sin (27h;;)

737

—1 + cos (27h;) |

27rh,J
1 — cos (27h;)

27h

i

27h

ij

1 — cos (2mh;)

(52)

—1 + cos (2wh;)

i

sin (27h;; )

Examination of this covariance matrix reveals that the
values are constant over a chip interval and depend on the
modulation index. As a result, the evaluation need only
maintain proper index synchronization, and this covari-
ance can be used to determine the correlated noise sam-
ples.

This covariance matrix gives the relationship that must
exist between samples of the random quadrature compo-
nents at the output of the correlation filters. The noise-
free signal components that would appear at the outputs
were discussed above. Now, using the covariance matrix,
a method can be established to add correlated noise sam-
ples the noise-free signal components so that the random
variable signal components will have the appropriate
covariance.

As shown by Papoulis [8] and others, including Stark
and Woods [14], if selected properly, a linear transfor-
mation on a correlated Gaussian process could yield an
uncorrelated Gaussian process. The inverse approach is
taken here where four uncorrelated Gaussian random
variables are transformed by linear transformation to a
multivariate Gaussian random variable with a known cov-
ariance.

Applying these results to the evaluation at hand implies
that a linear transformation applied to four uncorrelated
equal variance Gaussian random noise variables will yield
four Gaussian random variables of known covariance if
the linear transformation is the inverse of the matrix prod-
uct of the eigenvalues and eigenvectors of the covariance
matrix. Since (52) delineates the desired covariance ma-
trix, the necessary transformation can be obtained from
the eigenvalues and eigenvectors.

A Fortran program was used to determine the eigen-
values and eigenvectors from each of the covariance ma-
trices for the selected modulation indexes. Then, using a
random Gaussian generator with unity variance (N, =
2.0), the transformation matrices were determined. The
correlated noise samples N1C, N1§S, N2C, and N2S were
then added to the noise-free signal outputs of the corre-
lation filters to produce noise corrupted correlation met-
rics.

With the noise-corrupted outputs of the correlation fil-
ters, the chip and bit metrics can be calculated from (18)-
(25) and must be accomplished for each possible phase

1 0
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Fig. 13. Evaluation receiver.
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Fig. 14. Conventional 1/2,5/8 SSMH code; N, = 3 evaluation.

state. A phase rotation network accomplished this calcu-
lation for each state 6;;.

The overall bit metrics from (18) are just the sum of the
chip metrics over a bit interval. A Viterbi algorithm pro-
cessor then makes a bit decision after a delay of Ny, bits.
The algorithm was implemented using the state traceback
method in Fortran to make a majority logic decision after
observation over the predetermined bit delay. This delay
was selected to exceed the minimum distance for optimal
performance for the modulation indexes in use. An over-
view diagram of the evaluation receiver is shown in Fig.
13.
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Figs. 14-17 show the evaluation receiver bit error rate
performance and the analytically determined performance
bound for the indicated modulation criteria. The curves
reflect 90% confidence intervals on the observed data that
were obtained using the weak law of large numbers, and
depict the exact bit error performance of DS/BPSK as a
baseline comparison. As mentioned previously, evalua-
tions for 127 chips per bit are shown without bounds. Ad-
ditionally, isolated samples for 1023 chips per bit are
shown with the evaluations for 127 chips per bit.

VII. SiIGNAL DETECTABILITY

The previous sections considered the issues of signal
definitions and transmission characteristics, as well as de-
tection by an intended receiver under nearly ideal condi-
tions. Since the purpose of the signaling scheme is to cre-
ate a signal structure with a low probability of intercept,
it is appropriate to address the issue of detectability by an
unintended as well as an intended receiver.

The detectability of SSMH signals in an AWGN envi-
ronment is considered in this section where the unin-
tended receiver must make a signal/no signal detection
decision based on two hypotheses:

Hi: r(t) = s(t) + n(¢) (53)
HO: r(t) = n(1). (54)

It should be apparent that the longer the observation
interval, the better the detectability would be; however,
so that comparisons can be made to DS/BPSK, it is as-
sumed that the observation interval is exactly one bit in-
terval.

In order to obtain ‘‘best possible’’ capability, it is also
assumed that the receiver knows everything about the
transmitted signal, except the information bits and the
spreading code sequence. This implies complete knowl-
edge of

¢ the modulation index code and timing,

¢ the pulse shaping function,

¢ the bit and chip interval timing, and

¢ the carrier frequency and phase.

It is unlikely that the receiver will have knowledge of these
modulation parameters, but for this analysis, every ben-
efit is given so that an upper bound is attained.

For the signals in AWGN, the expected value of the
generalized likelihood decision statistic reduces to [10],
[15], [6]

Ne~1
BA = 2 SelvTh %eL‘f"Lv' z BN (55)
j=

where, over a given bit and chip interval,

2 |2E, ST‘
[ = — |==¢
9= N T, do r(t) cos (2mfyt)

wh;t
X cos —T— dt (56)

¢
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T.
2 RE. | .
L; = Fo T SO r(t) sin (27fyt)
- [Thit J 57
X — | dt,
sm< T (57)
and therefore,
Ne—1
EA = ‘Ho e cosh (L;) = /™. (58)
J=

After taking the logarithm, the log-likelihood ratio be-
comes
Ne=1

E
A= 3 L, +In[cosh (L,)] = 7

. 59
v (9

If N, is large, which is typically the case, the probabil-
ity distribution of the left side of (59) will approach a
Gaussian distribution by the Central Limit Theorem. The
mean value would be

Zz

B= 4 p (60)

j=1

where

W= S{Lq + In [cosh (Lv)]}. (61)

Similarly, the variance would be

Ne

0= 2 o
j=1

(62)

where
o} = &{(Ly + In [cosh (L,)])'} — w2 (63)

With this background, consideration can be given to de-
termining the probability of false alarm and probability of
detection.

The probability of false alarm is the probability of se-
lecting hypothesis one, signal present, when in fact no
signal is present. Thus,

Pe=| s(man (64)
Y

where g (n) is the distribution of the decision ratio when
no signal is present and y = E, /N, is the decision thresh-
old. As shown above, g(n) will have a Gaussian distri-
bution with statistics

(65)
(66)

The probability of false alarm can now be obtained from
(64) since g(n) is known to be Gaussian with mean p,
and variance og. To accomplish the sum of chip interval
values and account for the changing modulation indexes
(again assuming two indexes), these expressions become

N, N,
Fg = 75 Hejlm + o Heilm

e = Nepg;

2 _ 2
o0, = N.og,.

(67)
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Fig. 18. Conventional 1/2,5/8 code SSMH detectability.

N, , N.

op = 5 Txilh + 3 T (68)
and
e 1 2 2
Pp = S e 1= w20l gp, 69
R (69)

A similar analysis is applied to finding the probability
of detection P, where now the likelihood ratio is consid-
ered under hypothesis H1 and there is a signal present.
Thus,

noC

N(ps, 07) dn (70)

Fo SE,,/NO
where p, is the mean value sum of p’s, which are cal-
culated from (61), but now considering the presence of
the transmitted signal. Similarly, ¢? is obtained from the
second-order statistics with the signal present.

These expressions form the foundation for calculation
of probability of detection and probability of false alarm.
However, as shown by Polydoros [10], the two probabil-
ities are interrelated, and a simpler expression can be
formed to determine the probability of detection for a
given false alarm rate. Polydoros and Weber [9], [10]
showed that

OHOQ_I(PFA) + Hyo —
OH)

HHI

Py = 0| (71)

This equation can now be used along with the means and
variances under the two hypotheses to determine the prob-
ability of detection for any given value of false alarm rate.
At the same time, the receiver operating characteristics or
the expression of probability of detection versus proba-
bility of false alarm can be determined.

Equation (71) was implemented numerically in Fortran
code to determine the probability of detection for given
false alarm rates and for selected SSMH signaling
schemes. The probability of detection and receiver oper-
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Fig. 19. Modified 1/2.5/8 code SSMH detectability.
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Fig. 21. Modified 1/2, 5/8 code receiver operating characteristics.

ating characteristics (Pj, versus Pr) for selected modula-
tion coding are shown in Figs. 18-21. For comparison
purposes, the probability of detection curves are plotted
for a consistent value of P = 0.01, N, = 7, 127, and
1023, and N, = 1000 chips per bit. It should also be noted
that receiver operating curves for modified SSMH reflect
the operation over two bit intervals to account for both
modulation indexes.

VIII. RESULTS AND CONCLUSIONS

This section summarizes the results from the current
work by comparing the results to existing spread-spec-
trum systems exemplified by direct sequence binary phase-
shift-keying systems.

Following the definition of the new class of signals
called spread-spectrum multi-A signals in Section II, the
spectra for SSMH signals were analytically derived and
evaluated. It was shown that the spectra were spread re-
plicas of the spectra of the parent multi-4 schemes. Thus,
significant control over the spectra is gained through the
modulation index selection in terms of the amount of
spread, the relative flatness of the mainlobe, and the side-
lobe rolloff. It was also shown that there would be no dis-
tinguishing features to the spectra, such as nulls or dis-
crete components. Conversely, the spectra for DS/BPSK
signals, by necessity through the sinc’ (x) nature of the
spectra, would have nulls at the chip rate. Additionally,
square law detection would reveal many parameters of a
DS/BPSK signals (carrier frequency and chip rate), while
no information is readily apparent on SSMH signals until
the signal is raised to the power of the denominator of the
modulation indexes. This comparison indicates that
SSMH signals allow much more control over the trans-
mitted spectral shape, and the spectra will be much less
susceptible to parameterization than DS/BPSK signals.

Turning to performance comparisons, the performance
bounds of Section V are evoked, especially Figs. 11 and
12. These performance curves reflect the first inevitable
path merger [1] and free distance, depending on the mod-
ulation code and the spreading rate. It can be seen that at
an error rate of 107°, SSMH signals are upper bounded at
approximately 8 dB, while DS/BPSK are bounded at ap-
proximately 10 dB. From this comparison, it appears that
SSMH can perform more reliably than DS/BPSK for a
given signal-to-noise ratio. It should be noted though, that
at very low signal-to-noise ratios, the discrepancy in per-
formance decreases. For example, at 4 dB of signal-to-
noise ratio, the bit error rates are essentially the same.
Thus, in the range of 2-4 dB, DS/BPSK may perform
better, but above 4 dB, SSMH would be a wiser choice.

With these bounds in mind, the detectability of these
signals can be considered. From Section VII, the detect-
ability curves for 1/2, 5/8 conventional and modified
(Figs. 18 and 19) are evoked. It should be remembered
that these measures of detectability were based on an un-
intended receiver having almost complete knowledge of
the transmitted signal.
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The probability of detection curves for equivalent pa-
rameter N, = 1000, Pr = 1072, conventional and modi-
fied 1/2, 5/8 code SSMH systems are shown in Fig. 22.

Last, the detectability curves for DS/BPSK are repro-
duced from the Axiomatix Corporation study on LPI
waveforms by Polydoros and Weber [9], [10] in Fig. 23.
The detectability curve for a completely known 1/2,5/8

741

code SSMH signal has been added for comparison to the
completely known DS/BPSK signal, as shown by curve
1.

Recalling that the original purpose of the design of
SSMH waveforms was to create a signaling format that
had a low probability of intercept, the performance ca-
pabilities can now be reconciled with the signal detect-
ability. The performance curves show that for an intended
receiver operating at a received signal-to-noise ratio of 7
dB, the probability of error performance is bounded at
approximately 10™*. After conversion of this bit energy-
to-noise ratio to chip energy-to-noise ratio (—23 dB at
1000 chips per bit), it is clear from Fig. 22 that even with
knowledge of the signal and the high false alarm rate, the
unintended receiver would have unacceptably low prob-
abilities of detection of less than one half.

The comparison of the detectability results for SSMH
to the detectability of DS/BPSK reveals that a completely
known (except for information sequence and spreading
sequence) SSMH signal is less detectable than the corre-
sponding completely known DS/BPSK signal. This is a
new and significant result showing the potential for this
class of continuous phase spread-spectrum signals.

It is worthwhile to mention the performance of SSMH
in a stressed environment. This study has assumed com-
plete coherency and synchronization, and has not consid-
ered the effects of jamming, interference, or multipath
fading. It must be remembered that continuous phase
modulated systems rely on the fact that the information is
contained in the memory of the phase transitions. As a
result, complete coherency is not absolutely required. The
implication in this statement is that noncoherent systems
may perform with little degradation compared to coherent
systems. This has been verified by Premji and Taylor [11],
[12]. For the same reason, the loss of individual chips or
strings of chips due to fading or interference will not have
the deleterious effect that a similar loss would have on
DS/BPSK systems. All of these factors and effects are fer-
tile areas of potential research.

In summary, this work has introduced a new method of
spread-spectrum signaling known as spread-spectrum
multi-2 modulation. This technique has been shown to be
a viable alternative for low probability of intercept com-
munications.
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A Method of a Spread-Spectrum Radar Polyphase
Code Design
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Abstract—In this paper, a new method of pulse compression poly-
phase code synthesis based on the aperiodic autocorrelation function
properties and the assumption of coherent processing in the radar re-
ceiver is presented. Properties of the proposed code, including spec-
trum, ambiguity function, precompression bandlimiting effects, and
the noise/clutter influence are analyzed. The main features of the syn-
thesized code are the absence of sidelobes in the compressed pulse and
its tolerance of precompression bandlimiting limitations. The compar-
ison to the known classes of pulse compression codes is made.

I. INTRODUCTION

N designing a radar system which utilizes the advan-

tages of pulse compression, choice of the appropriate
waveform is the most important. Numerous methods of
radar pulse modulation, which make it possible to obtain
the advantages of the pulse compression techniques, are
known and widely analyzed [1]-[4]. Among these, the
polyphase codes offer some convenience in comparison to
the analog techniques, such as chirp modulation. Poly-
phase codes offer lower sidelobes in the compressed sig-
nal and easier digital processing techniques implementa-
tion.

In this paper, a new method of a uniform amplitude,
polyphase pulse compression code synthesis is presented.
The code synthesis is based on the properties of the ape-
riodic autocorrelation function and the assumption of co-
herent radar pulse processing in the receiver. The auto-
correlation function and amplitude spectrum are ana-
lyzed. It is shown that in the absence of Doppler shift,
the compressed and coherently demodulated pulse has the
shape of a 6 function.

It is shown, by computer simulation of Butterworth and
Gaussian filters, that the precompression bandlimiting
does not cause the appearance of sidelobes in the com-
pressed pulse.

The distributed clutter environment is also simulated,
and the influence of the clutter on the average sidelobe
level in the compressed pulse is analyzed. Finally, prop-
erties of the proposed code are compared to other well-
known codes, such as Huffman, Frank, and P codes.

Manuscript received March 8, 1989; revised February 9, 1990. This
paper was presented at the URSI International Symposium on Signals, Sys-
tems, and Electronics (ISSSE’89), Erlangen, West Germany, September
1989.

The authors are with the Department of Communications, Faculty of
Electrical Engineering, University of Belgrade, Bul. Revolucije 73, Bel-
grade, Yugoslavia.

IEEE Log Number 9035802.

The subject of this paper is divided into six sections.
Theoretical analysis of the code proposed is presented in
Section II, while in Section III, the analysis of its spec-
trum, ambiguity function, Doppler sensitivity, and clutter
effects is established. In Section IV, a comparison of the
proposed code to the other polyphase codes is presented.
Section V provides one possible realization of the radar
transmitter and receiver on the basis of pulse-by-pulse co-
herence. Section VI provides concluding remarks.

II. THEORETICAL ANALYSIS

There are two main criteria that polyphase codes used
in pulse compression systems should satisfy [1], [2], [4]:

1) the uncompressed radar pulse should have constant
amplitude, i.e., it only has to be phase modulated, and

2) the aperiodic autocorrelation function should have
very low sidelobes.

These criteria are used to estimate properties of the code
presented in this paper.

A generalized form of a phase-modulated radar pulse
can be written as

u(t) = Re {UOH(t — T)exp [ jwot + j<p(t)]} (1)
where U, and w, are the amplitude and the angular fre-
quency of the carrier and ¢(r) is the phase modulation
function. IT1(¢) is the rectangular pulse of unit amplitude
and of duration T.

Let us assume now that digital polyphase modulation is
performed. According to (1), the complex low-frequency
equivalent of the signal u(z) is given by

C(1) = exp [je(1)] = exp [j éo e II(r - iT(-)}

(2)
where ¢; is the ith element of the code, N is the code
length, and T, is the chip or code element duration.

The z transform of the time sequence C[(i + 1/2)T.]
may be expressed as

N-1

C(z) = 2 2" exp (jor)- (3)

If a matched filter is used in the receiver, the low-fre-

quency equivalent at the output of that filter, in the ideal

case, is equal to the aperiodic autocorrelation function of

the radar pulse. The z transform of the autocorrelation of

0733-8716/90/0600-0743$01.00 © 1990 IEEE
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the signal C(r) will be

R(z) =21 - C(2) - C*(1/2*)
N-1N-1
= V=D EJO IZ;O 2709 exp [i(e — 00

(4)
In the synthesis of the polyphase code, it is presumed
that the received radar pulse is coherently demodulated.
The condition that the real part of the compressed pulse
should be a 6 function can be expressed as
N1 N-1

i§) A-;o 2" Re {exp [i(ei = @k)]} =0 (5)
Pk

where Re ( *) stands for ‘‘real part of.”

This condition gives (N — 1) nonlinear equations, each
with N variables, ¢y, ¢, * - -, ¢y _,. Replacing the sub-
stitution A; = ¢; — ¢, _; in (5), we obtain the following
system of (N — 1) equations, with the same number of
variables, A, i =1, -« N — 1:

CcOS (A| + Az + .0+ AN——l) = 0,
Cos (A] + - © + AN—Z)
+ Ccos (A: + - + AN—‘) = O,

cos (A + A, + A;) + cos (Ay + A; + Ay)

+ oo+ cos (Ay_y + Ay_s + Ay_y) =0,
cos (A + A;) + cos (A; + A3)

+ o+ cos (Ay_y + Ay ) =0,

cos (A;) + cos (A;) + + - + cos (Ay_,) = 0. (6)

The solution to these equations can be used to obtain
the elements of the new polyphase code.

This system is inconvenient for numerical solution. It
is easy to solve the system analytically for small N. Thus,
for N = 2, 3, 4, and 6, the solutions are written as fol-
lows:

N =24 =r/2,
N=3: A =x/4, A, =51/4,
N=4: A =0, A =17/2, Ay =,
N=6 4 =0, A, =7/, Ay =1/2,
A, = 37/4, As = . (7)

These small values of N are not of practical interest.
However, they can be used for the synthesis of longer
codes. With one of the solutions {Af“}, i=1,++-,N
— 1, given by (7) for some small N (superscript (1) in-
dicates the first step of longer code synthesis), it is pos-

sible to obtain the vector {A,(-Z)}, i=1,-+- 4N -1,
which is the solution of system (6) with 4N — 1 equa-
tions. Variables in vector {A,m}, i=1,+--,4N - 1

are given by the following relations, as shown in the Ap-
pendix:

A =0, i=1,35 - ,2N~-1
Ay = A", i=1,N-1
ASN = 7/2,

Ay =m—- A", i=12N-1. (8)

By repeated use of (8), it is possible to obtain the so-
lution of (6) for very long code sequences. Once the { A, },
i =1, -+ ,N — 1is gained, the elements of the poly-
phase code that satisfy conditions 1) and 2) will be given
from the following substitutions:

1) we accept ¢, = 0,
o=@ +4A, i=1,--- ,N-1.(9)

Example: 1f we want to obtain a code with length N =
64, we can start the code synthesis from the vector of

differences {A!"’} for N = 4:
AV =0, A"V =x/2, AV =7 (10)

as we can see from expression (7).
Using relations (8) for N = 4, we obtain the following
elements of the vector { A}

AP =0, AP =0, A =0, A? =o;
AP = A" =0, AP =AY = 7/2,

2 1
AP = AV =

Ay = 71/2;
2 2 2
A‘,?=7r—A(]'=7r, A(,4)=7r—A;)=7r,'--,
2
AY =7 - AP =1 (11)

In the above expressions, the superscript (2) indicates
the second step in the proposed code synthesis.

The obtained vector {A”}, i =1, - -+, 15 is
{a} =1{0,0,0, 7/2,0, 7,0, 7/2, 0,
/2, ®, T} (12)

Now, using relations (8) with vector {AEZ)} for N =
16, we obtain the following vector { A }:
AV =0, AP =0, , A0 =0;
AP = A =0, AP = AP =0, -,
Ay = AR =
Ay = 7/2;

(3)

3 3 3
A =m - Al =m Ag =7 - A =

(13)

(3 3
A33) = T — A(31) = T.
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Vector {A™} = {0,0, - -+, 7}, i =1, , 63 is
the solution of system (6) for N = 64 so it can be used to
obtain the code for N = 64. Using relations (9), we have
the proposed code {¢;}, i = 1, , 64 that satisfies
conditions 1) and 2):

e = 0;

(3)

o=+ A =0, oy =9 + 48" =01,

3w
Cor = Pe3 +AS)=‘2‘~ (14)

Finally, the whole set of code elements of the proposed
code, for N = 64, is given by the following relation:

{¢;} ={0,0,0,0,0,0,0,0, 7/2, 7/2, 7/2, ©/2,
3n/2,3n/2,3%/2,37/2,0,0, @, w, 7, m,
0,0, 7/2, /2,3%/2,3%/2, « /2, w /2,37 /2,
37/2,0, 7, 7, 0,0, , m, 0, 7/2, 37 /2,
/2, /2, 3n/2,3%/2, w/2,37/2,0, 7,
0, r, 70,70, 7/2,37/2, n/2, 31 /2,

7/2,37/2, ©/2, 37/2}. (15)

III. PERFORMANCE ANALYSIS
A. Autocorrelation Function and Code Spectrum

One of the main properties of the proposed code is that
the real part of the aperiodic autocorrelation function has
the shape of a 6 function. For the code length of N = 64,
the real part of the compressed pulse is shown in Fig. 1.

The amplitude spectrum of the uncompressed pulse is
shown in Fig. 2. The overall shape of the spectrum is
sin (7fT)/(wfT) where T is the duration of the modu-
lated radar pulse. The fine structure of the spectrum is
caused by the phase modulation of the pulse. This fine
structure is not symmetrical, which makes this code dif-
ferent from the P code and makes it similar to the Huff-
man code spectrum. This is the result of the lack of sym-
metry in the time domain of the radar pulse modulated
with the proposed code. Symmetry of P codes in the time
domain results in a symmetry in the frequency domain

[9].

B. Ambiguity Function and Doppler Properties

Woodward’s ambiguity function is one of the most use-
ful tools for determining the resolution properties of pulse
compression signals. Based on the assumption of coherent
demodulation of the received radar pulse, the real part of
the ambiguity function x (7, fp) of the proposed code, ob-
tained by computer simulation, is shown in Fig. 3. This
figure shows only one half of the delay 7 and Doppler
frequency shift fj, plane because of the symmetry prop-
erties of the ambiguity function.

The central part of the ambiguity function is shown in
Fig. 4. The analysis of this diagram clearly indicates that
there are no sidelobes on the 7 axis, but that time side-
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Fig. 1. The real part of the aperiodic autocorrelation function of the pro-
posed code. The code length is 64 chips.
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Fig. 2. The amplitude spectrum of the uncompressed radar pulse. The am-
plitude is normalized to the maximum value in the spectrum. The code
length is 64, and the frequency is normalized to the chip duration T...
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Fig. 3. The real part of the ambiguity function for a code length of 64.

lobes become a significant part of the compressed pulse
when a Doppler shift is introduced.

Polyphase codes generally have rather poor behavior in
the presence of Doppler frequency shift. Greater Doppler
shifts result in a rapid decrease of the compressed pulse
amplitude and the appearance of secondary peaks in a
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Fig. 4. The central part of the ambiguity function from Fig. 3.

compressed pulse, modulated with the proposed code.
However, only small frequency shifts are of practical in-
terest.

Figs. 5 and 6 present a comparison between a Frank
polyphase code, length N = 16, the proposed code with
the same length, and a Huffman code with length N = 14
and sidelobe amplitude s = —22 dB. Results are obtained
by computer simulation.

Decrease of the compressed pulse amplitude versus
Doppler frequency shift, normalized to chip duration T,
is shown in Fig. 5. This decrease is identical for the Frank
and proposed codes, and depends only on the code length
N; it has the shape of a sin (x)/x function.

In Fig. 6, the maximum sidelobe, normalized to the
compressed pulse amplitude, is shown as a function of the
normalized Doppler frequency shift. One can see that the
proposed code has a lower maximum sidelobe compared
to the Frank and Huffman codes; this difference is dis-
tinctive for very small frequency shifts where the sidelobe
level of the proposed code is decreasing to zero, while the
level of the sidelobes for the Frank and Huffman codes
keeps some constant level (accepted in a design for Huff-
man codes).

C. Precompression Bandlimiting Effects

The influence of the precompression filtering is ana-
lyzed on the code of length N = 64. Butterworth filters
of first and fourth order and a Gaussian filter of fourth
order are simulated. After bandlimiting, the polyphase
signal is compressed in a filter simulated as a tapped-de-
lay line.

The influence of the cutoff frequency J, of the Butter-
worth and Gaussian filters on the peak height and duration
of the compressed radar pulse is shown in Figs. 7 and 8.

The analysis of these diagrams indicates that the effect
of the cutoff frequency is stronger for the higher order of
the filter. Decreasing the peak amplitude is faster for the
Gaussian and Butterworth filter of the first order. For the
Butterworth filter of the fourth order, for the product f, T,
> 0.8, the peak amplitude is almost constant, but for feT.
< 0.8, the peak is linearly decreasing. Based on Fig. 7,
we can accept the f, T, = 0.8 as the narrowest band for
the precompression bandlimiting.
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Fig. 5. The compressed pulse amplitude versus Doppler frequency shift f;,
normalized to the chip duration 7T, for Huffman code, length N = 14,
Frank code, N = 16, and the proposed code, N = 16.
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Fig. 6. The maximum sidelobe versus Doppler frequency shift f;, normal-
ized to the chip duration 7, for Huffman code, length N = 14, Frank
code, N = 16, and the proposed code, N = 16.
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Fig. 7. The peak amplitude versus cutoff frequency f, of the simulated fil-
ters used. The peak amplitude is normalized to the amplitude of the com-
pressed pulse in the absence of the filtering. Code length is 64.

If the peak duration is defined at one half of the maxi-
mum value, results shown in Fig. 8 point out that the But-
terworth filter of the first order has a slightly stronger in-
fluence on the compressed pulse prolonged duration than
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Fig. 8. The peak width versus cutoff frequency f, of the filters used. The

radar pulse width is measured at 0.5 of the peak amplitude. Code length
is 64.

the Gaussian filter does. The higher order of the filter
causes the narrowing of the main spike in the compressed
signal.

Having in mind all of the above mentioned, we can
conclude that the precompression filtering does not cause
the appearance of sidelobes, but broadens the compressed
pulse.

D. Distributed Clutter Effects

Distributed clutter, such as rain or chaff, is modeled as
Gaussian white noise added to the received radar pulse
[4]. After coherent demodulation and compression, per-
formed by computer simulation, the average power of the
sidelobes is plotted in Fig. 9 as a function of the noise-
to-signal power ratio. The average sidelobe power is nor-
malized to the squared peak of the compressed pulse.

The relationship between the sidelobe power and the
noise-to-signal ratio is practically linear in the log-log
scale. The variations in Fig. 9 are due to the relatively
small noise sample (equal to the duration of the uncom-
pressed pulse) used in the simulation.

IV. CompPARISON OF THE PROPOSED PoLYPHASE CODE
TO OTHER PoLYPHASE CODES

It was shown in the previous analysis that the assump-
tion of coherent processing gives us the possibility to gen-
erate a polyphase code for which the compressed pulse
has the shape of a é function. This characteristic, together
with the constant amplitude of the uncompressed pulse,
make this code much more preferable compared to Huff-
man, Frank, or P codes [4]-[8]. When the small Doppler
frequency shift is introduced, the excellent sidelobe
suppression of this code is decreased, but the peak-to-
sidelobe ratio is still better compared to that of the Huff-
man and Frank codes. The absence of sidelobes in the
filtered and compressed pulse (in the absence of frequency
shift) makes the proposed code favorable compared to the
above-mentioned polyphase codes.
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Fig. 9. The average sidelobe power of the compressed pulse versus noise-
to-signal power ratio. The sidelobe power is normalized to the squared
peak of the compressed pulse. Code length is 64.

V. IMPLEMENTATION TECHNIQUE OF THE PROPOSED
CobE

Coherent demodulation of the received radar pulse is
not practical. Synthesis of the proposed code is based on
the assumption of coherent demodulation. It is possible,
however, to transmit the radar pulses modulated with the
proposed code and complex conjugated pulses alter-
nately. The radar pulse modulated with the proposed code
is given by (2). The complex conjugate pulse is

C*(1) = exp [ —je(r)] = exp [—j é?o eIl (1 = iTc)}

(16)

and the z transform of the compressed conjugated pulse
C* (1) will be
N—1N-1

R®(z) = 77 W=D 2 3 -G~

RN “exp [~j(e — @0)].

(17)
If it is possible to obtain pulse-by-pulse coherence in the
receiver, pulses C(¢) and C*(t) can be summed after

compression, and the z transform of this sum is using (4)
and (17),

Rq(z) = R(z) + R™(2)

N-1N-1

=270 32 2 27 M cos (g — @)
i=0 k=0
(18)

which gives the same condition (5), system of equations
(6), and the same result—ideal shape of the compressed
pulse [10].

The configuration of the radar transmitter and receiver
is shown in Fig. 10. The radar transmitter uses the pro-
posed code {¢;},i = 1, - - - , N together with the code
{—-#i},i=1,- -+, N as a complementary pair. The
ideal shape of the compressed pulse in the receiver is ob-
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Fig. 10. Configuration of the low-frequency equivalent of the radar trans-
mitter and receiver which uses the proposed code. Abbreviations are:
PRP—pulse repetition period, BPF—bandpass filter. Switch § is turned
from the position 1 to position 2 with PRP.

tained without coherent demodulation on the basis of the
summation of the pairs of the received pulses.

VI. CONCLUSIONS

In this paper, a new method of polyphase pulse
compression code synthesis has been proposed. The pro-
posed code performance analysis is carried out on the ba-
sis of the autocorrelation and the ambiguity functions, and
its sensitivity to the precompression bandlimiting and the
presence of the distributed clutter.

Comparing this code to the well-known classes of
Frank, P, and Huffman codes, we have shown that this
code offers the ideal shape of the compressed pulse, and
is more tolerant to limiting prior to pulse compression.
The other properties are comparable to those of the other
pulse compression codes.

The waveform generated from the proposed code has
constant amplitude. As differences between consecutive
elements of the proposed code can have values that are
integer multiples of 7 /4 or 7 /2, obtained code elements
also can have only four or eight different phase values on
the unit circle, depending on the code length, as can be
seen from example (15). This means that signal process-
ing is very efficient in digital implementation techniques.

A weaknesses of the proposed code might be in the pos-
sibility of error in coherent processing in the radar re-
ceiver.

APPENDIX

In order to determine the recurrent relation (8) for the
long proposed code synthesis, we note, first, that the sys-
tem of equations (6) for (4N — 1) can be written as

k
Z Ccos (A, + A,'+| + -

i=1

+ Aivav-n-«) =0,

k=1,2, -+ ,4N — 1. (A.1)

Equations of this system for odd values of k can be ex-

pressed as
k—1)/2
Z COS(Ai+Ai+|+"'

i=1

+ Aiyan-1)-k)

+ cos (Apsiy/2 + Aksry/2+1

k=1)/2
ot Ay n2) j;
ccos (Ap—jir t Apojun + o+ Ay )
(A2)
If we accept that
Ay ;=1 —4, i=1,2-,2N~1, (A3)

relation (A.2) becomes
k—1)/2
20 cos (A + Ay + e

i=1

+ A an-1y-k)

2
k=1)/2
- j_:zl €08 (A4 av—1y-k + Ajpan—1)—k+1
4N — 1 — k
+ - +Aj)=cos<—2——7r+A2N>
(A.4)
and it is zero only for
Ay = 7/2. (A.5)

When the system of equations (A.1) for odd values of
k is satisfied, these equations for even values of k can be
expressed in the following form:

k/2
ZCOS(Ai+A1+] + -

“ + Aivan-1) &)
i=
k

+ X

COS(A,' +A,’+| + -
i=k/2+1

+ Ajr a1y —k)-

(A.6)

With substitution of j = k — i + 1 in the second sum,
and using solutions (A.3) and (A.5), the system of equa-
tions (A.6) can be reexpressed as
k/2

2. cos (A + Ajy + -

= + Ajcan-1)-k)
k/2
+ 25 cos (7 —
Jj=1
/2
=22 cos (A + Ay + -0

i=1

Ajpav—n—x + 0 T = A)

+ Aisan-1 k)

(A.7)
If we accept, now,
A,‘zo, i=15375a

2N -1, (A.8)
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and using the substitution
A2i=Ai’, i=l’25."’(N_ l)a
(A.7) finally are given by

(A.9)

o
4] 2ocos (A + Al + -+ Al iv-1)-1) |
=

I=1,2,-+ ,N-1 (A.10)

We would like to point out that this system of equations
is equal to the system given by (A.1), but now only with
(N — 1) equations and variables. Thus, it is proven that
the solution of the system (A.1) with (4N — 1) equations
can be derived from the solution of the same system with
(N — 1) equations by use of the substitutions (A.3),
(A.5), (A.8), and (A.9), which are summarized in the text
as the expression (8).
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Capacity and Cutoff Rate of Coded FH/MFSK
Communications with Imperfect Side
Information Generators

HYUCK M. KWON, MEMBER, IEEE

Abstract—In a coded frequency-hopped M-ary frequency shift-key-
ing (FH/MFSK) communication system, it is known that if perfect side
information about the jamming state is available to the decoder, sub-
stantial improvement in performance is possible. However, thermal
noise, which is present in practical communication systems, can cor-
rupt the jamming state information (JSI). In this paper, when JSI is
imperfect due to thermal noise, we calculate the capacities and cutoff
rates of the channels as a function of the signal-to-jamming-noise ratio
for memoryless, noncoherent FH/MFSK systems under partial-band
noise jamming (PBNJ). We consider both soft and hard-decision met-
rics with perfect, imperfect, and no JSI. Also, we introduce three im-
perfect JSI generators. The first imperfect JSI generator uses the max-
imum a posteriori (MAP) decision rule based on the energy from an FH
tone frequency which is near the M-signaling FH tone frequencies. The
second decision rule utilizes the MAP rule, but it is based on the total
energy received in the M-signaling FH tone frequencies. The third gen-
erator has the same decision statistics as the second generator, but its
decision rule is an easily implementable suboptimum rule. If hard de-
cisions are made and code rates are high, e.g., =0.7, then the
differences between the imperfect JSI generators and perfect JSI gen-
erator can be larger than 1 dB in the signal-to-jamming-noise ratio
required to achieve the given capacity or cutoff rate, even though the
thermal noise is quite small, e.g., a 25 dB signal-to-thermal noise ratio.
If soft decisions are made, then the differences between the imperfect
and perfect JSI cases are negligible.

[. INTRODUCTION

T IS known that if perfect jamming state information

(JSI) about the partial-band noise jamming (PBNJ) [to
be defined in Section II] is available to the decoder of
coded frequency-hopped M-ary frequency shift keying
(FH/MFSK) systems, then substantial improvement in
performance is possible, e.g., more than 5 dB improve-
ment in signal-to-jamming-noise ratio required to achieve
a 0.65 cutoff rate for a coded FH/binary FSK system with
hard decisions and a 25 dB signal-to-thermal noise ratio
[1]. However, thermal noise, which is present in prac-
tical communication systems, can corrupt the JSI. Thus,
a JSI generator in practical environments cannot be per-
fect. For example, the probabilities of detection and false
alarm are 0.81022 and 0.00963, respectively, for the JSI

Manuscript received February 15, 1989; revised October 20, 1989. This
paper was presented in part at the IEEE Internztional Symposium on In-
formation Theory, Kobe, Japan, June 1988, and the IEEE Military Com-
munications Conference, Boston, MA, October 1989.

The author is with the Department of Electrical Engineering and Com-
puter Science, University of Wisconsin, Milwaukee, WI 53211, on leave
at the Lockheed Engineering and Sciences Company, Houston, TX 77058.

IEEE Log Number 9035803.

generator Il (defined later) when the signal-to-thermal
noise ratio is 25 dB and the cutoff rate of a coded FH/
BFSK system with hard decisions is 0.65 under PBNJ with
a worst case jamming fraction. We need 2 dB more in the
signal-to-jamming-noise required to achieve a 0.65 cutoff
rate for this JSI generator, compared to that for the perfect
JSI generator, even though the thermal noise is quite
small.

In this paper, when JSI is imperfect due to the presence
of thermal noise, we calculate the capacities and cutoff
rates of the channels as a function of the signal-to-jam-
ming-noise ratio for the memoryless, noncoherent FM/
MFSK systems under PBNJ. We consider both soft- and
hard-decision metrics with perfect, imperfect, and no JSI.
Also, we introduce three imperfect JSI generators. The
first imperfect JSI generator uses the maximum a poste-
riori (MAP) decision rule based on the energy from an
FH tone frequency which is near to the M-signaling FH
tone frequencies. The second decision rule utilizes the
MAP rule, but it is based on the total energy received in
the M-signaling FH tone frequencies. The third generator
has the same decision statistics as the second generator,
but its decision rule is an easily implementable subopti-
mum rule. There are studies that describe other ap-
proaches to the generation of JSI in FH communications,
in which test symbols are inserted into a packet which
consists of data and test symbols [2]-[5].

The paper is organized as follows. Section II describes
the channel model, and Section III presents three imper-
fect JSI generators. Section IV derives the channel capac-
ities of memoryless FH/MFSK channels with imperfect
JSI, and two capacity theorems about perfect, imperfect
and no JSI cases are stated. (The proofs are shown in the
Appendix.) Section V gives the corresponding analyses
when the cutoff rate is used as the performance criterion.
Finally, Section VI gives numerical results and discus-
sions.

II. CHANNEL MODEL

The block diagram of the communication system we
consider is shown in Fig. 1. Existing papers regarding
coding and spread spectrum communication systems, e.g.,
[6, vol. I, ch. 4, and vol. II, ch. 2], [7]-[9], describe

0733-8716/90/0600-0750$01.00 © 1990 IEEE
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Fig. 1. Communication system block diagram.

each block well. As shown in Fig. 1, the code symbols
are transmitted over the coding channel outlined by dotted
lines. Let X denote an M-ary coding channel input symbol
which takes values in the alphabet {1, 2, , M}, As-
sume that the interleaver and deinterleaver make the cod-
ing channel memoryless. The system uses the FH/MFSK
signaling, and one MFSK symbol is transmitted per each
hopping time interval. Let B denote the bandwidth used
by an FH tone frequency, which is the inverse of a hop-
ping time interval. The frequency-hopped symbols are
transmitted over a waveform channel which is affected by
thermal noise and PBNJ. Assume that thermal noise is a
white Gaussian process with two-sided power spectral
density N,/2 and that PBNJ is a bandlimited white
Gaussian process. The receiver uses a synchronized ver-
sion of the spreading sequence to dehop the received sig-
nal. The receiver contains noncoherent square-law enve-
lope detectors. [Refer to Fig. 2(b).] In addition, let ¥ =
(1, v, - , Yy) denote a coding channel output obser-
vation vector, based on energy detections from M-ary sig-
naling channels after frequency dehopping. Let the event
{S = 1} mean that a transmitted code symbol is truly
jammed, the event {§ = 0} truly not jammed, S an im-
perfect JSI from a JSI generator, P, the conditional prob-
ability that § = 1 given S = 1 which is called the prob-
ability of detection, Pr4 the conditional probability that
S = 1 given S = 0 which is called the probability of false
alarm, and p the fraction of the full spread-spectrum band-
width W jammed by the PBNJ. Then the probability dis-
tribution of Sis P{S = 1} = pand P{S =0} =1 —
p. The probabilities of detection and false alarm depend
on p, Ny /2 and the uniform noise jamming power spectral
density N, /2 = J /2W where J is the total jamming power
received. We assume that N, and N, are constant param-
eters, and that the PBNJ minimizes the channel capacities
or cutoff rates of coded FH/MFSK systems by varying p
for a given jamming power J. Then, the joint probabilities
ofSandSareP(S 0,§= 0)=(1-p)(1—- PFA(p))

P(§=0,8=1)=(1 - p)Pp(p), P(S=1,§=1)
= pPp(p),and P(S = 1,5 =0) = p(1 = Pp(p)).

The conditional densities of Y;, given X and S , are then
=ap(y|X=j5S=1)

+ (1 = a)p(y|X =j,§=0) (1)
p(yilX=j,$=0)
=Bp(y|X=j,5=1)
+ (1= B)p(y|X=j,§=0),
i=1, JMj=1,---, M (2)
where
_ PPD(P)
_.(1 - P)fﬁx(P) + PPD(D)’
p(1 = Pp(p)) (3)

T (1= 0)(1 = Pra()) + p(1 — Po(p))

Note that if Pp(p) = 1 and Pr4(p) = O for any p (i.e.,
perfect JSI is available), then p(y;|X = j, § = k) =
p(yi|X=j,S=k).IfPy(p) =0.5and Pry(p) = 0.5
for any p (i. €., no side information is available), then
p(y,lX——j, ‘k) =p(y|X=j)fork=0o0r1.Ifi
is equal to j (matched channels), then p(y;|X = j, § =
k) is a noncentral chi-square density of two degrees of
freedom with the noncentral parameter 2E,B/o} [12, eq.
@-TD1, 1, eq (17)] where E; is the recelved code sym-
bol energy, o7 = (Ny + N,/p)B, and 03 = NyB. If i is
not equal to j (unmatched channels), then p(y;|X = j, §
= k) is a central chi-square density of two degrees of
freedom.

III. ImPERFECT JSI GENERATORS
A. JSI Generator I

Assume that, among M + 1 FH tone frequencies, one
FH tone frequency is dedicated to generating JSI, and M
FH tone frequencies are assigned to transmit an M-ary
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Fig. 2. (a) Jamming state information generator 1. (b) Jamming state information generator II. (c) Jamming state information
generator 111.

coding channel symbol. Assume also that the dedicated
FH tone frequency for JSI generation and the M signaling
FH tone frequencies are hopped with the same frequency-
hopping pattern. In addition, we can reasonably assume
that if PBNJ jams any FH tone frequency in the M + 1
contiguous FH tone frequencies, then all M + 1 FH tone
frequencies are jammed because an M + 1 contiguous
frequency-hopping band is very small compared to W.
Other authors [1], [6]-[10] have made similar assump-
tions. The JSI generator I (as well as JSI generators II and
III discussed later) is not extremely vulnerable to the PBNJ
because the frequency-hopping pattern is not available to
the jammer.

As shown in Fig. 2(a), after the frequency dehopper,
JSI generator I measures energy received in the dedicated
FH tone frequency. The measured energy is due only to
thermal noise if the channel was not jammed or due to

thermal noise plus jamming noise if the channel was
jammed. If the measured energy, denoted by &, is larger
than or equal to the threshold value, then § = 1; other-
wise, S = 0. We assume that all JSI generators in this
paper have knowledge of the jamming fraction p, and that
JSI generator I uses the MAP rule to determine the thresh-
old value. Using 62 = NyBand o7 = (N, + N,/p)B, the
optimal threshold value is 2{X, + In [a}/05]}0d07/
(6 — o3) where Ay = In ((1 — p)/p). (Refer to the
MAP rule in [12].) The probabilities of detection and false
alarm of JSI generator I are

Pp(p) = exp [—(No + In (01/05))/(0i/05 — 1)]
(4a)

Prs(p) = exp [— (N + In (01/03))/(1 = 0d/a?)].
(4b)
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For the discussion of numerical results in Section VI, we
express our Pp(p) and Pry(p) in terms of the symbol
energy-to-jamming-noise ratio E, /N, and symbol energy-
to-thermal noise ratio E,/N, using o}/cf = 1 +
{E,;/Ny}/{pE,/N,}. For our JSI generator I, the P,,(p)
= Pr,(p) since of > 0(2). When there is no thermal noise
(04 = 0), our JSI generator I becomes the perfect JSI
generator with Pp(p) = 1 and Pr,(p) = O for any p be-
tween 0 and 1. Note that P,(p) and Pr,4(p) of JSI gen-
erator I do not depend on M. In addition, note that the
threshold of JSI generator I is easily implementable. It is,
however, not bandwidth-efficient, especially for small M.
For example, for M = 2, 1/3 of the total bandwidth is
dedicated to obtaining side information. A more band-
width-efficient method of obtaining JSI from energy mea-
surements would be to base the decision on the total en-
ergy received in the M signaling FH tone frequencies
instead of setting aside a dedicated tone frequency.

B. JSI Generator 11

Fig. 2(b) illustrates JSI generator II, which is the same
as the noncoherent FH/MFSK envelope-square demodu-
lator, except for the energy summing device and the MAP
decision rule device. Still, we assume a contiguous M-ary
symbol per hop as in the previous JSI generator I. Let y
denote the total energy (from M signaling FH tone fre-
quencies) divided by the total power of the bandpassed
thermal noise 03 = N,B. In addition, let p; ( y) denote the
conditional probability density of y given the channel
jammed (i.e., block of all M contiguous frequency tone
slots is jammed), and p,(y) the conditional probability
density of y given the channel unjammed (i.e.. block of
all M contiguous frequency tone slots is unjammed).
Then, fory = 0,

0(2) y M-1)/2
pi(y) = 207 <;g>

y o . (5a)
(5) e (-2-2)n e

ad 2
(5b)

where ai = 2E,/(N, + N,/p), a} = 2E,/N,, and
Iy 1 (x) is the modified Bessel function of order M — 1.
Let R(y) denote the optimum decision region based on
the MAP rule for the jamming signal detection, which is
R(y) = {y|lpi(¥)/po(y) = (1 = p)/p}. If the total
energy y belongs to R(y), then § = 1; otherwise, § = 0.
From the numerical analysis, we find that there are two
types of decision regions, which depend on p, E;/N,,
E;/Ny,and M. One is R(y) = {y = 0|y < yfory =
¥> }. The otheris R(y) = {y = 0|y = y¥}, which is a
special case of the first type-with y¥ = 0. The probabili-

ties of detection and false alarm of JSI generator II are
then

(6a)
(6b)

Py(p) = 1 — Qulay, byy) + Qulay, by2)
Pry(p) = 1 = Qu(aq, boy) + Qulao, by)

where b}, = yfoi/oi, bl, = yioi/al, b = ¥i, by =
y¥, and Qu(x, y) is the Marcum Q function. Note that
the difference between the conditional average of y given
the channel jammed and the conditional average of y given
the channel unjammed is 2M (a3 — 03). As we increase
M, the difference also increases. This implies that Pp(p)
increases and P, (p) decreases as we increase M for given
Ny, N;, p, and average signal power. Hence, the perfor-
mance of JSI generator II becomes better as M increases.
In addition, note that JSI generator II is bandwidth-effi-
cient. It is, however, difficult to implement JSI generator
II because we need the modified Bessel function of order
M- 1.

C. JSI Generaror 111

Fig. 2(c) shows JSI generator III, which is the same as
JSI generator II except for the decision device. JSI gen-
erator III uses a suboptimum decision rule: § = 1 if the
total energy v is larger than the threshold Th; otherwise,
S = 0. The primary difference between JSI generator III
and JSI generator II is that the threshold of generator 111
is chosen to be half the sum of the conditional average of
y given the channel jammed, plus the conditional average
of y given the channel unjammed, while the threshold of
generator II is determined from the MAP rule. Then, the
threshold of generator III 7h is equal to two times average
signal power plus M(o7 + o}). The probabilities of de-
tection and false alarm of JSI generator III are then

Pp(p) = Oula,, b)) (7a)

Pri(p) = Qulao, by) (7b)

where bj = Th/o] and b} = Th/oj. Note that, as we
increase M, the performance of JSI generator III also im-
proves for the same reasons mentioned in the case of JSI
generator II. In addition, note that JSI generator III is
bandwidth-efficient and easily implementable if it has
knowledge of the jamming fraction p.

IV. CHANNEL CAPACITY

In this section, we compute the channel capacity for
memoryless, noncoherent FH/MFSK channels with PBNJ
and thermal noise when JSI is imperfect. Since the coding
channel is symmetric, the best probability distribution of
X to maximize the mutual information between X and Y,
I1(X; Y, §), is the uniform distribution on the alphabet
[11, p. 64]. The channel capacity is
¢ = min {(oPs(p) + (1 = p)Pra(p))I(X: ¥|$ = 1)

0<p=<

+ (p(1 = Pp(p)) + (1 = p)(1 = Pri(p)))

- 1(X; ¥[$ = 0)}. (8)
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A. Capacity for Soft Decisions

If soft decisions are made at the demodulator, then the
conditional mutual information /(X; Y| S = k)in (8) is
I Y|S=k) =|,p(y|X =x,8=klogy {p(ylX
=x,8=k)/p(y|S =k)} dy. In the above integral, we
can calculate the integrand, which is a function of the
conditional probability densities, using (1)-(3). The above
integral is, however, an M-dimensional integral. For
M > 2, numerical evaluation becomes a long and com-
plex computation. We do not include results on the ca-
pacity for soft decisions in this paper.

B. Capacity for Hard Decisions

If hard decisions are made at the demodulator, then the
probability that the receiver makes an error on a symbol
during a hop time interval is given as

1 J (M
P =A_4j§2(_l)j<j>

E,
cexpd — —— (1 = 1/j) for§ =1
{ No + N;/p

and

M M
po=;‘4j§2<—l>’<j>exp{—,%<l -]

forS§ =0

[1, eq. (19)]. The coding channel with hard decisions and

perfect JSI is an M-ary symmetric channel with crossover

probabilities p, and p,. Also, the coding channel with hard

decisions and imperfect JSI is an M-ary symmetric chan-

nel with crossover probabilities p, and p, where

pi=ap + (1 — a)py

ifS=1, py=8p + (1 -B)p ifS=0.

(9)

We know that the conditional mutual information for the
symmetric channel is given by

(X Y)[S=1) =1+ (1 —p)logy(l - D)

+ pi logy (P /(M — 1)) (10a)
I(X:Y)[S=0)=1+ (I = Po) logy (1 — py)
+ Py logy (Po/(M — 1)). (10b)

We can calculate the capacity for the channel with hard
decisions and imperfect JSI by substitution of (10) into
(8) in Section VI.

C. Inequalities Between Capacities

With imperfect JSI, the capacity is always less than or
equal to the capacity with perfect JSI and always greater
than or equal to the capacity without JSI, as summarized
in the following theorems.

Theorem 1: Assume that soft decisions are made. Let
CUi“ and CP* represent the channel capacity without
and with perfect JSI, respectively, and let C™F™ rep-
resent the channel capacity with any imperfect JSI. Then

without imperfect perfect
Cmﬁ = Csog = Csoft . (11)

Proof: See the Appendix.
Theorem 2: Assume that hard decisions are made. Let
Clithout and CPEMe! represent the channel capacity without
and with perfect JSI, respectively, and let C™%"™ rep-

resent the channel capacity with any imperfect JSI. Then
Ch™ = Cu™ < Cp. (12)

Proof: See the Appendix.

V. Curtorr RATE

In this section, we compute the computational cutoff
rate for memoryless, noncoherent channels with PBNJ and
thermal noise when JSI is imperfect. The cutoff rate is
defined as

information symbols

Ry=1-1 1+ (M-1)D
0 O8u { ( ) } M-ary channel symbol

(13)

where parameter D is a worst case (with respect to p)
Chernoff bound on the probability that the metric value
corresponding to the transmitted symbol x is smaller than
the metric value corresponding to a nontransmitted sym-
bol £ [6]-[9]:

D = max D(p) =

O<p=l

max min D(p, N\)
0<p<1A=0

Il

max min E{exp (N[m(y, % S)

—m(y, x: $)]) (14)

In (14), “‘E”’ represents the expectation over the observed
random vector Y and S. The m(y, x; S‘) is an additive
metric, and A is the Chernoff bound parameter [6]. Given
the channel output sequences, the decoder uses the metric
to decide the sequence of the transmitted symbols.

The general relation of the parameter D to the coded bit
error probability is P, = G(D) where G(-) is a poly-
nomial function determined solely by the specific code,
whereas the parameter D depends only on the coding
channel and the decoder metric [6, vol. I, pp. 194, 199].

X not equal to x} .

A. Cutoff Rate for Soft Decision Metrics

When soft decisions are made, the metric we are con-
sidering is m(y, x; §) = ¢sye, which is a weighted ver-
sion of the observed energy y, corresponding to input
symbol x. In Section VI, we numerically optimize the
weighting factors ¢g (which depend on the imperfect JSI)
and A. The parameter D(p, N) in (14) can be calculated
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as below:
N
1 = (Aey)

cexp| — E Ao
No (1 4 \cy)

+ (1 = p)Pr4s(p)

D(p, \) = (1 = p)(1 = Pgs(p))

1= (Ney)’

Bo = (1 —p)(1 = Prs(p))Ap + o(1 — Pp(p))A,,
Bi = (1 = p)Prs(p)Ay + pPp(p)A,
y=(1—-p)(M—=2)4) + o(M — 1)A,.

If perfect JSI is available, then D(p) in (16) becomes
a known formula [6, vol. I, eq. (4.81)], D(p) =

p[2NA (1 — (M — DA + (M — 2D)A4] + (1 —
p)[2VA(1 — (M — 1)Ay) + (M — 2)A,], and if no
JSI is available,

D(p) = 2 {pd, + (1 = p)A} {p(1 = (M = 1)A)) + (1 = p)(1 — (M — 1)4g)}
+ (M — 2)A; + (1 — p)(M = 2)A,.

o[- B2
P NO(l +)\C|)

+ o(1 = Pp(p)) ——

1 — (\)’
Es )\CO
exp | —
No + Ny/o (1 + Neo)
I
L= ()’
cexp| — E, A (15)
No + Nj/p (] + )\C])

forO < ANcy < 1and 0 < A¢; < 1. The D(p, N\) in (15)
becomes D(p, N) in [6, vol. I, eq. (4.91)] for the special
case of perfect JSI, and the D(p, \) in (15) becomes D(p,
A)in [6, vol. I, eq. (4.93)] for the special case of no JSI.

+ oPp(p)

B. Cutoff Rate for Hard-Decision Metrics

When hard decisions are made, the metric we are con-
sidering is m(y, x; S) = cs if v, > y; for all £ not equal
to x and O otherwise. The metric chooses the index of the
largest component as the transmitted symbol and applies
a weight depending on the imperfect JSI. Let 4; = p;/
(M — 1) be a branch crossover probability in the M-ary
symmetric channel with S = i, i = 0, 1. Then, after the
minimizations over A and cg, parameter D in (14) can be

written as
D = max D(p), D(p)=2vVoyBy + 2~vo;8; + 7
O<p=l
(16)
where

o = (1 — P)(l - PFA(p))(l - (M- I)AO)
+ (1 = Pp(p))(1 — (M~ 1)4))

o = (1 - p)PFA(P)(l - (M- I)Ao)
+ oPp(p)(1 — (M - 1)4,)

From a convexity argument, we can state the following
inequalities about cutoff rates for hard decisions:

wihtout imperfect rfect
Ro'hard =< Robara =< R haw-

(17)

VI. NuMERICAL RESULTS AND DiscussiON

In this section, we present numerical results for the im-
perfect JSI generators discussed in Section III. We com-
pare our results for these imperfect JSI cases to the results
for both the perfect JSI case and no JSI case.

For channel capacity C in (8)-(10), we can determine
the minimum value of the bit energy-to-jamming-noise
ratio E, /N, for reliable communication as a function of
the code rate r from the relation as E, /N, > C~'(r)/(r
log, M) where r is the code rate in M-ary units |1]. In
Fig. 3, the E, /N, required to achieve the channel capacity
is shown for BFSK with hard decisions when E,; /N, = 15
dB. The general behavior of the required E, /N, to achieve
the channel capacity for other MFSK and E, /N, is similar
to that of the cutoff rate (to be shown later). Hence, only
cutoff results will be presented below. If we use the cutoff
rate as a measure of the channel performance, the analysis
yields E,/N; > R;'(r log, M) as the necessary condi-
tion for practical and reliable communications [6]-[9].

A. Numerical Results for Soft-Decision Metrics Based
on Cutoff Rate

In Fig. 4, the E, /N, required to achieve the cutoff rate
is shown for binary and 8-ary FSK with soft decisions.
For the case of soft decisions and no JSI, we know that
the performance is poor [6]. However, notice that for soft
decisions and imperfect JSI, results are very nearly as
good as those for the perfect JSI case. This is explained
as follows, and is a key result of this paper. Let u denote
Aco and let v denote Ac, in (15). To minimize D(p, N)
in (15) with respect to both u and », we can minimize the
sum of the first term plus the third term with respect to p,
and we can separately minimize the sum of the second
term plus the fourth term with respect to ». Suppose that
Emin @and v, minimize D (p, N) for given Pe,(p), Pp(p),
E,/Ny, and E, /N, . From the numerical results, we found
that for any pair (Pr,(p), Pp(p)), the value of exp
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Fig. 3. E,/N, needed to achieve channel capacity for frequency-hopped binary FSK with hard-decision metrics when E,/N, =
15 dB.

['—Es/NO l"’/(l + ,u')]/(l - /J'Z) at g = py;, is almost
equal to the value of exp [ —E, /Ny v /(1 + »)]/(1 — v?)
at v = v, and the value of exp [ —E,/(Ny + N, /p)p(1
+ w)]1/(1 — p?)at p = p,, is almost equal to the value
ofexp[—E,/(Ny + N;/p)v/(1 + »)]/(1 — v*)aty =
Vmin- Hence, the sum of the first and the second terms in
(15) is almost independent of Pr,(p), and the sum of the
third and the fourth terms in (15) is almost independent
of Pp(p). This implies that any imperfect JSI generator
can achieve almost the same performance as the perfect
JSI generator.

B. Numerical Results for Hard-Decision Metrics Based
on Cutoff Rate

In Fig. 5, when hard decisions are made for BFSK, the
E, /N, needed to achieve the cutoff rate are shown for two
different values of E,/N,. The results for the 8-ary FSK
case are shown in Fig. 6. Three main results are observed
from Figs. 5 and 6.

First, we observe in Fig. 5 that as thermal noise power
becomes weaker, the required E;, /N, versus r for the im-
perfect JSI cases approaches that for perfect JSI cases.
Second, Figs. 5 and 6 show that the difference between
the perfect JSI generator and imperfect JSI generators can
be significant. For example, in Fig. 5(b), even if thermal
noise is very small (e.g., E, /N, = 25 dB), the imperfect
JSI generator Iis 1.11 dB worse than the perfect JSI gen-
erator, the JSI generator II is 2.04 dB worse, and the JSI

generator I1I is 3.03 dB worse at a code rate of 0.7. (Un-
der the conditions in the above example, the optimum
jamming fractions p* are 0.3234 for JSI generator I,
0.2224 for JSI generator II, and 0.1464 for JSI generator
III. The P and Pp, at those optimum jamming fractions
are 0.9408 and 0.5223 x 102 for JSI generator I, 0.8016
and 0.6849 X 107 for JSI generator II, and 0.5852 and

'0.4241 x 107 for JSI generator III, respectively.)

Third, in Fig. 5 for BFSK, we observe that JSI gener-
ator I is the best among the three JSI generators, JSI gen-
erator II is the second best, and JSI generator III is the
worst in the sense of the bit energy-to-jamming-noise ra-
tio required to achieve the cutoff rate. However, in Fig.
6, we observe that if M is large, then JSI generators I and
III can be better than JSI generator I (see Fig. 6(a) for a
code rate larger than 0.6). This is because JSI generators
II and III, which are based on the total energy in M sig-
naling FH tones, improve as M increases, as we expect
from (6) and (7), while generator I does not.

In Table I (M = 2 case) and Table II (M = 8 case),
the E, /N, needed to achieve the cutoff rate is listed for
eight different values of E, /N, and for four different val-
ues of cutoff rate. An interesting observation in Table I
is that JSI generator III (a suboptimum rule) can be better
than JSI generator II (a MAP rule) in the E, /N, required
to achieve the cutoff rate for 8FSK with hard decisions
when E, /N, = 12.8 dB (column 1) and 14.8 dB (column
2). We know that a detector based on a MAP rule is an
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TABLE I
E,/N, (dB) NEEDED TO ACHIEVE THE CUTOFF RATE FOR BFSK WiTH HARD
DEcisioNs AND PERFECT JSI, JSI GENERATORS 1, II, III AND No JSI WHEN
E,/Ny, = 8,10, 12, 14. 16, 20. 30, AND 40 (dB) CODE RATE r = 0.6,
0.7, 0.8, AND 0.9 (INFORMATION SYMBOLS / M-ARY CHANNEL SYMBOLS)

E.INg

r st 8 dB 10 dB 1248 14 dB 16 dB 2048 30dB 40 dB
0.6 | Perfect | 21.816 | 13.810 | 11933 | 11.122 | 10.729 | 10412 | 10.227 | 10.217
JSI-L 22514 | 14912 | 13502 | 12,799 | 12292 | 11.584 | 10.703 | 10.401

JSI-II 22,515 | 15.100 | 13.802 | 13.208 | 12.803 | 12.203 Ca S
ISI-III 22,515 | 15.196 | 13916 | 13.403 | 13.006 | 12.586 | 12.401 | 12.398
Without | 22.516 | 15396 | 14.400 | 14.105 | 13.991 | 13.808 | 13.713 [ 13.711
0.7 | Perfect | >>1 15738 | 12.846 | 11.859 | 11.459 | 11.147 | 10.957 | 10.951
JSI-L >>1 17.743 | 15.536 | 14.634 | 13.939 | 12.941 | 11.725 | 11.237

JSI-II >>1 17.939 | 15935 | 15232 | 14.649 | 13.928 S ..
JSI-II >>1 17.949 | 16.046 | 15438 | 14.941 | 14.330 | 14.133 | 14.131
Without | >>1 18.238 | 16.636 | 16.334 | 16.143 | 16.036 | 15.939 | 15.938
0.8 | Perfect | >>1 20.569 | 14.557 | 13.262 | 12.856 | 12.472 | 12.278 | 12.273
JSI-I >>1 23967 | 18.768 | 17.568 | 16.668 | 15.267 | 13.453 [ 12.751

ISI-IL >>1 24.068 | 19.263 | 18.362 | 17.668 | 16.661 s S
JSI-II >>1 24.166 | 19.366 | 18.566 | 17.969 | 17.067 | 16.860 | 16.858
Without | >>1 24.269 | 19967 | 19.568 | 19.462 | 19.269 | 19.259 | 19.259
0.9 | Perfect | >>1 >>1 18.356 | 15959 | 15.458 | 15.155 | 14.958 | 14.956
JSI-1 >>1 >>1 25257 | 23.355 | 22.155 | 20.053 | 16.855 | 15.653

JSI-IT >>1 >>1 25.753 | 24.157 | 23.453 | 21.957 S L.
JSI-II >>1 >>1 25754 | 24.354 | 23.657 | 22.455 | 21.957 | 21.957
Without | >>1 >>1 26.355 | 25454 | 25.257 | 25154 | 25.056 | 25.055

TABLE I1
E,/N, (dB) NEEDED TO ACHIEVE THE CUTOFF RATE FOR 8-ARY FSK wiITH
HaRD DECISIONS AND PERFECT JSI, JSI GENERATORS I, 11, 111 aND No JSI
WHEN E, /N, = 12.8, 14.8, 16.8, 18.8, 20.8. 24.8, 34.8, AND 44.8 dB,
CopE RATE r = 0.6, 0.7, 0.8, AND 0.9 (INFORMATION SYMBOLS / M-ARY
CHANNEL SYMBOLS)

R JSI E.INq (dB)
12.8 148 16.8 18.8 208 24.8 34.8 4438
0.6 | Perfect 9.428 8.665 8.364 8.234 8.135 8.036 7.956 7.954
JSII 11.536 | 10.829 | 10319 9.844 9.531 9.031 8.408 8.128
JSI-II 10.920 | 10.040 9.529 9.143 8.926 8.625 o S
JSI-III 10.842 | 10.218 9.846 9.718 9.614 9.445 9.422 9.420
Without | 12233 | 11.925 | 11.732 | 11.631 | 11.541 | 11.524 | 11.441 | 11.440
0.7 | Perfect 10.668 9.7719 9475 9.286 9.187 9.088 9.070 9.068
JSI-I 13.866 | 12.964 | 12267 | 11.676 | 11.262 | 10.562 9.654 9.268
JSI-IT 12.964 | 11.867 | 11.167 | 10.675 | 10.367 9.964 . c
JSI-III 12771 | 11.877 | 11561 | 11.361 | 11.256 | 11.074 | 11.057 | 11.055
Without | 14.670 | 14.277 | 14.164 | 14.063 | 13.970 | 13.877 | 13.870 | 13.870
0.8 | Perfect 12,690 | 11493 | 11.187 | 10993 | 10.894 | 10.794 | 10.703 | 10.702
JSI-I 17.392 | 16.195 | 15296 | 14.588 | 13.894 | 12.892 | 11.582 | 11.079
JSI-II 16.196 | 14.696 | 13.789 | 13.093 | 12.596 | 12.081 S L.
JSI-II 15.796 | 14.497 | 14.089 | 13.885 | 13.694 | 13.588 | 13.491 | 13.490
Without | 18.290 | 17.796 | 17.688 | 17.587 | 17.491 | 17.395 | 17.391 | 17.391
0.9 | Perfect 16.884 | 14.488 | 14,089 | 13.983 | 13.883 | 13.783 | 13.690 | 13.687
JSI-I 24.085 | 22.185 | 21.082 | 19.982 | 18.982 | 17.286 | 15.079 | 14.183
JSI-IT 22786 | 20.282 | 18.784 | 17.685 | 16.886 | 15.885 L. S
JSI-II 21985 | 19.483 | 18.686 | 18.481 | 18.283 | 18.085 | 17.985 | 17.985
Without | 24.883 | 23.883 | 23.685 | 23.585 | 23.581 | 23.483 | 23.481 | 23.386 |

optimum detector for the side information generation.
However, a MAP rule may not be the optimal strategy for
the communicator since the decision threshold that results
in a MAP rule may not maximize the cutoff rate of the
communication channel. In Tables I and II, columns 7
and 8 for JSI generator II were not completed because of
the excessive computing time to find the optimum deci-
sion region R( y) from (5). In addition, column 1 (E,/N,
= 8 dB) and column 2 (E, /N, = 10 dB) in Table I were
not completed because the nonnegligible thermal noise,
e.g., E;/Ny, = 8 dB and 10 dB, does not permit the BFSK
communicator to operate in a code rate larger than 0.7
(column 1) or 0.9 (column 2) with zero error probability.

From Tables I and II, we observe that the difference
between the perfect JSI generator and JSI generator III
can be larger than the 2 dB in E, /N, required to achieve
the cutoff rate larger than 0.7, even as the thermal noise
power approaches zero. (See column 8.) Hence, it can be
concluded that if an implementable and bandwidth-effi-
cient side information generator (e.g., generator III) is
used, then we should pay attention to the performance dif-

ference between the theoretically perfect JSI generator and
the practical, imperfect JSI generator, even if the thermal
noise is negligible.

APPENDIX
Proof of Theorem 1
The transition probabilities with imperfect JSI, p (y|x,

S = 1) and p(y]|x, S = 0), are convex combinations of
the transition probabilities with perfect JSI, p(y|x, § =
1)and p(y|x, S = 0), as shown in (1) and (2). We can
use a theorem [11, p. 29] which says the mutual infor-
mation /(X; Y) is convex U in the transition probabilities
p(y|x). Thus, the mutual information between X and Y

given imperfect JSI is

(X Y|S=1)<allX;Y|S=1)
+ (1 —a)I(X;Y|S=0) (A1)
and
I(X:Y|S=0) < BI(X; Y|S=1)
+ (1 =B)I(X; Y|S=0). (A-2)

Applying the above two inequalities to (8) gives us

Cioprt < min {pI(X; Y|S = 1)

O<ps=sl
+ (1 = p)I(X: Y|S =0)}. (A3)

The right-hand side of the above inequality is just the

channel capacity for soft decisions and perfect JSI,

perfect
Csoft .

When soft decisions are made, the channel capacity
without JSI is given by

vithowt = min I(X; Y)
O<p=l
p(y|x)
= x) logy ———dy A-4)
Syp(yl ) logy >0 (
where
p(y]x) = op(y]x, $ = 1) + (1 = p)p(y|x, S = 0)
and
p(y) =pp(y|S=1)+ (1 = p)p(y|S=0).

The imperfect JSI generator becomes a worst case gen-
erator when the probability of detection is 0.5 and the
probability of false alarm is 0.5 for p. Assume a worst
case imperfect JSI generator. Then the conditional density
of y given X and S becomes the conditional density of y
given X. This implies that the mutual information be-
tween X and Y, given S, becomes the mutual information
between X and Y. Hence, from (8), the channel capacity
for a worst case imperfect JSI is

Cimperet = min {1 I(X; Y|S = 1)
O<p=l
FHX: ¥|S=0)} = min /(X:Y).

(A-5)
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The right-hand side of the above equality is just equal to
the channel capacity for soft decisions and no JSI. This
completes the proof of Theorem 1.

Proof of Theorem 2

Assume the demodulator makes hard decisions. Let
C(x) represent the capacity of an M-ary symmetric chan-
nel with crossover probability x. Then

Cx)=1+ (1 —x)log (1 —x) +xlogMﬁ.
(A-6)

The channel capacity for hard decisions and imperfect JSI
is then from (10):

C;:;lr;zlericct = min

+ (p(l ~ Py(p))
+ (1= p)(1 = Pra(p))C (o)}

{(pPo(p) + (1 = p)Pra(0)) C(P1)

(A7)

Since the capacity is convex U in the transition probabil-
ities p, or p, [11, theorem, p. 29], the capacity is then

C(pi) = Clap, + (1 = a)py) = aC(p)

+ (1 = a)C(po) (A-8)
and
C(py) = C(Bpr + (1~ B)po) = BC(p))
+ (1 = B)C(po). (A-9)

Applying the above two inequalities to (A-7) yields
min {pC(p)) + (1 = »)C(po)}

O<p=l
= Cpeect (A-10)

When no JSI is available, an equivalent optimum jam-
mer’s strategy is to choose p, maximizing the error prob-
ability instead of minimizing the mutual information since
C(x) is a decreasing function of the error probability when
the error probability is less than (M — 1)/M. The aver-
age of the error probabilities for § = | and § = 0 gives
the error probability of the coding channel. Thus, the
channel capacity without JSI is then

c = ¢ max [om + (1 = p)po])

O<p=

imperfect
Chard =

< min C(pp; + (1 — p)po). (A-11)

O<p=l

The above inequality follows because C(x) is a decreas-
ing function. The right-hand side of the above inequality

is just equal to the channel capacity for hard decisions and
imperfect JSI when Pp(p) = 0.5 and Pg4(p) = 0.5. We
know that a worst case imperfect JSI generator produces
Pp(p) = 0.5 and Pr4(p) = 0.5 for any p. This completes
the proof of Theorem 2.
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Optimum Transmission Ranges in a Direct-Sequence
Spread-Spectrum Multihop Packet Radio Network

ELVINO S. SOUSA, MEMBER, IEEE, AND JOHN A. SILVESTER, SENIOR MEMBER. IEEE

Abstract—In this paper, we obtain the optimum transmission ranges
to maximize throughput for a direct-sequence spread-spectrum mul-
tihop packet radio network. In the analysis, we model the network self-
interference as a random variable which is equal to the sum of the
interference power of all other terminals plus background noise. The
model is applicable to other spread spectrum schemes where the inter-
ference of one user appears as a noise source with constant power spec-
tral density to the other users. The network terminals are modeled as
a random Poisson field of interference power emitters. The statistics
of the interference power at a receiving terminal are obtained and show
to be the stable distributions of a parameter that is dependent on the
propagation power loss law. The optimum transmission range in such
a network is of the form CK" where C is a constant, K is a function of
the processing gain, the background noise power spectral density, and
the degree of error-correction coding used, and « is related to the power
loss law. The results obtained can be used in heuristics to determine
optimum routing strategies in multihop networks.

I. INTRODUCTION

N a large distributed packet radio network, it is not al-

ways desirable for a terminal with a packet to send to
attempt to transmit directly to the destination. It may be
the case that the destination terminal is out of the trans-
mitter’s range, in which case it is impossible to transmit
directly to the destination, or that the destination is within
range, but the transmission protocol dictates that the
packet take a series of short hops so as to achieve *‘space
reuse’” [1]-[3] which results in a higher network through-
put. If a packet is transmitted directly to the destination,
then there is no “‘store and forward’’ delay, but due to a
larger number of potentially interfering terminals, the
probability of a successful transmission is smaller than
that for short-hop transmission. Using a model where ter-
minals are assumed to be randomly distributed on the
plane, Kleinrock and Silvester [1]-[2] were able to show
that, to maximize overall network throughput, a terminal
should transmit with a power so that the average number
of terminals within range is six. Subsequent refinements
to this analysis [4]-[5] which also include different rout-
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ing strategies have resulted in the conclusion that the
number of neighbors of a terminal should be approxi-
mately six—cight.

These results were derived for narrow-band radio net-
works where at most one successful transmission at a time
can occur in a given region of space. With spread spec-
trum signaling [6], multiple simultaneous successful
transmissions are possible, and the above results do not
apply. Moreover, the model used in these analyses as-
sumes that the reception of a packet is independent of the
distance from the transmitter to the receiver, as long as
this distance is less than a critical radius. Also, if another
terminal is undergoing a reception just outside of the
transmission range of node X, then according to these
models, the reception is unaffected by the interference
from a transmission by node X. In this paper, we are con-
cerned with the solution of the above problem (i.e., de-
termining the optimum transmission ranges) for the direct
sequence spread spectrum (DSSS) case. In the work re-
ported in [1]-[5], the main issue is the choice of a trans-
mitting power which defines a transmission radius that de-
pends on the background noise. The choice of
transmission power is a compromise between network
connectivity and network interference which occurs in the
form of packet collisions from terminals transmitting
within the receiving radius. In such a model, the prob-
ability of packet success is assumed not to be a strong
function of the distance between the transmitter and re-
ceiver if this distance is less than the transmission radius.
In the case of spread spectrum transmission, a receiver
will pick up some noise from each transmitter, and the
packet error probability will be strongly dependent on the
signal strength, even within the transmission radius. If the
source of interference is mostly from other users, the
probability of packet success will not depend as much on
the absolute transmission power that each terminal uses
since scaling the signal power also scales the interference
by the same amount, but more on the transmission range
selection. The transmission range should be expressed
relative to the average distance between terminals. A re-
lated measure is the average number of terminals that are
closer to the receiver than the transmitter. The transmis-
sion range must, of course, be less than the link distance
or transmission radius that is defined by the transmitter
power used. In general, the greater the transmission range,
the lower is the probability of the transmission being suc-
cessful. If the objective function is expected forward

0733-8716/90/0600-0762$01.00 © 1990 IEEE
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progress per transmission, then there is an optimum dis-
tance that the packet should attempt to travel per hop, and
this distance is not necessarily the full distance to the des-
tination. We assume that the transmitted power and pro-
cessing gain are fixed, and that the main source of inter-
ference is multiaccess interference, and we find the
expected forward progress per transmission, defined as the
product of the probability of success times the link dis-
tance, in terms of the expected number of interferers that
are closer to the receiver than the transmitter.

We derive the statistics of the received interference
power at a terminal for a class of signal propagation laws
(i.e., how the strength of a propagating signal varies with
distance). For the inverse fourth power law (commonly
used for ground radio), we show that the optimum trans-
mission range is such that on the average, the number of
terminals closer to the transmitter than the receiver is pro-
portional to the square root of the processing gain.' Even
though the analysis presented in this paper is for the direct
sequence form of spread spectrum, depending on the de-
tection scheme, the methdology may also be applicable to
other spread spectrum schemes.

It is hoped that the technique presented here to analyze
the interference at a terminal will have wider ranging im-
plications in the analysis of routing strategies, adaptive
techniques involving the variation of transmitter power,
and the impact of jammers whose positions are randomly
varying in space [7].

II. MuLTiHOP NETWORKS

In most multihop network models employed by re-
searchers thus far, each transmitter is assumed to use the
same transmitting power. This power is assumed to de-
termine a circle such that each terminal lying within the
circle hears the given transmission, and any terminal lying
outside the circle is completely unaffected by the trans-
mission. If we denote the strength of the transmitted sig-
nal as a function of the distance from the transmitter by
g (r) (where g stands for gain), then the above model cor-
responds to a g of the form

where ¢ is some constant and r, is the critical radius de-
termined by the transmitted power. With this model, the
network can be represented by a graph with vertices cor-
responding to the terminals and an edge present between
two vertices if and only if the distance between them is
less than ry. According to the model, a transmitted packet
is successful if and only if no other terminal adjacent to
the destination transmits at the same time.

A weakness of the above model can be illustrated with
the aid of Fig. 1 which depicts a network of four terminals

'The processing gain is equal to the ratio of the system bandwidth to the
uncoded data rate (see [6, p. 138]).

Fig. 1. The effect of transmission radius on interference.

that use a constant (equal) power to communicate. If the
transmitting power is such that the critical radius is deter-
mined to be ry, then according to the model, terminals a,
and b, can successfully transmit to terminals a, and b,,
respectively, at the same time. However, if the powers
are increased so that the critical radius becomes rg, then
the above two communications cannot occur simulta-
neously. On the other hand, from a communication theory
point of view, we know that the important parameter de-
termining the success of a transmission is the signal-to-
noise ratio at the receiver, which is not strongly depen-
dent on the transmission power as long as all terminals
transmit with the same power and the background noise
is much smaller than the interference power.

The main drawback to the above model is that it does
not discriminate between the differences in distance to a
receiver of two transmitting terminals as long as the ter-
minals are within the critical radius. An improved model
1s the capture model studied in [8]-]10], which is suited
to FM transmission. If a given transmitting terminal, at
distance r; from the receiver, is the closest transmitting
terminal to the receiver, and if the next closest transmit-
ting terminal is at a distance r,, then the given transmis-
sion will be successful if r; < ry and the ratio r, /r, ex-
ceeds a threshold called the capture ratio.

The above models have been used for the nonspread
spectrum case. A straightforward extension of these
models to spread spectrum would result by setting a
threshold on the maximum possible number of successful
simultaneous transmissions and declaring that any time
the number of transmissions exceeds the threshold, all
transmissions are lost. However, since the powers of the
various interferers vary greatly due to differences in their
distances to the receiver, the number of transmitting ter-
minals is not a good variable to work with in accounting
for network interference at a particular receiver. This is
especially the case with DSSS signaling. The analysis
presented in this paper is an enhancement of that in [11]
where we use the sum of the interference powers to model
multiuser interference. This approach to interference
modeling has been used in many analyses of cellular radio
systems (e.g., [12]), spread spectrum multiple-access
systems (e.g., [13]-[14]), and has recently also been
adopted for throughput analysis of packet radio networks
with fixed topologies and prespecified routing schemes in
[15].
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III. SysTeM MobpEL

We assume a multihop packet radio network operating
under heavy traffic conditions. The system is slotted, and
in each slot, a terminal transmits a packet with probability
p. The slot duration is assumed to be sufficiently large so
as to allow a preamble for spreading code and carrier syn-
chronization. The traffic matrix is assumed to be uniform.
We are interested in calculating performance over many
different changing topologies rather than for a specific ter-
minal configuration. As a result, we obtain statistical per-
formance values over a set of topologies. To do this, we
model the positions of the terminals as a Poisson point
process in the plane with parameter . If A is the area of
a given region R in the plane, then the probability of find-
ing k terminals in R is given by

e M)

Plkin R] = 0

(2)
where A is the average number of terminals per unit area.
We assume that during each slot, the network topology is
constant; hence, the interference level will be constant
over a packet transmission time. We also assume that the
interference is independent from slot to slot. This is the
assumption that was made in [1]-[2] and other work that
followed. With this assumption, we may apply the results
to a network with dynamically changing topology or to
obtain average performance results for a collection of ran-
dom networks. In this work, we are interested in obtain-
ing optimum transmission ranges; hence, we assume a
prespecified link in the network with a given distance R.
The objective is to optimize the expected forward prog-
ress for a packet transmission as a function of the distance
of the link in the presence of unknown network interferers
that are modeled as a Poisson process. This philosophy is
also consistent with the approach taken in [13] where a
centralized system is analyzed.

IV. INTERFERENCE MODELING

The collision model for channel interference is not ap-
plicable in the case of DSSS signaling or when interfering
signals have small powers. An alternative model that is
not usually used in the narrow-band packet radio network
literature, but has been used in many analysis of DSSS
systems such as in [12]-[14] is that of summing the in-
terference powers and treating the total interference as
Gaussian noise. At the network analysis level, many
spread spectrum schemes may be modeled this way. In
this paper, we assume a direct sequence scheme with bi-
nary phase shift keying (DS/BPSK), although many other
schemes such as DS/DPSK and the DPSK schemes that
have been considered for cellular radio (e.g., [12]) allow
the same type of analysis.

From a network analysis viewpoint, we are usually in-
terested in calculating the probability of packet success
given that the receiver is idle. This calculation is usually
conditioned on some state of the network, and a tractable
state model cannot usually contain much more than infor-

mation on which terminals are transmitting and what are
their received powers. A desirable model to work with in
spread spectrum is the threshold model where we assume
that the packet is successful if the signal to interference
power ratio is greater than some threshold. To apply the
threshold model, the variance of the interference at the
detector must be directly related to the received interfer-
ence power. In DS/BPSK systems with a large processing
gain, it can indeed be shown that the noise at the detector
due to one interferer is approximately Gaussian; however,
the variance depends on the relative chip phase of the sig-
nal to the interferer. For the case of many interfering sig-
nals with approximately equal levels of interference, the
chip phases average out and the noise variance is constant
for a prespecified location of interferers. However, in
some DS/BPSK system models with one strong interferer,
the variance of the noise at the detector is a random vari-
able that depends on the chip phase of the signal relative
to the interferer. For a given total received power, the
noise at the detector will have a variance that will vary
from packet to packet. This variation can, however, be
made small if there is an offset between the clocks of the
various signals. We will assume this to be the case in this
paper.

Threshold models in digital communications are ulti-
mately dependent on the degree of error-correction cod-
ing. If the interference over a packet can be modeled as
Gaussian noise, then the probability of packet success as
a function of the signal-to-interference ratio is a smooth
curve with a slope in the transition region that depends on
the degree of error correction; for good long codes, the
curve approaches a step function. In this paper, we model
the actual smooth curve.

To calculate the packet success probability, we assume
that the level of interference is constant over the trans-
mission of a packet. The noise at the detector is due to
interference from other users and to a constant back-
ground noise with power spectral density N,/2. We de-
note the symbol energy-to-noise ratio at the detector by
E,, / No.r where Ny;/2 is an equivalent white noise power
spectral density for the same SNR at the detector. If the
received signal has power P, and the interferers have
powers Py, P,, - - -, P,, the average symbol energy-to-
noise ratio at the detector in the case of DS/BPSK with
rectangular chip pulse is then (see [16, eq. (17)] for a
similar result with equal powers)

-1
E, 2Y 1
JAN b
pE—= +— (3)
Nocsr <3LP 0 I«Lo>
where L is the processing gain, ¥ = L/_, P;, and p, =
E,/Ny. The parameter p, is the SNR at the detector in the

absence of interferers.
For a given p, the probability of symbol error is

p. = terfe (Vi). (4)

The probability of packet success is dependent on the cod-
ing scheme. We denote the probability of packet success
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conditioned on the SNR p as s( ). As an example, fora
t-error-correcting block code of length n, and under our
assumption that symbol errors are independent given u,
we have

P[success/u] £ s(p)

51 o)

(5)

From packet to packet, the parameter u is a random vari-
able with density function f, (). The unconditional prob-
ability of packet success can then be written as

P,

So s(x) fu(x) dx

SO [1 = F(x)] s (x)dx (6)
where the second expression is obtained after an integra-
tion by parts and F,(-) is the probability distribution
function of .

V. INTERFERENCE AT A GIVEN TERMINAL

To evaluate the above probability of packet success, we
need to obtain the probability density function f, (-). We
prefer, though, to obtain the probability density f, (-)
first, i.e., the probability density function for the multi-
user interference power. Towards this end, we may as-
sume that the terminal at which we are interested in ob-
taining the interference power is located at the origin.

Let g(r) be the power of a given signal at a distance r
from the transmitter of the signal. In general, the exact
form of g will depend on the environment; however, it
will always be very large for small r, and will approach
zero as r — oo. For the moment, though, so as not to
restrict ourselves to any particular environment, we
merely assume that g (r) satisfies the following two con-
ditions:

1) g(r) is monotone decreasing, lim g(r) = oo,

r—0

and lim g(r) =0 (7a)
2) lim r2g(r) = 0. (7b)

Without condition (7b), it can be shown that the interfer-
ence power at a given terminal would be infinite for an
infinite network. We will see later that in order for the
characteristic function of the interference power to exist,
we require that condition (7b) hold. The above expression
for the power loss law is a far-field approximation that
does not hold close to the transmitter where the transmit-
ted signal attains a maximum. We assume that this max-
imum is sufficient to cause a transmission error, even in
the case of one interferer; hence, the above function will

result in the same probability of error while being easier
to handle analytically.

Let X be a Poisson process in the plane with the average
number of points per unit area equal to . A sample func-
tion of X is determined by a set of points in the plane
which will correspond to locations of terminals. The
probability law for X is determined by (2). We assume
that the probability that a terminal is transmitting is p.
The set of transmitting terminals also forms a Poisson
process X' with parameter \, = A\p. Now, with each sam-
ple function of X', we can associate the random variable

Y =2g(r) (8)

where the summation is over all the points of the sample
function, and r; is the distance of the ith point to the ori-
gin. We assume that each terminal (i.e., each point of the
sample function) is transmitting. Thus, Y is the total in-
terference power at the origin, and we wish to find its
probability density.

Let Y, be the interference power received from those
terminals which are in a disk or radius a, i.e.,

Yu = Z g(ri)’

ri<a

(9)

Thus, we have lim, ., , Y, = Y. We work with Y, and then
let @ = oo to obtain the characteristic function of Y. The
probability density function is then the inverse Fourier
transform. Let ¢, be the characteristic function of Y,
ie.,

ér(@) = E(e™). (10)
Using conditional expectations, this may be evaluated as
E(e“") = E(E(e"“"/k in D,))
e N )\,waz)k

l'wyu 1
a E(e“"/kin D,)

= 2 (11)
k=0

where ‘‘k in D, is the event that there are k terminals in

the disk of radius a, and the expectation is over the ran-

dom variable Y,.

Now, given that there are k points in D,, and due to the
nature of the Poisson process, the distribution of their lo-
cations is that of k independent and identically distributed
points with uniform distribution. If R is the distance to
the origin of a point that is uniformly distributed in D,,
then the probability density of R is

2r
-3 r<a

falr) =11 (12)
0 otherwise.

Also, since the characteristic function of the sum of a
number of independent random variables is the product of
the individual characteristic functions, we have

a k
E(e"/kin D,) = < SO % e dr> . (13)

Note that in (13), we are considering Y, to be the sum of
k random variables which are functions of the random
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variables R;, and each R; has the density given by (12).
Thus, substituting (13) in (11) and summing the series,
we obtain

of (“2r
oy, (w) = exp <)\,7ra“<S a—;e"””’”’ dr — 1>> (14)
0

Integrating by parts, the exponent of (14), letting a — oo,
and using condition (7a), we obtain, after some simplifi-
cation, the characteristic function of Y:

by (w) = exp <i)\,7rw S [g"(t)]ze"“" dt> (15)
0
where g 7' (- ) denotes the inverse of g( ).

A. Statistics for a Class of Propagation Laws

To proceed further, we must now specify g(r). We
specify it only up to a multiplicative constant since the
results that we obtain will be independent of scaling fac-
tors. In free space, g(r) would be 1/r2; however, this
does not satisfy (7b). This means, as we will see shortly,
that if we are going to assume the ideal law for g, then
we cannot assume an infinite network, for the interference
power would be strongly dependent on the network size.
On the ground, g(r) takes the form 1/r4 [17]; thus, to
work out this case and any other cases where the depen-
dency on r is not exactly an inverse fourth power, we
consider the following class of propagation laws:

g(r) = % v > 2. (16)

For this class of propagation laws, (15) becomes

dy(w) = exp <i)\,7rw g t %™ dt> (17)
0

where o = 2 /. The integral in (17) may be evaluated to
obtain the following:

dy(w) =exp (=7AT(1 — a)e ™ w%) =0

(18)

where T'(-) is the gamma function and ¢, (w) =
¢¥ (— w). The probability laws with characteristic func-
tions given by (18) are the stable laws of exponent « with
the restriction 0 < « < 1 [18]. For « = 1/2, (18) be-
comes

(19)

This probability law (a = 1/2) is the inverse Gaussian
probability law, and is the only one of the stable laws, for
the case 0 < « < 1, which is known to have a density
given by a closed-form expression. The density for o =
1/2 is given by

dy(w) = exp (—7vVr/2(1 — i) A\Vw).

s _ ) 2 v
Fr(y) =3 Ny W2 mmIN/A (20)

and the distribution function is

~ <7r3/2)\,
Fy(y; 1/2) = erfc % >

(21)

In general, for 0 < a < 1, the densities can be found as

infinite series (see [18, pp. 581-583]). Let p = @\, TI'(1

— «); then the density, obtained by taking the inverse

Fourier transform of (18), is

1 & Tlak +1) /7 5\

fr(y; ) = ;;El a0 <F> sin k(1 = o)
(22)

which, for« = 1/2, results in a series expansion for (20).
The general distribution function is

1 & I‘(ak)<p

k
Fy(y;, ) = -2 ;—&> sinkw(1 — «).

(23)

VI. PROBABILITY OF PACKET SUCCESS

We assume a 1 /r* propagation power loss law. Using
the above distribution function for the interference, the
probability of packet success is now computed. Let the
distance between the transmitter and receiver be R. The
signal power is then 1 /R*. The random variables Y and g
are related through (3); hence, the probability distribution
function for pu may be obtained from that of Y in (21) as

| — erf PATR? T .
Fu(p) = < 2 Vi) "5

0 B> po
(24)

where

Substituting (24) in (6), we obtain the probability of
packet success

P, = So erfc <p)\72rR ’K(WM)> s'(p)du.  (25)

In the above equation, K(p) + 1 may be interpreted
as a multiple-access capability [14], in the case of equal
interference powers, given the required SNR p at the de-
tector [as can be seen from (3)]. The function s’ () de-
pends on the level of coding. For the best long codes, this
function approaches a delta function at some value of p,
.. The integral can then be easily evaluated, and the re-
sult corresponds to working with a reception model based
on a threshold assumption. In any case, it can be seen that
for the purpose of probability of packet success calcula-
tions, we can always assume a threshold model. The
above equation gives the means to obtain the effective
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threshold, defined as the threshold, which when used with
the threshold model, gives the same results as (25).

VII. OpTiMUM TRANSMISSION RANGES

We are now ready to apply the above statistics of the
interference power to the determination of the optimum
transmission range in a multihop network. First, we find
an expression for nodal throughput as a function of the
link distance R, the average number of terminals per unit
area A, the transmission probability p, and the processing
gain L.

A. Local Throughput

The local throughput is the rate at which a terminal suc-
cessfully transmits packets. For a network with uniform
traffic (as we assume here) and assuming that the routing
is *‘balanced,’’ then the local throughput will be the same
for all terminals. In terms of packets per slot, the local
throughput will simply be the probability of success. Let
{ be the local throughput from terminal A, and let terminal
B designate a generic destination terminal; then we have

¢ = P[A transmits | - P[B does not transmit ]

- P|[packet received /B does not transmit ] .
(26)

Given that B does not transmit, it may not receive A’s
transmission for one of the following two reasons: 1) B
may receive a transmission from another terminal, or 2)
the interference power at B may exceed the threshold.
These two events are not strictly independent, and the ex-
act calculation of the last factor of (26) is a difficult task.
The lack of strict independence is due to the fact that if
the interference power is large, then there is a greater
probability of a large number of terminals in the vicinity
of B. However, we will see shortly that the probability
that B receives another transmission is weakly dependent
on the number of terminals in the vicinity of B, and we
may assume that the above two events are independent.
If all terminals transmit with probability p (heavy traffic
case), then the first two factors of (26) are given by p(1
— p). Now, due to the memoryless property of the Pois-
son distribution, if we fix a transmitter and receiver, ter-
minals A and B, the remaining terminals are still Poisson
distributed with parameter A; thus, the probability of the
second of the above events is simply P, and (26) becomes

B chooses

c=p(1=p)-P| |- e,

. (27)
A’s transmission

To obtain the probability that B chooses A’s transmis-
sion, we need to know how many terminals are transmit-
ting to B. If k terminals (including A) are transmitting to
B, then we assume that the probability that B receives A’s
transmission (assuming, of course, that B does not trans-
mit and the interference power is less than the threshold)
is 1/k. The exact calculation that B chooses A’s trans-
mission is very difficult. We do not know exactly how

many terminals are potential transmitters to B; and of the
potential transmitters to B, we do not know the probabil-
ity of a transmission to B from a given one of them. These
parameters are tied to the results that we are trying to ob-
tain. If the number of potential transmitters to B is n, and
if we assume that each of these can transmit to n terminals
(hence, the probability of a transmission to B is p/n),
i.e., local traffic is uniform, then we have

B chooses

A’s transmission

OO

i=0 \{ n n i+ 1

A (-2)
p n

where the summation results from conditioning on the
number of transmissions addressed to B. Substituting (28)
in (27), we obtain

¢= (1 —p)<l - <1 —%’>> P, L 1,(p) - P,

(29)

We have plotted the factor 7,( p) versus p for different
values of n in Fig. 2. From the plots, we see that forn >
2, 7,(p) is not too sensitive to n, and we verify our in-
dependence assumption. We therefore assume that n =
co. Letting n = oo in (29), we obtain

¢=1(p) - P,

(28)

(30)
where
7(p) £ 1o(p) = (1 = p)(1 —e7").

In [19], we discussed two factors which affect the
throughput of a spread spectrum network and referred to
them as the tendency to pair up and the availability of a
channel. In terms of our notation here, 7 is the rendency
to pair up (given per terminal) and P, is the availability
of a channel. From the above assumption that the two
events given by 1) and 2) are independent, we have gained
the factorization of the throughput into these two factors.

B. Expected Progress per Slot

Using the system model previously described, we de-
termine the optimum transmission range by using the ex-
pected forward progress of a packet per slot as the per-
formance criterion. In a multihop network, the probability
of packet success increases as the link distance decreases.
However, in choosing a small link distance, the number
of hops that the packet must take is increased and the net-
work internal traffic is artificially increased. This, in turn,
causes the probability of packet success to decrease. A
performance measure is required which increases with an
increase in the packet success probability and decreases
as the number of hops increases. The expected forward
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progress per slot [1]-[5] is such a measure. The expected
forward progress per slot Z is

Z=1¢-R (31)

To express the following results in terms of dimensionless
quantities, we let N = AwR?. N will be the average num-
ber of terminals which are closer to A than B, and in terms
of N, R = VYN/x\. For the propagation law given by v
=4 (i.e., @ = 1/2), we obtain the following [it results
from substituting (30) in (31) and using (28) and (25)]:

NZ = IN/x(1 = p)(1 =)

. no p_l-v T ’
So erfc < 5 ’K(#)> s'(w)du. (32)

We have multiplied Z by VX in (32) so that the right-hand
side is dimensionless. Note that contrary to the analysis
in [1]-[5], N is not to be interpreted as the average num-
ber of neighbors of a given terminal (A in our case).
Rather, N is the average number of terminals that are
within the chosen range.

To compute (32), we need the coding function s( ).
As an example, we assume a highly coded system so that
s(+) is close to a step function at some critical SNR which
we denote as the parameter p.. The derivative is then ap-
proximately given by s’ (u) = 6(u — p.) and (32) be-
comes

\/):Z=\/N/7r(1—p)(l-e"’)erfc(liv\/"’r >
2 NK(p.)

(33)

In the above, K is a function of ., the required SNR for
the coding scheme used, and also implicitly a function of
po and the processing gain L. K is directly proportional to
the processing gain. The parameter u. is mainly depen-
dent on the level of coding, and assuming a fixed back-
ground noise level, u, is mainly dependent on the link
distance R. Setting K equal to zero, we obtain the maxi-
mum link distance as Ry = (T, /( u.Ny)) /4 Even though
the maximum link distance is Ry, the probability of re-
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Fig. 3. Expected progress per hop versus probability of transmission.

ception becomes very small for link distances close to Ry,
and an optimum transmission range will be considerably
smaller than R,,.

VIII. PARAMETER OPTIMIZATION

We have plotted (33) in Figs. 3-5 for the cases of K( u.)
equal to 10, 100, and 1000 and for different values of the
parameter N. From the figures, we note that in each case,
there is an optimum value of N, and as N increases from
this value, the expected forward progress decreases. Al-
though we only show four plots for each case of K, the N
yielding the maximum expected progress for the given K
and at the optimum p has been chosen as the value over
all N which yields the maximum expected progress at its
optimum probability of transmission p.

In Fig. 6, we show plots of the maximum expected
progress versus N with K as a parameter, that is, the peaks
in the plots of Figs. 3-5 versus N. An interesting obser-
vation is the relation between the optimum N, that is, the
N yielding the maximum expected progress in Fig. 6, and
the corresponding value of K.

To find the parameters yielding the maximum expected
forward progress, we may optimize (32) over the param-
eters p and N. Setting the partial derivatives with respect
to p and N to zero yields the following two equations:

ro 4 ,
X < ‘/:/(—M) e VT — erfc [¢(u)]> s'(n)du =0

(34a)
S“()€¢(u)3 rf [,"//( )] ’( )d
0 gy AR
2(l=p)(1 —e™") (34b)

Japle™(2 - p) - 1]

where Y (u) = (pN/2) Vn /K(u). To solve the above,
we assume a fixed L and p, and then solve (34a) for the
function Y/ (p). For a fixed L and pg, such a solution
amounts to finding a value for the product pN. We then
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substitute for ¢ ( u) in the left side of (34b), evaluate the
integral, and solve the resulting equation for p. N is then
obtained from ¢ and p. As an example, for s( -) equal to
a step function at p = p., we obtain

No = 1.33VK (o)

(35a)
and

po = 0.271. (35b)

IX. GENERALIZATIONS

In the previous analysis, we were concerned with a net-
work on the plane, and we determined optimum transmis-
sion ranges only for the case of an inverse fourth power
propagation loss law. It turns out that the results obtained
for the interference statistics can be easily generalized to
d-dimensional space, and similar results for the optimum
transmission range can be obtained. Although only the
additional cases of one dimensional and three dimensional
have any physical significance, the following expressions
hold for any dimension.

A. Interference Statistics

We assume, as previously, that we have an infinite net-
work. The terminals are distributed according to a Pois-
son law on a d-dimensional space. The meaning here is
that if V is the volume of a region R in d-dimensional
space, then the number of terminals in R has the following
distribution:

e M( )\V)k

Plkin R] = —_

(36)
where \ is the average number of terminals per unit vol-
ume.

We may follow the same procedure that led to (15)
where, instead of working with a sphere in two-dimen-
sional space (i.e., a circle), we work with a sphere in
d-dimensional space. The generalized version of (15) is

. ® . qd ) N
dy(w) = exp | iK N w S [g '(r)] e™dr) (37)
0
where K, is the volume of the unit sphere in d-dimen-
sional space (K, = 2, K, = w, K3 = 47 /3, etc.). Assum-
ing the class of propagation laws given by (16), (37) be-
comes

éy(w) = exp (—K,A[(1 — a)e_i”"‘/zw") w>0

(38)

where o = a/vy. We note that for the interference to be
finite, we must have v > d.

The probability distribution function in the general case
is given by (23) where p = K,AN['(1 — «).

B. Optimum Transmission Ranges

In a similar manner as for (32), we may calculate the
expected forward progress and obtain

Nz = (N/E)(1 = p)(1 =€)

_% :I‘(om) sin nw(1 — «)
(-
SO X(n)" s'(u) dp (39)

As previously, Z is multiplied by N!/? 50 as to make the
expected forward progress dimensionless. Also, as pre-
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TABLE I
SOME OF THE CONSTANTS IN (40)
Cd, o)
d 1/4 13 12 2/3 3/4

2 1.73 | 1.62 | 1.34 | 0.94 | 0.71
3 0.90 | 0.88 | 0.77 | 0.58 | 0.46

viously, we would like to find the optimum N as a func-
tion of K and for the optimum transmission probability p.
We may optimize over the parameters p and N as before.
For the case of a step coding function s( - ), we summa-
rize the results as follows: for a given d and «, the opti-
mum transmission range N, is given by the relation

No(d, @) = C(d, «) K*(p.). (40)

As previously, N, is proportional to a power of the param-
eter K(p.). We give a few values of the constant C in
Table I.

We summarize the above results. In obtaining the in-
terference statistics, the important parameters are d, the
dimension of the network, and v, the exponent of the
propagation loss law. Given these two parameters, we de-
fine « = d/v. The interference statistics are then given
by the stable law of exponent «, and the optimum N, is
proportional to K“( u.) where K( -) is defined as in (24)
and Table I gives a few of the proportionality constants.

X. SUMMARY AND CONCLUSIONS

Multihop packet radio models used in the past have used
the concept of a transmission radius where within a given
radius of a transmitter, a packet has an ‘‘equal’” prob-
ability of being received. This model essentially assumes
a step function for the signal strength versus distance from
the transmitter. In this paper, we have taken a new ap-
proach: a signal is assumed to decay in strength according
to a gradually decreasing function of the distance from the
transmitter. By assuming a random distribution of the ter-
minals, we were able to obtain the statistics of the inter-
ference power from all other transmissions at a particular
receiver. Assuming an inverse power law for the signal
strength versus distance from the transmitter, we showed
that the probability laws of the interference power are the
stable laws with parameter « restricted to 0 < o« < 1.
The case of an inverse fourth power propagation law,
which results from ground wave propagation, corresponds
to the stable law with « = 1/2, which has a density
known as the inverse Gaussian probability density.

In a multihop packet radio network, there is usually a
tradeoff between the distance covered in one hop and the
probability of a successful transmission. Using the above
interference analysis, we proceeded to obtain the opti-
mum transmission range for a DSSS network. For a nar-
row-band packet radio network, previous results have
concluded that the range of a transmission should be such
that on the average there are approximately six-eight ter-

minals closer to the transmitter than the receiver. For a
spread spectrum system, we expect different results since
multiple simultaneously successful transmissions are pos-
sible. In the spirit of the analysis of Kleinrock and Silves-
ter [1]-[3], we have concluded that in a direct sequence
spread spectrum network, the range of a transmission
should be chosen so that on the average there are 1.33
VK( p.) terminals closer to the transmitter than the re-
ceiver where K'( p.) is a parameter that is proportional to
the processing gain, which can be interpreted as the effec-
tive maximum number of simultaneously successful trans-
missions possible in some region as a function of the ef-
fective SNR p, required for a particular coding scheme.
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Microcellular Direct-Sequence Spread-Spectrum
Radio System Using N-Path RAKE Receiver

URS GROB, MEMBER,
ERNST ZOLLINGER, MEMBER,

HANS KAUFMANN, MEMBER,

Abstract—A microcellular local area network (LAN) for indoor com-
munications is proposed using code division multiple access (CDMA)
and DPSK for data modulation. The pseudonoise (PN) codes in the
transmitters of the base station are mutually synchronized. For this
purpose, sets of Gold code sequences having low cross correlation have
been found by an exhaustive computer search. Together with wide-
band measurements of the indoor radio channel at 900 MHz, a five-
path RAKE receiver was designed to combat fading effects and to pro-
cess the time diversity by using multipath signal reception. Each re-
ceiver path is demodulated independently. Several methods of diver-
sity combining of these paths have been investigated. Acquisition and
tracking of the spreading code in the receiver are controlled by a dig-
ital signal processor (DSP). Experimental results of the CDMA system
are presented, showing the behavior in a multipath environment.

I. INTRODUCTION

E have investigated and realized a direct-sequence

spread-spectrum (DSSS) microcellular system for
indoor radio communications [1], [2]. A microcell con-
sists of k mobile users who can communicate with each
other through a base station as shown in Fig. 1.

The base station is able to provide for several simulta-
neous bidirectional links to the mobile stations using code
division multiple access (CDMA). The system uses dif-
ferential phase-shift keying (DPSK) modulation for ease
of implementation and a RAKE receiver to reduce multi-
path fading effects [3]. The theoretical performance of
such a system has neen analyzed in [4]-[6]. In this paper,
we describe the practical implementation and experimen-
tal results of parts of our system.

In a CDMA system, the number of simultaneous users
depends on the cross-correlation properties of the spread-
ing codes. In [5], [6], the codes were optimized only with
respect to low sidelobes of their autocorrelation function
(ACF) for good synchronization behavior. In a star-con-
nected system like ours, chip-synchronous processing at
the base station makes it also possible to optimize the
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Fig. 1. Spread-spectrum radio system for wireless indoor communications
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codes for very low values of the even and odd cross-cor-
relation function (CCF) between individual codes. There-
fore, we use codes with optimized ACF and CCF, result-
ing in an interference term at the mobile stations which is
no longer random, but has a deterministic and low value.

To serve a big number of users over a large area, sev-
eral microcells can be combined in a cellular arrange-
ment. Each cell is assigned a set of codes for a number of
simultaneous communication links, whereas adjacent cells
use different code sets.

The code length L = 1023 chips at a rate R, = 16 X
10° chip /s was chosen to accommodate a large enough
number of users per cell. With these parameters, it is not
possible to realize matched filters or correlators using sur-
face acoustic wave (SAW) or charge-coupled device
(CCD) technology because of the restricted number of
taps, the device length, or the chip rate [2], [7]. There-
fore, the RAKE receiver was realized with a bank of seven
active correlators which do not suffer from these limita-
tions.

In Section II, the typical indoor channel characteristics
as they have been measured in Swiss buildings are de-
scribed. Section III examines the rules for designing the
microcellular system and gives optimization criteria for
choosing the code sequences. Section IV describes the
transmitter and the receiver design. Special emphasis is
given to the desciption of the acquisition and tracking
strategies. Section V provides some experimental results,
followed by a summary and conclusions in Section VI.

0733-8716/90/0600-0772$01.00 © 1990 IEEE
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Fig. 2. Magnitude of the complex envelope of the impulse response for
(a) a line-of-sight and (b) an obstructed wave propagation path in the
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Fig. 3. Probability of the coherence bandwidth falling into an interval of
10 MHz (a) for the line-of-sight and (b) for the obstructed wave propa-
gation path in the laboratory buildings.

II. INDoOR RADIO CHANNEL CHARACTERISTICS

Among the considerable literature on radio wave prop-
agation in general, some recent papers concentrate on the
characteristics of the indoor radio channel [8]-[10]. The
statistics of the mean excess delay, the rms delay spread,
and the propagation path loss have been measured in many
indoor situations, but only a few report measurements of
the coherence bandwidth. Therefore, this section concen-
trates only on the statistics of the coherence bandwidth
and the rms delay spread at a carrier of 900 MHz in our
laboratory buildings.

We measured the complex envelope of the time-variant
impulse response at several distinct locations. Two ver-
tical polarized conical N\ /4-monopole antennas were used
at the transmitter and receiver sites. A PN sequence of
127 chips was radiated periodically every 1.4 us with a
power of +30 dBm and a bandwidth of 360 MHz. We
obtained a delay resolution of 11 ns.

The multipath signals, which are depicted in Fig. 2 for
two typical situations, cause frequency selective fading
seen as notches.

A possible characterization of the average width of these
notches is the coherence bandwidth W,. It is the minimal
necessary frequency separation of two harmonic signals
such that the correlation of the two amplitudes decreases
below a given value (here, 0.5). Fig. 3 shows the proba-
bility that W, falls into the specified intervals of 10 MHz.

To avoid large variations in the propagation path loss
in the obstructed paths case, the signal bandwidth has to
be at least 40 MHz, as shown in Fig. 3(b), in order to
cover 90% of the situations. Because of practical pur-
poses, we have chosen a signal bandwidth of 32 MHz,
resulting in a coverage of 77% of the W.’s observed.
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Fig. 4. Probability of the rms delay spread falling into an interval of 20
ns (a) for line-of-sight and (b) for the obstructed wave propagation path
in the laboratory buildings.

In the time domain, the excess delay time of the mul-
tipath signal components are expected to be mainly in the
range of = 2 X the maximal rms delay spread (2 X 100
ns, as shown in Fig. 4).

Our RAKE receiver is designed such that this delay
range is taken care of.

III. MICROCELLULAR SYSTEM

We consider an indoor radio system using DSSS with
code division multiple access organized in a microcellular
structure with one base station per cell. Each cell uses a
different set of spreading codes. If the code sequences are
multiplied by the data bit value and transmitted exactly
once per bit, the interference from other CDMA links can
be described by the even and odd cross-correlation func-
tion (CCF) [11], [12] of their spreading code sequences.

First, we consider the link from the base station (BS)
to the mobile station (MS). If we use chip- and bit-syn-
chronous operation at the BS and assuming an ideal chan-
nel, the interferences from other links at any MS only de-
pend on the CCF values at zero delay [5]. For indoor
multipath channels, a small region around this origin be-
comes important. Assuming stationary conditions, these
interferences can be minimized for optimal CDMA per-
formance. Therefore, in contrast to [5], we started a code
search with the goal to find 20 code sets having optimal
CCF’s around the origin between all codes of the same
set.

The communications protocol is organized as follows.
The base station continuously transmits synchronization
and signaling information by a special sequence, the ser-
vice channel. All mobile stations are permanently syn-
chronized to this channel in the idle state. For data trans-
mission, they can switch to a communications sequence
without loss of synchronism. The mobile stations use their
locally generated despreading sequence for spreading the
transmitted data.

The cell radius is very small in an indoor microcellular
system, e.g., about 50 m. Therefore, at the base station
the maximum time difference between the transmitted and
received PN sequence is only twice the propagation time,
€.g., 330 ns. This fact enables the base station to syn-
chronize to the received code in a very short time, even
at high processing gains. With our code rate R, = 16 X
10° chips /s and code length L = 1023, the acquisition
circuit has to search within six code chips only. There-
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Fig. 5. LFSR to generate the Gold sequences with A, = 3025 and
hy, = 2527.
TABLE 1

INITIAL STATES OF THE SHIFT REGISTER WITH /i, = 3025 AND h, = 2527
(OcTAL NOTATION)

a a2l a azla az|ay az | a as
0700 0000 0000 1060 1127 0645 0756 0077 1473 1443
1454 0643 1043 0346 1363 1177 1177 1740 1021 0355
1075 1216 1614 1027 0746 0751 1505 1373 1514 1545
0556 1571 0740 0037 0076 1577 1546 0644 1363 1444
1324 1145 0315 0215 1677 1554 0347 1203 1622 1350
1136 0774 1252 0242 0550 1114 0256 0662 1407 0176
1407 1564 0073 0723 1104 0765 0116 1561 1236 1360
0761 0714 1350 0562 0765 0076 1355 1023 0732 1221
1077 0115 0751 0324 0642 1277 0412 1566 1727 0556
0040 0207 0345 0205 0260 1640 1424 0542 0737 0562
0236 1700 0171 1436 0041 1431 1122 0523 1436 1674
0703 1164 0200 1243 0726 0177 1664 1677 0276 1657
0030 0764 1245 1030 1524 1263 1765 1654 0261 1162
0241 0256 0744 0733 1033 1530 0116 1152 0053 1255
1555 1002 0765 0416 0054 1662 0724 0524 1240 1621
1304 0367 1531 1257 1104 0155 0571 1447 0732 1755
0256 0166 0133 0374 0720 0623 0515 1163 1355 1504
1675 0764 0011 0064 1147 1213 1653 1732 0545 0451
1024 1105 1646 0117 0052 1705 0442 1606 1774 0247
1273 0740 0551 1324 1352 0552 0742 0766 1661 1156
1302 0311 0750 0532 1772 1120 1136 0504 1146 0716
0543 1340 0532 0250 1072 1023 1405 1472 0662 0573
1013 1224 1202 1304 0545 0112 0636 0705 0730 0431
0373 1335 1050 1056 0542 1655 1164 1425 0553 1242
1156 1362 0351 1772 1175 1311 1744 0565 0142 1103
1325 0743 0536 0064 1505 1323 0672 0703 0554 0021
0232 1365 0475 0072 1472 0636 1714 1327 1436 0605
1633 0230 0013 0336 1271 1764 1527 1151 1455 0601
1563 0543 0075 0655 0467 0076 1104 1777 1443 0121
0303 0606 1132 1744 1220 1455 0113 1606 1756 0334
1714 0001 1450 0205 0317 1412 0335 0455 1017 0160
0242 1270 0760 0564 1116 1210 1545 0671 1154 0172
0312 1403 1137 0124 1273 0731 0157 0051 0550 0276
0575 0051 0402 0307 0745 0241 0442 0466 1310 1705
1322 0540 1736 0234 0661 1376 0476 0257 1604 0156
1075 1146 0037 1434 0551 1215 0436 1705 0216 1354
0642 1477 0342 1112 0333 1275 0115 1223 1157 1417
1246 1370 1531 1102 0323 1443 0276 0605 1355 1541
1303 0244 0520 1163 1264 1700 1310 0673 0266 1472
0704 0714 0274 0352 1203 1402 1267 1562 0740 1270
0420 1677 1410 0060 1271 1074 0173 0061 0715 0637
0674 0667 0054 1041 1446 0451 0725 1173 1275 1067
1244 0250 0357 1226 0376 0536 1027 1124 0575 0736
0001 1407 0321 0676 1617 1236 1522 0417 0103 0242
1126 0231 0713 0127 0414 0060 0047 1437 1204 1420
0532 0350 0667 0163 1243 0344 0063 0424 0030 0114
1124 1452 0705 0105 0317 0662 0114 0672 1452 1631
1066 1175 1324 0740 1210 0072 1442 0665 1643 1216
1445 1610 0672 1341 0214 1117 1471 1147 1561 0211
1712 0640 1626 1523 1010 0211 1070 0276 1027 1370
0454 1631 1177 0053 0356 1526 1716 0361 1122 1746
1632 1703 1623 1711 0145 1743 1053 0602 1303 1435
0137 1771 0656 1244 1142 0372 1557 1221 1720 1504
0526 1110 0222 1453 0030 0503 1605 1041 1554 0256
0725 0315 1742 1046 1331 0734 0202 1300 1367 1425
0561 1301 0455 0076 1533 1230 0142 1106 0475 0246
1475 1613 0747 0351 0300 0323 1535 0713 1707 1070
1225 0147 1352 0033 0044 1257 1272 1146 1557 0603
1042 0262 0420 0607 0452 0513 0633 0345 0051 0167
0664 1655 0754 0630 0606 1032 0451 0714 1651 1532
0702 1030 0764 1313 0470 0356 0742 0517 1360 1202
1231 0463 0220 0157 0730 1121 0343 0030 0654 1674
0514 0066 0356 0337 0237 0034 1227 0432 1126 0576
1174 1337 0176 1352 1023 0467 1724 0747 0717 1060
1301 1435 1760 0466 1547 1367 0212 0640 1415 0163
0033 0656 1060 1271 0010 1031 1705 1164 1700 0764
0770 0706 0453 1163 0660 0675 0114 1764 0406 1442
0327 1464 1315 1745 0254 0416 1471 0570 1771 0772

fore, the link from the mobile to the base station partly
benefits from the low CCF values around the origin.
Kasami and Gold sequences of length L = 1023 have
been evaluated as spreading functions. The even CCF of
these sequences, which is defined as
L-1

E;(n) = ,=20 ¢;[1) e, [(1 + n) mod L] (1)

where ¢;[/] is the /th code chip of the sequence c;, only
takes on values out of the set { =65, —33, —1, 31, 63 }.
The class of Gold sequences consists of 1025 members per
family, but only 769 are balanced. For synchronization
purposes, it is advantageous that the autocorrelation func-
tion (ACF) takes on the same low value (E; (1) = —1)
near the origin. Selecting the codes according to this con-
dition, 577 sequences are left.

To optimize the CCF around the origin, the even CCF
E;; (n) of two sequences ¢; and ¢; from the same set should
fulfill the condition

E;j(n)=—-1; ne{-1,01}. (2)

This condition implies that the absolute value of the odd
CCF over the same range will be less than three. It can
be shown that no advantage results in taking the large set
of Kasami sequences for this kind of optimization [13].
The size of the code sets will be maximum when search-
ing within one Gold sequence family only.

All 90 different families of Gold sequences were ex-
amined to find the family containing the 20 best of all
balanced sequences which are autooptimal and have the
least sidelobe energy (AO/LSE) [14]. These sequences
will be used for the service channel in each cell because
they perform best with respect to initial synchronization.
The feedback polynomials obtained for the Gold sequence
generator are (octal notation) h; = 3025 and h, = 2527,
Fig. 5.

By an exhaustive search, 17 was found to be the great-
est possible number of sequences per set. Table I shows
the corresponding initial states of the shift registers for
the 20 cells, the first line of each set being AO/LSE phase.

IV. EXPERIMENTAL SYSTEM

An experimental system was designed to measure the
behavior of a spread spectrum system in a microcellular
indoor environment with CDMA, as well as to study var-
ious system parameters. Two identical transmitters and
receivers (Fig. 6) have been built for this purpose.

A. Transmitter Design

Each transmitter (Fig. 7) consists of a differential en-
coder, a pseudonoise (PN) code generator, a binary phase-
shift keying (BPSK) modulator, a radio frequency (RF)
converter, and an amplifier.

The incoming data bit stream with a rate R, = 16 X
10° b/s is differentially encoded. The spreading code (R,
= 16.368 x 10° chips/s) is multiplied with the infor-
mation bit and fed to the BPSK modulator that operates
at an intermediate frequency (IF) of 70 MHz. After fil-
tering, the modulated signal is up-converted to an RF car-
rier frequency of 959 MHz and passed through a bandpass
filter with 26 MHz bandwidth. The amplified signal with
a power level of about 10 mW is radiated by a vertical
broad-band \ /4-monopole antenna.

To generate the different Gold sequences, a PN-code
generator was implemented in a CMOS gate array. It con-
tains two programmable 12-stage linear feedback shift
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Fig. 6. Photograph of spread-spectrum receiver (left), transmitter (right),
and personal computer for displaying the measured data.
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Fig. 7. Block diagram of the spread-spectrum transmitter.

registers whose outputs are modulo-2 added. The initial
values of the two shift registers can be arbitrarily chosen.
For despreading in a RAKE receiver, a digital delay line
delivers seven time-shifted versions of this code. The data
bits are synchronized to the spreading code by a short
pulse which is generated at the beginning of every code
period by a built-in synch detector.

B. Receiver Design

The receiver design is based on the RAKE principle.
We have chosen five diversity paths spaced one chip (61
ns) apart. Thus, all received signals with delays falling
into a window of about 300 ns can be processed. This
seems to be a reasonable compromise between receiver
complexity and performance in multipath environments.
The block diagram of the receiver is shown in Fig. 8.

The RF down-converter consists of bandpass filters,
amplifiers with automatic gain control (AGC), a local os-
cillator, and a mixer to convert the received signal to a
first IF at 70 MHz. The signal is then fed to the seven
despreaders of the RAKE receiver. Their output signals
are passed through crystal bandpass filters with 34 kHz
bandwidth and then coverted to a second IF at 460 kHz.

The digital delay line in the code generator provides the
delayed samples of the required Gold code. Each signal
from the taps located at —2, —1, 0, +1, and +2 chips
delay, respectively, is up-converted to a third IF of 80.7
MHz. For synchronization purposes only, taps with de-
lays of —0.5 and +0.5 chips are provided. These signals
serve as references for despreading.

The signal strength of each despreader output is ob-
tained by the envelope detectors (ED). These detector
output voltages are integrated and A/D converted. A dig-
ital signal processor (DSP) controls the acquisition of the
received code by adjusting the local code generator in
steps of 0.5 chip. A tracking loop with an adaptive dis-
criminator characteristic and loop gain tracks the code.
The acquisition and tracking strategies will be described
in the next paragraph.

The signals with relative delays of -2, —1,0, +1, and
+2 chips are used for differential data demodulation. This
procedure eliminates the need for a carrier recovery cir-
cuit for each RAKE arm, but requires the data bit duration
T, = 62.5 pus to be an integer multiple of the IF carrier
cycle. With an RF-oscillator stability of 1-2 ppm, the IF
frequency may differ from the ideal value in a range up to
+3 kHz. The resulting loss of up to 8 dB can be avoided
by choosing an /-Q structure of the DPSK demodulator.

The input signal of each arm and its 90° phase-shifted
version are multiplied with the hard-limited and delayed
signal of the preceding bit interval. This delay of T, is
achieved by a charge-coupled device (CCD) delay line.
The baseband signal of all five in-phase (/) channels are
integrated over T; = 0.8 7}, and summed. The quadrature
(Q) channels are processed in the same way. The decision
logic determines the bit value from the sums of the 7 and
Q channels. The weight of each channel is adjusted by the
DSP using a variable attenuator at the demodulator input.

C. Synchronization

The code synchronization in the receiver is attained in
two steps: by code acquisition, and by code tracking. The
acquisition is based on the measuring of the magnitude of
the complex envelope of the channel impulse response.
Because of the RAKE-type structure, the receiver pro-
cesses any signal component that falls into a window of
width W and uses it for data demodulation. If the receiver
has an odd number of N despreading correlator paths with
a delay of one code chip between them, then the receiver
window has a normalized width of W = (N — 1). Fig. 9
shows the acquisition procedure for N = 5.

The receiver window w(n) of length W = 4 is given in
Fig. 9(a). The magnitude of the impulse response |x(n)|
is shown in Fig. 9(b). The distribution y(k) of the summed
signal magnitudes that fall into the receiver window is
plotted as a function of the window position relative to
the impulse response in the Fig. 9(c). This function can
approximately be measured by sliding the local PN-code
generator with respect to the received signal. Sliding can
be accomplished in two ways, either the clocks of the PN-
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Fig. 9. Acquisition algorithm. (a) Receiver window. (b) Magnitude of the
complex envelope of the channel impulse response. (¢) Distribution of
the summed signal magnitudes that fall into the recciver window.

code generators have a constant frequency offset (contin-
uous sliding correlation) or the code of the local generator
can be shifted in discrete-time intervals e with respect to
the code in the transmitter (discrete sliding correlation).
After despreading, the second solution represents a time-
discrete version of the impulse response of the channel.
The timing resolution depends on the time shift e, which
is assumed to be one code chip in Fig. 9. During the slid-
ing procedure, y(k) is calculated at every location k of the
window. After sliding over one period of the PN code, a
maximum at some position k, will be found. The receiver
window is then centered around this position by shifting
the local code, and the code tracking loop is switched on.
For better noise suppression, the outputs of the envelope
detectors can be integrated during a variable time interval.

After acquisition, it is necessary to verify that the real
maximum was detected. Our verification strategy aver-
ages the signal magnitude outside the receiver window
and then compares it to the average signal magnitude in-

side the window after one more integration interval. Av-
eraging over several intervals will increase the robustness
of the verification algorithm.

The acquisition algorithm can be described mathemat-
ically by a correlation between the receiver window w(n)
= rect (n/ W) and the magnitude of the complex envelope
of the channel impulse response |x(n)|:

yk) = F%;m ix(n)‘ rect <n ;;/k>

k+W/2
- n=k§;W/2 lx(n)’ (3)
y(k)|,m,x = ko. (4)

This algorithm is implemented by using a digital signal
processor.

A tracking loop similar to the classical delay-lock loop
(DLL) [15] is used to perform code tracking, except that
the discriminator characteristic (or S curve) is expanded.
The receiver has N despreaders which can be used to make
the § curve as wide as the receiver window [15]. The var-
ious correlator paths can be switched on and off to change
the characteristic. This allows us to adapt the loop behav-
ior to the time-varying impulse response of the channel.
In the case of line-of-sight transmission, a narrow § curve
is advantageous since the outer correlator paths only pro-
cess noise. If there is no line-of-sight condition and sev-
eral delay paths are present, a broad S curve makes the
tracking loop more robust since there is more signal power
available in the loop.

Calculating the mean time to lose lock (MTLL) of
tracking loops shows that their performance degradates
very rapidly in the presence of long-term frequency insta-
bility (code clock frequency mismatch) [16]. It has been
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shown that the loop bandwidth can be optimized. There
is also a large degradation in the MTLL if the bandwidth
is not properly chosen. The loop bandwidth can be ad-
Justed in the realized system by means of the signal pro-
Cessor.

While tracking, the signal processor is continuously
sampling the output signal of the despreaders. Analyzing
the power of each path allows for weight adjustments of
the demodulator input signals and the implementation of
an out-of-lock detector.

During acquisition at low signal-to-noise conditions,
i.e., when it is difficult to detect the maximum of v(k),
several impulse responses can be low-pass filtered. That
may give a detectable maximum. A similar result is ob-
tained by extending the integration time. The DSP adap-
tively controls this duration using the signal-to-noise ratio
measured during the acquisition procedure.

D. Diversity Combining

The RAKE receiver structure provides five time-diver-
sity signals from different propagation paths which are
combined after demodulation. Because of the hard-lim-
ited reference signal, the demodulators (Fig. 8) have a
linear input/output characteristic. The DSP controls the
weightings of the individual channels in 3 dB steps ac-
cording to the signal strength which is extracted by the
envelope detectors. Basically, two effects influence the
transmission quality: interferences and multipath propa-
gation. Controiling the attenuators with respect to power
level (signal and noise power together) and summing sev-
eral paths to accomplish the decision causes combining
losses as soon as interference is present. Assuming ideal
conditions for propagation, but very strong interference,
a simple single-path receiver is optimum. This receiver
type is simulated by providing maximum attenuation to
all diversity signals except the strongest one. The other
extreme is the situation where no interference influences
the transmission, but the radio channel shows a wide mul-
tipath profile. In this case, the optimum receiver takes the
decision from the weighted sum of all signals.

Five different strategies for diversity combining have
been worked out and experimentally compared.

1) Only the signal of the zero chip delay path is de-
modulated (single-path receiver).

2) Only the strongest signal is taken (best-of receiver).

3) The two strongest signals are added (diversity com-
bining).

4) Signals with a level > 30% of the strongest are
added (diversity combining).

5) Normalizing the strongest signal level to 1, the other
signals are attenuated in function of their levels:

® 3 dB for levels 0.4-0.7

® 6 dB for levels 0.25-0.4

® maximum attenuation for levels < 0.25
(approximation of maximum ratio combining).

V. EXPERIMENTAL RESULTS
A. Receiver Performance with AWGN Channel

The overall performance of the receiver with an addi-
tive white Gaussian noise (AWGN) channel is specified
by the probability of error (P,) as a function of the signal-
to-noise ratio Ej, /Ny. The measurements included differ-
ent frequency offsets with respect to the optimum IF car-
rier frequency for the chosen CCD delay line (Fig. 10).

The implementation loss compared to the theoretical
performance of DPSK is 4 dB at the nominal IF carrier
frequency. This loss results from several compromises
made to keep the five demodulators as simple as possible.
The reduced integration time of 0.8 T}, the use of a band-
pass filter instead of a matched filter in the despreader,
and the hard-limited reference signal in the demodulator
each contribute about 1 dB loss. At low E,/N,, the per-
formance is even worse due to offset voltages. Deviations
from the nominal IF frequency result in additional 3 dB
loss due to the simple quantization of the decision bounds
(45° sectors in the 1/Q plane).

B. Acquisition and Tracking with Multipath
Propagation

Measurements have been made to verify the proper op-
eration of the acquisition algorithm and tracking loop. For
this purpose, we moved the transmitter along several paths
in the laboratory building. Therefore, the receiver had to
cope with the time-varying multipath profile. Situations
were encountered where line-of-sight transmission was
dominant. In some other extreme cases, up to four strong
reflection paths appeared in the profile. A second identical
receiver with special acquisition software was operated in
parallel to the data receiver. It continuously scanned the
magnitude of the impluse response. This receiver is ca-
pable of observing the profile in a window of 20 chips
(1.2 ps), while the data receiver tracks only paths within
a five chip window.

In Fig. 11 (a), we recognize a typical profile measured
by the receiver configuration mentioned above.

The shaded area shows the position of the demodulator
taps in the data receiver. The tracking loop is able to pro-
cess both of the appearing strong echos because of its wide
S curve.

By processing the two strongest paths instead of only
one, more energy is made available to the demodulator.
For this situation, the combining strategy 3) (see Section
IV-D) for demodulation resulted in satisfactory low prob-
ability of error.

Fig. 11(b) and (c) show extreme multipath situations.
The delay between different paths is larger than the win-
dow of the demodulator. Fig. 11(b) shows three strong
echos fed to the demodulator (shaded area). Moving the
transmitter 15 cm resulted in a change of profile such that
only one path remained in the range of the demodulator
window, Fig. 11(c). This situation indicates that scanning
a wider part of the multipath delay profile will be useful.
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C. Synchronous and Asynchronous CDMA

The CDMA environment was investigated by using two
transmitters operating with different code sequences. Dur-
ing asynchronous operation, both transmitters used their
own free-running chip clocks. In the synchronous case,
the chip and data clocks of all base station transmitters
were synchronized for exploiting the optimized CCF
properties as described in Section III. The analysis and
performance of a DPSK matched filter receiver is given
in [5]. In our receiver, we use a correlator with a bandpass
filter which results in a somewhat different analysis.

For a certain pair of code sequences, we therefore es-
timated the signal and interference power in the fre-
quency domain using the Wiener-Khintchine theorem for
calculating the spectral components. The result shows that
additional frequency components from the interfering link
pass the bandpass filter and add to the noise obtained by
a matched filter receiver. Without data modulation at the
transmitters, the signal-to-jamming ratio S,/J, at the
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Fig. 12. Measured probability of error versus signal-to-interference ratio
at the receiver input for (a) one user and AWGN, (b) two users, syn-
chronous CDMA ., (c¢) two users, asynchronous CDMA.

DPSK detector input of the experimental system becomes

S_" = & . é (5)
J, P, 2
with P, and P, denoting the power of the data and inter-
fering link, respectively. Therefore, the jammer suppres-
sion ratio is on the order of the processing gain:
‘Iin 2 2 <Jin

L “n) = _27dB. (6
7, L 1023 h>m 7dB. (6)

For a reasonable probability of error P, = 10™*, our sys-
tem needs a signal-to-noise ratio S/N = 11 dB (.e.,
E,/N, = 14 dB) in Fig. 10. With (5) and (6), the required
signal-to-jamming ratio at the receiver input is estimated
as

Sin Pl

%~ 1= _16dB

at P, = 1074,
Jin PZ ¢

(7)
In Fig. 12, the probability of error is plotted as a function
of the signal-to-jamming ratio at the receiver input.

If there is only one synchronous interfering user, the
jamming magnitude is deterministic and not Gaussian.
Therefore, a threshold effect occurs. At low S/J, the de-
spreaded signal magnitude is reduced because the AGC is
mainly acting on the jammer. In the present receiver, no
AGC is provided in the demodulator. Therefore, its dy-
namic range limits the maximum usable jammer suppres-
sion ratio.

In contrast to [5], the performance of asynchronous
CDMA of our system is worse than synchronous opera-
tion. This behavior is because of the optimized CCF prop-
erties of the code sequences for synchronous CDMA
which are useless in the other case. The asynchronous
performance is determined by cross-correlation peaks at
any possible code chip offset due to sliding of the uscr
codes. From the system point of view, it is even more
severe that at low signal-to-jamming ratio, loss of lock in
the tracking loop arises whenever local maxima of the
CCF occur. In the synchronous case, the loop remains
locked even at the lowest allowable S/J.

VI. SumMMARY AND CONCLUSIONS
We have described the design of a microcellular spread
spectrum radio system using CDMA. The system band-
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width and the design parameters of the code tracking loop
were derived from measurements of the indoor radio
channel. Field tests confirmed the proper choice of these
parameters. A RAKE-type receiver structure with five de-
modulator paths was implemented to mitigate the multi-
path fading effects. The receiver complexity was reduced
by using DPSK modulation. An I-Q structure of the de-
modulators minimizes losses due to carrier frequency off-
sets.

For an optimal performance of a CDMA system, a syn-
chronous operation of the base station in each cell was
suggested. In this case, the synchronous timing operation
between individual users allowed optimization of the
spreading codes with respect to a low CCF near the ori-
gin. This resulted in lower probabilities of error and in
more robust tracking behavior than in the asynchronous
case.

A digital signal processor adaptively controlled the ac-
quisition and tracking of the received signal as well as the
weighting of the demodulator paths. Measurements
proved the advantage of the realized receiver structure un-
der various multipath propagation conditions.

The realization of a receiver with a more flexible ref-
erence code generator will be further investigated. The
aim is to reduce the number of demodulator paths without
losing performance quality.
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Security Evaluation of a New Analog Speech
Privacy/Scrambling Device Using
Hopping Filters

ALEX GONIOTAKIS, STUDENT MEMBER, IEEE, AND AHMED K. ELHAKEEM, SENIOR MEMBER, IEEE

Abstract—A new concept in analog speech scrambling is introduced.
The technique can be looked upon as processing the analog signal in
two dimensions of time and frequency. A parallel bank of time variant
filters and a dither random pulse amplitude signal, both generated from
multinonlinear direct-sequence spread-spectrum codes, operate on the
analog signal to destroy its intelligibility. At the receiver, a reversed
sequence of time and frequency processing takes place, and with ap-
propriate synchronization through a preample, the analog received
signal is recovered, with a minimum amount of distortion. In this pa-
per we introduce the building blocks, and conduct a statistical analysis
to evaluate the security of the scrambling system, in terms of the au-
tocorrelation and cross covariance. Finally, the security of the hybrid
system is compared to other one-dimensional scrambling schemes, and
derivations thereof.

I. INTRODUCTION

OMMUNICATION, an invaluable service needed in

all aspects of society (i.e., business, military), can
prove very destructive to some if abused by others (via
intrusion to private interactions).

The vulnerability to intrusion sometimes even out-
weighs the benefits, depending on the level of secrecy of
the information communicated. To remedy such situa-
tions, various algorithms have been developed for de-
stroying the intelligibility of speech before transmitting,
as well as the reverse techniques for recovering the orig-
inal speech after receiving. These will be collectively re-
ferred to as secure algorithms.

Of the many secure algorithms for speech proposed so
far, all can be classified either as analog or digital de-
pending on the form of the input signal. Digital secure
algorithms, which encrypt and correspondingly decrypt
speech, are known to achieve a higher degree of security,
but they are still not quite compatible with today’s tech-
nical environment. The most important channels (i.e.,
telephone and radio) used for speech and data communi-
cation today are analog channels, and hence cannot sup-
port the high bit rate needed for proper digital transmis-
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sion [1]. This paper is concerned with a new class of
analog secure algorithms.

Analog secure algorithms, which scramble and corre-
spondingly descramble speech, can be classified as one
dimensional or two dimensional. One-dimensional algo-
rithms are those that manipulate a signal in the time do-
main, frequency domain, or with respect to amplitude
(amplitude scrambling), while two-dimensional algo-
rithms are combinations of two or more one-dimensional
algorithms.

A pair of analog secure algorithms (one scrambling and
one descrambling), together with some circuitry needed
for controlling their operation, are usually implemented
on one device, which will be referred to as a secure de-
vice, or more precisely a speech privacy/scrambling de-
vice. Section II of this paper describes three one-dimen-
sional secure algorithms, and two proposed combinations
of these as two-dimensional secure algorithms (one a
slight variation of the other), all of which are possible
candidates for the basis of a secure device. In Section III
of this paper, the security of each algorithm is examined
by first finding expressions for the cross covariance, au-
tocorrelation, and power spectral density of each, assum-
ing the input signal is speech, and then plotting the au-
tocorrelation and power spectral densities. The results of
the cross covariance, and the various plots of the auto-
correlations and power spectral densities, are the criteria
used to choose the best secure algorithm among the few
candidates proposed. This algorithm is then used as the
basis of a proposed secure device, whose general opera-
tion is described in Section IV of this paper.

II. SECURE ONE-DIMENSIONAL AND TwO-DIMENSIONAL
ALGORITHMS PROPOSED

The first of three one-dimensional algorithms to be de-
scribed, and a possible candidate for the secure device to
be proposed, is a new frequency domain algorithm. This
algorithm consists of choosing a particular hopped filter
from a group of n hopped filters, and passing the incom-
ing source analog signal through this filter for a certain
period of time, before hopping to another filter at a rate
to be discussed later. Each hopped filter is a piecewise
combination of seven unity-gain bandpass filters, which
are mutually exclusive and collectively exhaust the fre-
quency band 200-2400 Hz. Following each bandpass fil-
ter is a gain control device, which enhances or attenuates
the incoming signal by one of several built-in factors or

0733-8716/90/0600-0781$01.00 © 1990 IEEE
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levels, as chosen from by a short binary codeword. The
outputs of all seven gain control devices are then added
to produce the final output of this algorithm (Fig. 1). The
seven short binary codewords are, respectively, parts of
seven pseudorandomly generated secret codes, which are
produced independently from, but simultaneously with,
each other.

The time duration for which a particular hopped filter
will be used is practically upper-bounded by T = 1.25
ms for reasons to be explained later, and lower-bounded
by the time needed to generate seven 1-bit codewords in
parallel (the smallest codewords that can be generated).
The lower bound thus depends on the clock frequency of
each code generator, which is selected as 3200 Hz for
reasons to be explained later. As a result, the fastest avail-
able timing signal has a period of 7. = 0.3125 ms. This
provides the lower bound on the time duration for which
a particular hopped filter will be used. These bounds re-
strict the number of bits in a particular short codeword
(which is the same for all seven such short codewords),
from 1 to 4. As a result, the number of gain factors or
levels, by which each unity-gain bandpass filter output
can be enhanced or attenuated, as chosen by the seven
short codewords, range from 2' (= 2) to 2* (= 16). This
leads to the number of possible piecewise hopped filters
n to range from 27 to 16’ (= 2**). At this point, it might
seem that the more the hopped filters to choose from (i.e.,
22%) the higher the security of the algorithm. This is true
if the cryptanalytical attack consists of trying to find the
particular hopped filter used, through exhaustively apply-
ing all possible inverse filters to the scrambled signal.
Since this number of hopping filters is inversely propor-
tional to the hopping rate, the residual intelligibility will
be increased. On the other hand, if the cryptanalytical at-
tack consists of simply listening to the scrambled signal,
then a lower residual intelligibility is required, which im-
plies a faster hopping rate. Since the hopping rate is in-
versely proportional to the number of hopping filters, then
fewer hopping filters will be necessary. Since the crypt-
analyst will follow the attack which best serves his/her
purposes, it is up to the designer to provide a compromise
between the two conflicting factors of maximum possible
number of hopping filters, and maximum possible hop-
ping rate, thus providing overall security. This compro-
mise will be resolved later with a design choice as to the
actual value of Tp.

Let the source input analog signal to the hopping filters
algorithm be a band-limited speech signal between 200
and 3200 Hz, represented by the stochastic process m (7).
At any particular time ¢, the probability density of m(7)
“‘is characterized in general by a very high probability of
zero and near-zero amplitudes (related to pauses and low-
energy segments of the speech waveform), by a signifi-
cant probability of very high amplitudes, and by a
monotonically decreasing function of amplitudes in be-
tween those extremes’’ [2]. Furthermore, let the output
signals of the seven bandpass filters in this algorithm,
which are filtered versions of m(t), be represented by the

m(t)

by (0) (1) m
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N
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—> dzp(t)
1800Hz-2400Hz _/( 1-4
BITS
BANDPASS FILTERS  GAIN CONTROL
DEVICES

y(v)
Fig. 1. Details of the hopping filters algorithm.

stochastic processes m (1) -+ - (1), respectively. Fi-
nally, let the control inputs of the hopping filters algo-
rithm be seven identical but independent PAM processes.
The levels of each of these processes are the gain factors
by which a particular frequency band, represented by a
particular stochastic process #t,(t) - - - mi;(1), can be en-
hanced or attenuated, as chosen by a particular pseudo-
randomly generated codeword. The seven PAM processes

are represented as dyp(t), - -+, dip(t), - =+, d7p(1) such
that
+ oo
dip(t) = kzz_m gr(t — kTg) Djp(k). (1)
D\p(k), - - -, D;p(k) are seven identical but independent

uniformly distributed discrete-time stochastic processes,
and gp(t — kTr) is a gate function defined as

1 ifkTp<t=<(k+ )T}

0 if otherwise,

gr(t — kTp) = {

where 0.3125 ms < Tr < 1.25 ms depending on the de-
sign choice to resolve the compromise outlined above.
Refer to Fig. 1 for the details of the hopping filters algo-
rithm (HF) as described above. The final output of this
algorithm is denoted by the stochastic process y (1), which
based on the above description is

;
y(1) = i; (1) dip(1). (3)

The second and third one-dimensional algorithms to be
described are known algorithms of amplitude scrambling.
One of them consists of linearly adding an analog signal
to the input source analog signal (Fig. 2), while the other
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m(t) y(t)

1-4
BITS

Fig. 2. Details of the amplitude (addition) scrambling algorithm.

1-4
BITS

Fig. 3. Details of the amplitude (multiplication) scrambling algorithm.

consists of multiplying the input source analog signal by
an analog signal (Fig. 3). In both these cases, the analog
signal is made up of various dc levels, which are the out-
puts of a D/A converter, to which the inputs are short
codewords produced from the code generator. Using the
same reasoning as in the timing of the hopping filters al-
gorithm explained previously, the time duration for which
a particular dc level will multiply, or be added to the input
source analog signal. ranges from 7, = 0.3125 ms to T,
= 1.25 ms. Furthermore, the length of the codeword
choosing a particular level will range from 1 to 4 bits, and
as a result the number of possible codewords at the input
of the D/A, or number of possible levels at the output of
the D/A, will range from 2' (= 2) to 2* (= 16). Simi-
larly, as before, a compromise will have to be reached
between the maximum possible number of levels to mul-
tiply, or be added to the incoming speech signal, and the
maximum possible rate of change between these levels.
These are two conflicting factors both of which contribute
in different ways to the security of the algorithm. This
compromise will also be resolved later with a design
choice as to the actual value of T,.

As before, let the source input analog signal to these
two amplitude scrambling algorithms be a band-limited
speech signal between 200-3200 Hz, represented by the
stochastic process m(t). Furthermore, let the control in-
put to these algorithms be a PAM process represented by
d, (1), such that

+ oo
dy(1) = k;;m 8a(t — kT, ) Dy(k). (4)
D, (k) is a uniformly distributed discrete—ﬁme stochastic
process, and g, (¢t — kT, ) is a gate function defined as

1 ifkTy,<t<(k+ 1)T,
ga(t — kT,) = { (5)

0 if otherwise,

where 0.3125 ms < T, < 1.25 ms, depending on the
design choice to resolve the compromise outlined above.
The levels of the PAM process d4 (t) are the levels which
are added to, or multiply, the input speech signal m(t),
as shown in Figs. 2 or 3, respectively.

The input to both of these candidate algorithms is m(t),
while their outputs are

y(t) = m + dy(1). (6)

or
y(1) = m(1) dy(1) (7)

for the amplitude (addition) scrambling (AAS) algorithm,
or the amplitude (multiplication) scrambling (AMS) al-
gorithm, respectively.

The first of the two-dimensional algorithms, and a pos-
sible candidate for the secure device to be proposed, con-
sists of the hopping filters algorithm described above, fol-
lowed by amplitude (addition) scrambling in that order
(HF-AAS), as shown in Fig. 4. The output of the fre-
quency domain algorithm (3) is used as input to the am-
plitude scrambling algorithm (6). Maintaining the input
of this overall two-dimensional algorithm as m (), and
referring to the output as z(t), then

;
z(1) = <I_Z‘1 (1) diF(f)> + dy(1). (8)

The second of the two-dimensional algorithms, and a
possible candidate for the secure device to be proposed
consists ot the hopping filters algorithm described above,
followed by amplitude (multiplication) scrambling in that
order (HF-AMS), as shown in Fig. 5. The output of the
frequency domain algorithm (3) is used as input to the
amplitude scrambling algorithm (7). Maintaining the in-
put of this overall two-dimensional algorithm as m (¢) and
referring to the output as z(r), then

7
z(t) = <‘,§ m;(t) diF(’)>dA(’)- (9)
III. SEcuriTY EVALUATION OF THE PROPOSED SECURE
ALGORITHMS

The first objective of this analysis is to find the cross
covariance

Coe(7) = E[m(1) 2(t + 7)] = E[m(0)] E[2(z + 7)]
(10)

[3] between the input process of each scrambling algo-
rithm m(t), and the output process z(t) of the same al-
gorithm shifted by an amount 7, thus, z(z + 7) with re-
spect to this shift. This is carried out so as to examine the
degree of correlation between the input and output of a
particular algorithm, with respect to a time difference of
7. The smaller this correlation, the lesser the amount of
information resulting at the output of the algorithm, with
regard to the input of the algorithm. Thus, the ideal value
of cross covariance for a scrambling algorithm is zero.
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Fig. 4. Hopping filters—amplitude (addition) scrambling.
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R — |
SCRAMBLING ALGORITHM

!

da(Y)
Fig. 5. Hopping filters—amplitude (multiplication) scrambling.

This would imply that the input and output are statistically
uncorrelated, and hence the statistics of the output signal
would convey no information as to the statistics of the
input signal. This is a slightly weaker condition than, but
nevertheless resulting from, the idea of perfect secrecy,
which implies that the output of a scrambling algorithm
is statistically independent from its input [4].

The first algorithm to be examined in terms of cross
covariance is the two-dimensional hopping filters ampli-
tude (addition) scrambling algorithm. Substituting the
output process z(f) (8) in the definition of cross covari-
ance (10),

E[m(t) z(t + 7)]

= E[m(t) <<§]| m(t + 1) dip(t + T)>
+ dy(r + T)>]

= [ 1) m;(t + 7)dip(t + 7)}
+

m(t)d,(t+ 7)]
; E[m(1) riv(t + 7) dip(1 + 7)]

||M\\

+ E[m(t) dy(t + 1)].

The PAM processes d,p(t + 7), , d;p(t + 7) and
d,(tr + 7) are independent of the speech process m(r)
and its filtered versions m (t + 7), -, ma(t + 7))

hence,
E[m(t) z(r + T)]

= <1§1 E[m(t) m;(1 + 7)] E[dip(r + T)]>

+ E[m(1)] E[ds(1 + 7))

At this point, a constraint is put on the PAM processes
dip(t + 1), , d;p(t + 7) such that their levels have
a constant mean up, * * ° , M7F, respectively. Since the
levels of these PAM processes are to be the same for each,
then w,r = * * * = psr = pr. Furthermore, the same con-
straint is applied to the PAM process d4(t + 7) and its
mean is p4. Asaresult, E[dp(t + 7)] =+ -+ = E[d7p(1
+ 7)] = prand E[ds(t + 7)] = py forall .

E[m(t) z(r + 7)]

= pr EJI E[m(1) m;(r + )] + paE[m(1)]

Il

MFE{m(I) ,; ;(t + T)} + pyE[m(1)].  (11)

Also,
E[m(1)] E[2(t + 7)]

7

= E[m(t)] E['; m(t + 7) dip(t + 7)

+ dy(1 + r)}

E[m(t)]< E[n(1 + 7) dip(t + 7)]

+ Elda(1r + r)]>.

The PAM processes d,p(t + 7), , dip(t + 1) are
independent of the filtered speech processes (1 + 7),
, m5(t + 7); hence,

E[m(t)] E[z(t + 7)]

- w2
Flastr + 1)

Putting the same constraints on the PAM processes as be-
fore E[d\p(t + 7)] = - = E[d;p(t + 7)] = ppand
Eld,(t + 7)] = py forall 7.

E[m(1)] E[z(r + 7)]

E[m(t + 7)] E[dyp(t + 7))

urE[m(n)] 2 Eld(t + 7)) + paE[m(1)]

uFE[m(t)] E[-§| my(t + T):I + [.LAE[m(I)].
(12)
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The cross covariance then becomes
7
Cue(7) = uF<E[m(z> 2 (it + T)]

~ E[m(1)] E{; gt + T)D. (13)

Since the bandpass filters are of unity gain, mutually ex-
clusive, and collectively exhaust the band 200-2400 Hz,
then

M~

| mi(t +7)=m(t + 7),

i

i

where ri(t + 7) is m(t + 1) filtered by a bandpass filter
of unity gain and bandwidth 200-2400 Hz. Since speech
m(t + 1) ranges from 200 to 3200 Hz, for all intents and
purposes m(t + 7) = m(t + 1), and hence,

mi(t + 1) = m(t + 7).

ti‘M -

i

The cross covariance then becomes
Cm:(T) = #F(E[m(t) m(t + 7)]
— E[m(t)] E[m(t + T)]), (14)

which is the product of the mean of the seven identical
PAM processes of the hopping filters algorithm, and the
autocovariance of the input process m (t).

The second algorithm to be examined in terms of cross
covariance is the two-dimensional hopping filters ampli-
tude (multiplication) scrambling algorithm. Substituting
the output process z(¢) (9) in the definition of cross co-
variance (10),

E[m(t) z(t + 7)]

= E{m(t)<‘§1 m;(t + 7) dip(1 + T)>

sy (1 + T)]
] _
= 2 E[m(t) riy(t + 7) dip(r + 7)

cdy(r + 1)

The PAM processes d,z(t + 7), -+ + , dyp(t + 7) and
d4(t + 7) are independent of each other as well as inde-
pendent of the speech processes m,(t + 1), * * * , H;(t
+ 1) and m(t); hence,

E[m(1) z(r + 7)]
= é E[m(t) m(t + 7)) E[die(t + 7)]

. E[dA(t + T)]

Again, the constraint of constant mean u;p, * * * , f7p iS
put on the PAM processes d\g(t + 1), - * + , dyp(t + 7),
respectively. Since they are identical processes (i.e., same
levels) their mean is u;rp = -+ ++ = psp = up. Further-
more, the same constraint is applied to the PAM process
dy(t + 7) and its mean is u,. As a result, E[d,g(t + 7)]
= = E[d;p(t + 7)] = prand E[dy (1 + 7)] = py4
for all ¢. Then

E[m(t) z(1 + 7)] = papr 1§| E[m(r) (1 + 7)]

I

P«AMFE[”'(’) ,; m;(t + T)J

(15)
Also,

E[m(1)] E[z(r + 7)]

E[m(1)] E[<§I m;(t + 7) dip(t + ‘r)>

~dy(t + T)J

E[m(r)](éjl E[m(t + 7) dip(r + 7)

cdy(r + 1')]>

The PAM processes d,p(t + 7), -+ , d7p(t + 7) and
d,(t + 7) are independent of each other as well as of the
speech processes #it|(t + 7), - - -, mi;(t + 1), and hence,

E[m(1)] E[z(1 + )]

= E[m(t)]<i§l E[rfti(t + T)] E[dm(t + 1')]

i+ 1)

Putting the same constraints on the PAM processes as be-
fore, E[d”:(t + T)] == E[d7p(t + T)] = WUr, and
Eldy(t + 7)] = u, forall t. Then

E[m(1)] E[z(t + 7)]

= paprE[m(1)] ;Zl E[m(t + 7)]

paprE[m(1)] EL; m;(t + r)}. (16)
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The cross covariance C,,,(7) then becomes
7
Coe(7) = #AFF<E|:m(t) Z:l (1 + 7)}

— E[m(1)] E[é my(t + T)D. (17)

Using the same reasoning as before,

g ~

mi(t + 1) = m(t + 7).

Hence,
Cpo(7) = papr(E[m(t) m(1 + 7)]
— E[m(1)] E[m(t + 7)]). (18)

which is the product of the mean of one of the seven PAM
processes of the hopping filters algorithm, the mean of the
process of the amplitude scrambling algorithm, and the
autocovariance of the input speech process m(1).

The last three algorithms to be examined in terms of
cross covariance are the one-dimensional hopping filters
algorithm, and the one-dimensional amplitude (addition
and multiplication) scrambling algorithms. Referring to
y(t) as z(t) in (3), (6), and (7), substituting these in the
definition of cross covariance (10), and following similar
steps as in the previous calculations of cross covariance
results in the cross covariances of these algorithms being

C,.(7) = ;;.F(E[m(t) m(t + 7)]
— E[m(1)] E[m(r + T)]),
Cp.(7) = E[m(t) m(t + 7)] — E[m(1)] E[m(t + 7],

(19)

(20)

and
C.(7) = /,LA(E[m(t) m(t + 7)]
— E[m(1)] E[m(: + 71)]). (21)

respectively. The code generators choosing between the
various levels of the PAM processes discussed so far are
not biased in any way. As a result, the levels of each PAM
process at any particular time have a uniform distribution.
Given this fact, and tightening the constraint of constant
mean to a mean of O for all the PAM processes, implies
that the sum of the levels should be 0. In the amplitude
scrambling algorithm, the single PAM process requires
the same levels for the scrambling, as well as the de-
scrambling procedures, with a one-to-one correspon-
dence. In the hopping filters algorithm, the seven PAM
processes require that their levels in the scrambling pro-
cedure are multiplicative inverses of their levels in the
descrambling procedure, and vice versa, again with a one-
to-one correspondence. Choosing the levels of all the
PAM processes accordingly results in pr = p, = 0; and

making use of the fact that the speech process has zero
mean amplitudes for any particular time ¢ (E[m ()] =
E[m(t + 7)] = 0) [2], then the cross covariances de-
rived so far all become 0, with the exception of that of
the amplitude (addition) scrambling algorithm. The latter
cross covariance is R, (7) which is equal to E[m(t) m (¢
+ 7)] and is the autocorrelation of the speech input pro-
cess m(t). Thus, for all the algorithms except that of am-
plitude (addition) scrambling, there is no correlation be-
tween input and output. As a result, when dealing with
any of these algorithms, a cryptanalyst cannot obtain in-
formation as to the statistics of the input signal to the al-
gorithm by observing the statistics of the output signal
from the algorithm. In the case of the one-dimensional
amplitude (addition) scrambling algorithm, the above does
not hold since the autocorrelation of the speech process is
nonzero, as will be shown later. Thus, this particular al-
gorithm does not measure up to the others for scrambling
speech, and is thus not examined further.

The second objective of this part of the paper is to find
the autocorrelation between the output process z(t) of
each algorithm, and the shifted version of the same pro-
cess z(t + 7), with respect to the amount of shift 7. This
is carried out so as to examine how close the autocorre-
lation of each algorithm is to the autocorrelation of white
noise, which is

R.(7) = %5(7’) (22)

[5]. This autocorrelation implies that no matter how close
in time two samples are taken, they are uncorrelated. This
is the ideal autocorrelation desired for the output of a
scrambling algorithm. It would imply that the information
contained in one sample of the output signal would never
appear again in any future output signals, no matter how
close they are taken in time to the original signal. Thus,
the cryptanalyst would not be able to confirm any infor-
mation obtained, by relating to each other a few close
samples in time, of the output scrambled signal. Further-
more, the closer the autocorrelation of the output signal
of a scrambling algorithm is to a delta function, the more
the output will sound like white noise.

The first of the two-dimensional algorithms to be ex-
amined in terms of autocorrelation is the hopping filters
amplitude (addition) scrambling algorithm. The output of
this algorithm is as shown in (8), and the shifted version
of the output shifted by 7 is

;
Z([ + T) = < > 'il,([ + T) d,'F(f + T)> + dA(I + T).
i=1
(23)
Autocorrelation is defined as

R.(7) = E[z(1) z(t + 71)] (24)
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[3]. Using j as a dummy variable in (23), and substituting ~ where R, (7) is the autocorrelation of the ith filtered

(8) and (23) in (24), results in speech process, R, (7) is the cross correlation of the ith
) i#j

é . and jth filtered processes, R, (7) is the autocorrelation of

R.(7) = E P mi(1) dig(1) ) + da(1) the ith out of seven PAM processes in the hopping filters

algorithm, and R, (7) is the autocorrelation of the PAM

7 R process d4 () from the amplitude (addition) scrambling

) /Z (1 + 1) dip(t + 7) algorithm. Since the seven PAM processes from the hop-
ping filters algorithm are identical, their autocorrelations

' are equal, and hence, R;,,(7) = - - - = R;,.(7) = R,.(7).
+ dA(t + T)> Thusc’l diF d7F dF
707 ‘ 7 7 7
= ) ‘l ) ‘l E[m,([) mj(t + T) d,'p(f) djp(f + 7')] R::(T) = RlIF(T) ,2‘] m,(T) + %’ Z‘Ij ! Rliun'l,(T)
i=tj= = i=lj=
i#])

7

+ EI E[nm(t + 7) dip(1 + 7) dy(1)] +ourn E[ S (1 + 7)}

7

+ ,; E[r(1) dip(1) dy(t + 7)]

~

+ /LF#AE[A;l 'fli(’)} + Ry (7).

Using the same reasoning as before,

+ E[dy(1) du(r + 7)].

As before, all the PAM processes are independent of each
other, as well as independent from the speech process and
its filtered versions; hence,

; 7
’; (t + 7) = m(t + 7) and g‘l (1) = m(1);

;
A hence,
(1) = 1§| P (E[rﬁi(t) m;(t + T)] ; -
i= R::(T) = Rdr(T) 2 Rlil.'(T) + l‘ ; Z m,n'x,(T)
 Eldip(1) dip(t + T)]) z;é,
77 + prpa(E[m(t + 1) + m(1)]) + Ry, (7).
+ 2 B (E[si(r) rig(t + 7)] E[die(1)] ‘
i=1j=1 (25)
i#])
The second of the two-dimensional algorithms to be ex-
E[de(t + T)]) amined in terms of autocorrelation is the hopping filters

7 amplitude (multiplication) scrambling algorithm. The
+ 2 (E[ritj(t +7)] Eldy(t + 7)] output of this algorithm is as shown in (9), and the shifted
version of this output shifted by 7 is

© E[dy(1)]) .
2(t+71)= <§ m(t + 1) dip(t + T)>dA(t + 7).
(E[m,(t | Eldip(1)] E[da(r + 7)]) - (26)

+ E[dA(’) da(t + 7)]. Using j as a dummy variable in (26), and substituting (9)
Applying the constraint of constant mean to the PAM pro- ~ and (26) in (24), results in

+
||M\:

cesses, and following the same reasoning as before, 4

Eld\p(1)] = Eld\p(t + 1)] = - -+ = E[djp(1)] = R.(7) = EKZ i (1) dip(t)>(dA(t))
Eld;p(t + 7)] = pp, and E[d4(1)] = E[dy(t + 7)] = ) i=1

w4. Then

7

7 7
RZZ(T) = ’gl Rm.-(") Rd,'F(T) + § Z Rm,m,( )

1j=1
*+Jj

< ; it + 1) dip(t + T)>(dA(t + T))jl

4
§ [ l(t) (t + T) le(t) F(t + T)

I
I|M\I

+ UEkg j;} E[m/(t + T)] . dA(t) dA(f + T)]

. As before, all the PAM processes are independent of each
+ Brka i; E[my(t )] + Ry, (7), other, as well as independent of the speech process and
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its filtered versions; hence,

I
™

7
i=1j=

R.(7)

- E[dip(t + 7)) E[dy(1) dy(1 + 7)]).

Applying the constraint of constant mean to the PAM pro-
cesses, and following the same reasoning as before,
Eldp(1)] = Eldp(t + 7)] = -+ = Eldip(1)] =
Eld;p(t + 7)] = pp, and E[dy(2)] = E[ds(t + 7)] =
4. Then

R::(T) = R(lA(T) igl R,;“-(T) Rdi/«’(T)

7 7
+ “’%’R(IA(T) Z z Rrir,‘n‘l/(T)’
i=1j=1
i%j

where R, (7), Ry (7), Ryp(7), and R, (7) are as de-
i#j
fined previously. As before, R, (7) =+ + = Ry, (7) =
R, (7); thus,
;

Rzz(T) = RdA(T) RdF(T) = Rn‘n(T)

=

71
+ M%’RdA(T) Z Z lemﬁ,'(T)‘ (27)

The two one-dimensional algorithms remaining for dis-
cussion (after eliminating the amplitude (addition) scram-
bling algorithm, because of its poor cross covariance in
relation to the other algorithms) are the hopping filters
algorithm and the amplitude (multiplication) scrambling
algorithm. If each of these is used alone such that their
input is m(t) and their output is z(7), following similar
steps as in the cases of the two two-dimensional algo-
rithms, their autocorrelations become

7 7 7
RZ:(T) = RdF(T) i§1 leu(T) + M%’Z Z Rn"r,n”z,(T)s

(28)
and
R::(T) = Rm(T) Ra'A(T)~ (29)

respectively. Respecting the constraint of zero mean for
all the PAM processes as discussed before, ur = 0 and
p4 = 0. Since speech amplitudes have zero mean, and
since the correlations that exist among these amplitudes
depend on the time difference between them, then accord-
ing to [3] the process representing speech, in this case

m(t), is wide sense stationary (WSS). According to [6],
if a WSS process is applied to the input of a time-invariant’
linear network with transfer function H( f ), then the out-
put power spectral density is the product of | H( f) | and
the input power spectral density. In this case, each band-
pass filter is a linear time-invariant network. The auto-
correlation R, (7), and the power spectral density S ()
at the output of the jth bandpass filter, are related as fol-
lows:

F[R,;,j(T)] = S/ﬁj(f)'
For all bandpass filters,

7 7
2 FRi(1)] = 2 8(f)

FLZ R,;,j(T)} E‘. [H(H)'Su(f)

$u() Z |1

Since the bandpass filters are of unity gain, mutually ex-
clusive, and collectively exhaust the band 200-2400 Hz,
then

F[E ij(r)} = S(N[xXNT

where X( f) is a unity gain bandpass filter with band-
width 200-2400 Hz. Since the voice bandwidth is 200-
3200 Hz, if speech signals above 2400 Hz are disre-
garded, then S, ( f)|X(f)|* = S, (f). Thus,

FI: Z R,;,j(T):| = Sm(f)

j;} R,;,J.(T) = F-][Sm(f)]

R, (7). (30)

The autocorrelations of the four algorithms examined
above can then be summarized as shown below.

Case 1) Hopping Filters—Amplitude  (Addition)
Scrambling:

R::(T) = RdF(T) Rm(T) + R(IA(T)' (31)

Case 2) Hopping Filters—Amplitude (Multiplication)
Scrambling:

U

R..(7) = Ry,(7) Rye(7) R, (7). (32)
Case 3) Hopping Filters:
R..(7) = Ry(7) Ry (7). (33)
Case 4) Amplitude (Multiplication) Scrambling:
R.(7) = R,(7) Ry, (7). (34)

Refer to Fig. 6 for the long time (55 s) averaged au-
tocorrelation of speech denoted C(n), in terms of Nyquist
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Fig. 6. Long time autocorrelation function of speech [2].

samples n (125 ps), as a result of speech from two males
and two females. The top curve represents low-pass-fil-
tered (0-3400 Hz) speech, and the bottom curve repre-
sents bandpass-filtered (200-3400 Hz) speech. Both
curves are normalized by the expected (time-averaged)
value of squared amplitudes, or the average power of the
voice. For purposes of analysis, points from the bottom
curve were used to obtain a polynomial representing this
curve. This polynomial denoted by R, (7) is of degree 10,
and represents the autocorrelation of speech (200-3400
Hz) in the interval | 7| < 1.25 ms, since autocorrelation
is an even function. The product of this polynomial, and
the average power of the voice R, [0](= E[m*(1)]), is
the autocorrelation of speech R,,(7) used in the analysis
of the various scrambling algorithms. Hence,

R,(7) = R,[0] R,(7) (35)

An upper bound had to be chosen for the hopping rate in
the hopping filters algorithm, or for the time taken to
change levels in the amplitude scrambling algorithms.
This is because the longer it takes for the changes to oc-
cur, the easier the human ear may adapt to the current
situation and begin to understand what is being said. Since
this limit could be at most 5 ms as seen from experiment,
and since the autocorrelation curve available ranged up to
1.25 ms, for analysis purposes the upper bound was cho-
sen to be 1.25 ms.

In general, a PAM process changes levels every T units
of time, but maintains a certain level for ¢ units of time
(the duty cycle factor), such that ¢ < T. The autocorre-
lation of such a process consists of triangles each of base
2c, and centered at multiples of T with height cR[s]/T,
where s is the time in discrete time units between the PAM
process and its shifted version (Fig. 7). Applying this
general form of the autocorrelation to the PAM processes
at hand, where ¢ = T, the autocorrelation of each of these
processes consists of triangles each of base 27T and cen-
tered at multiples of T with height R[s]. Thus, for the
seven identical PAM processes d (1), * * - , dyp(t) of
the hopping filters algorithm, and the one PAM process
dy (1) of the amplitude scrambling algorithm, the auto-
correlation functions are

for |T| < 1.25 ms.

+ o0

Ry(r) = 3 g(r - sTF)<<s + 1Ry 5]

— sRy,[s + 1] + TLF(R(I'F[S +1] - RdF[s])>’
(36)

789

cR(0)

R(7) T
-T -c c T T

Fig. 7. Autocorrelation of a PAM process [3].

o

and

+ oo

RdA(T) = .\'=Z—oo g(T - STA)<(S + l)RdA[S]

— SRy [s + 1] + TL(RJA[S +1] - RllA[s])>’

A
(37)
respectively, where Ry [s], Ry, [s + 1], R, [s], and

Ry [s + 1] depend on the levels of the PAM processes,
and

( T) 1 ifSTFSTS(S"‘l)TF
T =5 =
g F 0 if otherwise
and
, 1 ifsTy<=7=<(s+1)T,
g(r — sT,) = . .
0 if otherwise,

where Ty and T, are between 0.3125 and 1.25 ms, as dis-
cussed previously.

From the conditions and constraints imposed on the
levels of the PAM processes so far, the levels of the seven
equivalent PAM processes d,g(1), * * * , dyp(t) can be
defined as o = (£p,, +ps, +p;, ***, £ps./2), where
kg is the number of levels. The mean is then defined as

lkF

[LF=_ZOl,'=0.

kpi=1 (38)

The autocorrelation in discrete time units s (multiples of
Tr) was found to be

ifs =0
kFl=|
Ryls] = E[DgDr] = L 2
k——% <i§ oz,-> ifs # 0.
(39)

Similarly, the levels of the amplitude scrambling PAM
process can be defined as 8 = (+q,, ¢, +q3, - * -,
+4qy,/2), where k4 is the number of levels. The mean is
then

(40)
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The autocorrelation in discrete time units s (multiples of
T,) was found to be

S i; B? ifs=0
RdA[S] = E[DAODAX] = { ka 2
e <i§1 3,.> ifs # 0.
(41)

Combining (38) and (39), and substituting in (36), results
in

LA
R, [0] {1 if |7] < Tp
Tr

0 if otherwise.

Ry(7) = (42)

Similarly, combining (40), (41), and substituting in (37),
results in
|7]

-— | if|7] < T4
TA> (43)

if otherwise.

Substituting (35), (42), and (43) in (31), (32), (33), and
(34) results in the following autocorrelations.
Case la) Hopping Filters—Amplitude

Scrambling (Tr < T,4):

RdA [0] <1

RdA(T) =

(Addition)

7]

RdF[O] Rm[o] <1 - TF>(RP(T))

|7]
+ R,,A[0]<l - TA>

R —
=(7) it |7] = Tr
7y
R,[0] (1 — if Ty < |7| < T4
T,
0 if |7| = T,
(44)
Case 1b) Hopping Filters—Amplitude (Addition)

Scrambling (Tr = T4):

Rdr[o] Rm[O] <1 - _I’;_F|> (RP(T)) + R(]A[O]

. 1—m if|7| < T,
T, -

RL/F[O] Rm[o] <1 - I—;_Fl>(RI’(T))

if T, < |7] < T

R.(r) =

0 if |7] = T
(45)

Case 2a) Hopping Filters—Amplitude (Multiplication)

Scrambling (Tr < T,):
Ly I
Tr T,

Tr
Ty

RdF[O] Rtl.4[0] R,,,[O] <1

“(R,(7)) if|7]
0 if | 7|

R.(7) =

IA

v

(46)
Case 2b) Hopping Filters—Amplitude (Multiplication)

Scrambling (Tr = T4):
kotol Ragol riol(1 - )1 - )
‘ Tk T,

R::(T) = .
“(R,(7)) if |[7] < T,
0 if 7| = T,
(47)
Case 3) Hopping Filters:
7]
RdF[O] Rm[O]<1 - TF) (Rp(T))
R.(7) = ,
if |[7] < Tr (48)
0  if otherwise.
Case 4) Amplitude (Multiplication) Scrambling:
7]
RdA[O] Rm[o] 1 - T (RP(T))
p
R.(7) = if 7| < T, (49)

0 if otherwise.

The third objective of this part of the paper is to find
the power spectral density of the scrambled signal in each
case. This is carried out so as to examine how close the
power spectral density of the scrambled signal in each case
is to the power spectral density of white noise, which is

Su(f) =2 (0)
[5], which is the Fourier transform of the autocorrelation
noise is independent of frequency. A similar power spec-
tral density would be ideal for the scrambled signal at the
output of a scrambling algorithm, since it would hide the
frequency characteristics of the input signal, as well as
any frequency domain manipulations performed on this
input. The cryptanalyst would see all frequency compo-
nents as equal (in terms of power) all the time. In general,
the power spectral density is defined as

+ oo

5. = | Ranerar

[5], which is the Fourier transform of the autocorrelation
R..(7). In this particular situation, let T, be such that

(s51)
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R_.(7) is nonzero for | 7| < T, and zero otherwise. Then

T,
S;:(f) = S—T R:z(T)ef-n"fT dr.

Replacing e /*™" by (cos 27fr — j sin 2xf7), and noting
that the autocorrelation is an even function (i.e., R..(7)
= Rz:( "T)), then
Ty
S.(f)=2 So R_.(7) cos 2xf7 dr, (52)
where T, = Ty or T, accordingly. Substituting the various
autocorrelation functions (44)-(49) for R..(7) in (52) re-
sults in the functions (53)-(58), respectively, as shown
below, which are the power spectral densities of the
scrambled signals at the output of each scrambling algo-
rithm, having speech m(7) as input.
Case la) Hopping Filters—Amplitude
Scrambling (Tp < T,):

S:z(f) =2 S <Rdr‘[0] Rm[O]<l - g)(Rp(T))

0 F

(Addition)

+ R,,[0] <1 - |%J))(cos 27fr) dr

Ts
+2 LF R, [0] <l - I%J—)(cos 2wfr) dr.

(53)

Cuse 1b) Hopping Filters—Amplitude (Addition)

Scrambling (Tr = T,):

Szz(f) =2 SO <RIIF[0] Rm[O] <1 - l7:—1>(Rp(7.))
+ R,,A[()](l - g))(cos 2xfr) dr

+2 STF R,[0] R,,,[O]<1 - ¥>

* (R,(7))(cos 27f7) dr. (54)

Case 2a) Hopping Filters—Amplitude (Multiplication)
Scrambling (Tr < T,):

2 SO Rdf[O] RLIA[O] R'"[O] <1 - ITTF|><] - J—;:‘>

* (R,(7))(cos 2xfr) dr. (55)

Case 2b) Hopping Filters—Amplitude (Multiplication)
Scrambling (Tp = T,):

5.00)=2 | Rul0] Ry [0] Rm[o1<1 - %)

. <1 - |_77:A">(RI,(T))(COS 27fr) dr. (56)

Case 3) Hopping Filters:

S"(f) =2 SO Rclr[O] Rm[O]<l - |—77:F|_>

* (R,(7))(cos 2xfr) dr. (57)
Case 4) Amplitude (Multiplication) Scrambling:
" i
Szz =2 S Rd,q[o] Rm[O] ==
0 TF
* (R,(7))(cos 2mf7) dr. (58)

Having the functions for the autocorrelations and power
spectral densities of the outputs of the various scrambling
algorithms, a program was written to compute the points
necessary to plot these functions. In plotting the autocor-
relation and power spectral density of the outputs of the
various one-dimensional and two-dimensional algo-
rithms, the objective is to find the best algorithm and the
best possible combination of number of PAM levels for
the PAM process(es) in this algorithm. The criteria in this
case defining the best algorithm are, as mentioned previ-
ously, that the autocorrelation and power spectral density
of its output scrambled signal resemble those of white
noise.

The first comparison is carried out between the two two-
dimensional algorithms. To simplify this comparison, let
A;and A, as a pair (A;, A;) denote the number of levels in
each of the seven identical PAM processes of the hopping
filters algorithm, and the number of levels in the single
PAM process of the amplitude scrambling algorithm, re-
spectively. Since the number of levels of a particular PAM
process can range from 2 to 16, the two two-dimensional
algorithms are compared for the four extreme cases of (\;,
N\) =1(2,2),(2,16), (16, 2), and (16, 16) as shown
in Figs. 8-11, respectively, while keeping the actual val-
ues of the levels in each case the same between the two
algorithms. Furthermore, the autocorrelation functions are
normalized by the average power of the output scrambed
signals, and the power spectral density functions are nor-
malized by the power spectral densities at f = 0, in each
case accordingly. As a result, it is found that in all of the
four cases outlined above, the statistics of the hopping
filters amplitude (multiplication) scrambling algorithm
approximate those of white noise more closely than do the
statistics of the hopping filters amplitude (addition)
scrambling algorithm. In fact, the same thing is found to
apply irrespective of the actual PAM levels used in each
case. The hopping filters amplitude (multiplication)
scrambling algorithm is thus chosen as the better of the
two two-dimensional algorithms compared.

Next, the various possible combinations of the number
of levels for the better of the two two-dimensional algo-
rithms chosen above are compared. Keeping the number
of levels in the PAM processes of the hopping filters al-
gorithm constant, while varying the levels of the ampli-
tude scrambling PAM process, results in the plots of Figs.
12-15. In any case, it is seen that the autocorrelation and
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Fig. 9. Comparison of the two-dimensional algorithms using (2, 16). (a)  Fig. 11. Comparison of the two-dimensional algorithms using (16, 16).
Autocorrelation. (b) Power spectral density. (a) Autocorrelation. (b) Power spectral density.



GONIOTAKIS AND ELHAKEEM: ANALOG SPEECH PRIVACY/SCRAMBLING DEVICE

1 T T T
0.8 T
Roy(r) 0.6 :F-m\ls 52,2; 7
F-AMS (2,4
R;;(0) / HF-AMS (2,8) @
0.4 /HF-AMS (2,16) 7]
0.2 T
0 1 1
0 1 2 3 4
L
TC
l T T T
0.8 7]
HF-AMS (2,2)
i — HF-AMS (2,4)
- 0.6 /HF-AMS(?,S) T
2(1) /HF—AMS (2,16) (b)
S,2(0) 1
0.4 7
0.2 7]
o 1 L 1
0 1000 2000 3000 4000

FREQUENCY (Hz)

Fig. 12. Hopping filters—amplitude (multiplication) scrambling using (2,
2),(2,4),(2, 8),(2, 16). (a) Autocorrelation. (b) Power spectral den-
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Fig. 13. Hopping filters—amplitude (multiplication) scrambling using (4,
2), (4,4), (4, 8), (4, 16). (a) Autocorrelation. (b) Power spectral den-

sity.

1 T T T
0.8 h
n HF-AMS (8,16) 4
0.6 HF-AMS (8,8)
HF-AMS (8,4)
Ry (1) B /HF-AMS 82 -
R,,(0) 0.4 / (8.2)
0.2 7
0
- o . 2 1 L Il
0 1 2 3 4
L
T,
1.2 T T T
1 «——— HF-AMS (8,16) b
HF-AMS (8.8)
0.8l "/HF-AMS (8,4) —~
. HF-AMS (8,2)
S,,(f) R
S;,(0) 0.6
0.4
0.2
o 1 L

1000 2000 4000

FREQUENCY (Hz)

3000

793

(a)

(b)

Fig. 14. Hopping filters—amplitude (multiplication) scrambling using (8,
2),(8,4),(8,8), (8, 16). (a) Autocorrelation. (b) Power spectral den-

sity.
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2), (16, 4), (16, 8), (16, 16). (a) Autocorrelation. (b) Power spectral

density.



794 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 8, NO. 5, JUNE 1990

BEST (2.2)

(2.4)
(4,2)
(2,8)
(8.2) (44
(2,16) (4.8)
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(8.16)
(16,8)
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Fig. 16. Combinations resulting in best to worst statistics.

power spectral density of the output scrambled signal de-
viate more and more from those of white noise, as the
number of levels of the amplitude scrambling PAM pro-
cess increase from 2 to 16. Furthermore, this two-dimen-
sional algorithm is such that the plots of (X;, \;) are iden-
tical to those of (N;, \;). As a result, keeping the number
of levels of the amplitude scrambling PAM process con-
stant, and varying the number of levels in the seven iden-
tical PAM processes of the hopping filters algorithm from
2 to 16, results in the statistics of the output scrambled
signal deviating more and more from those of white noise.

The above results, concerning the two-dimensional
hopping filters amplitude (multiplication) scrambling al-
gorithm can be summarized by a directed graph (Fig. 16),
where each combination is a node, and each directed edge
joins two combinations pointing in the direction of the
worst combination (i.e., combination which results in sta-
tistics furthest from those of white noise). From the di-
rected graph, it is seen that the statistics of the combina-
tions (2, 16) or (16, 2) and (4, 4) have to be further
compared, and the statistics of the combinations (4, 16)
or (16, 4) and (8, 8) have to be further compared. These
comparisons are shown in Figs. 17 and 18, respectively.
As a result, two more edges are added to the directed
graph of Fig. 16, and redundant edges are removed re-
sulting in the directed graph of Fig. 19. This shows all
the possible distinct combinations for the number of lev-
els of the PAM processes in the hopping filters amplitude
(multiplication) scrambling algorithm, in the direction
from best to worst, as governed by how the statistics of
each compares to those of white noise.

Another arrangement of the possible combinations of
Fig. 19 is from best to worst, with respect to the number
of combined possibilities of hopping filters and amplitude
scrambling levels (i.e., the more the better from the point
of view of the designer), as shown in Fig. 20. Consider-
ing both of these arrangements, the only combinations
which are among the top (half) best are (16, 2) and (8,
2). Since (16, 2) is statistically identical to (2, 16), (8,
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.
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T
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0.8 -
HF-AMS (4,4)
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S'I.Z(r) (b)
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0
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Fig. 17. Hopping filters—amplitude (multiplication) scrambling using (2,
16), (16, 2), (4, 4). (a) Autocorrelation. (b) Power spectral density.
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Fig. 18. Hopping filters—amplitude (multiplication) scrambling using (4,
16), (16, 4), (8, 8). (a) Autocorrelation. (b) Power spectral density.
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Fig. 19. Strictly directed graph of best to worst statistics.

BEST (16,16) (16.8) H (16,4) '—>

(8.2) (8.4) H (8.8)

(1.16) (4,8) (4,4) (4,2)
WORST (2,2)H (2,4) (2,8) (2.16)

Fig. 20. Best to worst number of combined possibilities.

2) is statistically identical to (2, 8), and from Fig. 12 it
is seen that the combinations (2, 16) and (2, 8) are sta-
tistically very close, then (16, 2) and (8, 2) are also con-
sidered statistically very close. Furthermore, since the
combination (16, 2) provides more hopping filter possi-
bilities, this is chosen as the best compromise combina-
tion of number of levels to define the two-dimensional
algorithm already chosen.

In comparing the two one-dimensional algorithms (Fig.
21), it is seen that these are statistically identical. On the
other hand, the hopping filters algorithm provides more
possible hopping filters than the amplitude (multiplica-
tion) scrambling algorithm provides possible levels, for
all cases of 2, 4, 8, and 16 PAM process levels. As a
result, the hopping filters algorithm is chosen as the best
one-dimensional algorithm. For this algorithm, it is seen
(Fig. 21) that the smaller the number of PAM levels, the
better the statistics of its output scrambled signal. On the
other hand, it is known that the larger the number of PAM
levels, the more the available hopping filters.

Finally, in comparing the hopping filters amplitude
(multiplication) scrambling algorithm using the previ-
ously chosen combination (16, 2), with the hopping fil-
ters algorithm alone using any possible number of PAM
levels, it is seen that the two-dimensional algorithm has
better statistics than the best statistics possible (i.e., 2
PAM levels), with the hopping filters algorithm alone, as
shown in Fig. 22. Furthermore, the two-dimensional al-
gorithm with the chosen combination provides more com-
bined possibilities of hopping filters, and amplitude
scrambling levels, than the one-dimensional algorithm
provides hopping filters with the maximum number of
possible PAM levels (i.e., 16). As a result, the two-di-
mensional algorithm involving hopping filters with 16
PAM levels, and amplitude (multiplication) scrambling
with 2 PAM levels, is found to be the best algorithm from
those examined, providing a compromise between the de-
sired statistics of its output scrambled signal, and the
maximum number of possible hopping filters and ampli-
tude scrambling level combinations. This algorithm is thus
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Fig. 21. Comparison of the one-dimensional algorithms using (2), (4),
(8), (16). (a) Autocorrelation. (b) Power spectral density.
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used as the basis of the secure device to be proposed in
the next section.

IV. HARDWARE DESIGN OF A VOICE SECURE DEVICE

The secure device proposed is one that will allow voice
from a speaker (in analog form) to be scrambled before
entering the telephone transmitter or the IF stage of an RF
module, and conversely, voice coming from the telephone
receiver (in analog form) to be descrambled before reach-
ing the listener as shown in Fig. 23. This device will have
both a normal mode and a secure mode, with the choice
between the two given to the user through a manual switch
located on the device. A conversation between two users
is always initiated in normal mode. The two users select
a priori two pairs of secret keys (one pair for transmission
and one pair for reception) for one device, and the alter-
nate combination of pairs of keys for the other device,
such that the combination of two pairs of keys is unique
for the combination of two users involved in the com-
munication process.

The entire device (Fig. 24) consists of a transmitter unit
and a receiver unit. Each such unit is further divided into
three sections.

The first section consists of the scrambling and de-
scrambling secure algorithms for the transmitter unit and
receiver unit, respectively. The scrambling secure algo-
rithm is the two-dimensional algorithm chosen in Section
III. It consists of a hopping filters algorithm cascaded with
an amplitude (multiplication) scrambling algorithm. Each
of the seven PAM processes in the hopping filters algo-
rithm has 16 levels resulting in 167 (or 268 435 456) pos-
sible hopped filters. This algorithm manipulates the in-
coming speech signal in the frequency domain, by passing
this signal through | out of 268 435 456 hopped filters for
a duration of 47, = 1.25 ms, before possibly hopping to
another filter. The resulting signal is then fed into an am-
plitude scrambling algorithm, which multiplies the in-
coming signal by 1 of 2 levels for a duration of T, =
0.3125 ms, before possibly switching to the other level.
The output of this algorithm constitutes the final output
of the two-dimensional algorithm, which is the original
input speech signal with its amplitude manipulated in both
the frequency domain and time domain, thus scrambled.
The descrambling secure algorithm is similar to the two-
dimensional scrambling secure algorithm, with the excep-
tion that the order of the hopping filters and amplitude
scrambling algorithms is reversed. Furthermore, in this
case, the amplitude scrambling algorithm employs the in-
verse of multiplication, or division.

The second section consists of two arrays of 8 indepen-
dent code generators (one array for each transmitter, and
one array for each receiver unit of the device). These gen-
erators generate a pseudorandom secret code for each of
the 8 PAM processes, respectively, of the two-dimen-
sional scrambling and descrambling secure algorithms.
Each individual generator (Fig. 25) is a multilayer feed-
forward generator as proposed in [7]. Basically, it con-
sists of an eight-stage linear feedback shift register

SPEAKER [ SCRAMBLER P TRANSMITTER

NETWORK

LISTENER DESCRAMBLER < RECEIVER le|

Fig. 23. Secure speech communication environment.
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Fig. 24. Block diagram of a secure device.

(LFSR), the taps of which are chosen so that its output
sequence is a maximum length sequence of length L = 2*
— 1 (= 255). The output of the LFSR is then fed into a
shift register, which is tapped at certain positions to pro-
vide input to a stage of nonlinear logic, the output of
which is fed into another shift register, and so on. There
are alternately three shift registers and three stages of
nonlinear logic needed, as a result of the 8 stages of the
LFSR. It is imperative that there is at least a 2-input mul-
tiplier in each of the three nonlinear logic stages, such that
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Fig. 25. Sample of a secure secret code generator.

the spans of these multipliers are 1, 2, and 4, for the first,
second, and third nonlinear logic stages, respectively.
From [7], it is known that this particular scheme increases
the linear complexity or, more practically, the number of
simultaneous equations that the cryptanalyst would need
to solve, in order to find the configuration of one or more
linear feedback shift registers, which would generate the
same sequence as a particular multilayer feedforward gen-
erator. This increase in linear complexity goes from 8
(using only the basic LFSR) to 255 (using the multilayer
feedforward generator). Furthermore, although the linear
complexity of 255 can also be achieved by putting a two-
input multiplier of span 1 at every layer, this would re-
quire a total of 7 layers as opposed to 3. The serial outputs
of the first seven code generators are fed through 7 S/P
converters of length 4, respectively. This accumulation of
4 bits is needed to choose among the 16 PAM levels of
each of the 7 PAM processes. The output of the last code
generator is fed as such to the amplitude scrambling PAM
process it controls, since this process has only 2 levels,
and thus requires only 1 bit to choose between these lev-
els. This output through a 2-bit S/P converter is also used
as control in the third section of this device. The set of
code generators in the transmitter unit of one device, and
the set of code generators in the receiver unit of another
device communicating with the former, operate synchro-
nously with a time delay between them. Each set of 8
generators on the alternate units of two secure devices
make use of the same pair of 64-bit keys. The one key of
the pair is used to set the 64 taps of the 8 combined 8-stage
generators in each set, while the second key of the pair is
used to initiate the eight combined code generators in each
set.

The third section consists of the timing and synchroniz-
ation circuitry needed to keep the operation of each re-
ceiver unit synchronized with the operation of each trans-
mitter unit, on opposite secure devices. The successful

TRANSMITTED
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Fig. 26. Timing circuit in the transmitter unit.

communication of these two devices depends heavily on
whether the secret code bit(s), which manipulate(s) the
secure scrambling algorithm of one device at a particular
instance in time, are exactly the same as the secret code
bit(s), which manipulate(s) the secure descrambling al-
gorithm of the other device a certain number of time units
later, the time difference being due to processing delays
and the delay for the signal to travel through the com-
munications channel.

As shown in Fig. 26, the part of the third section which
controls the timing in the transmitter unit consists of a
subtractor, a 4 X 1 multiplexer, an oscillator, a main
timer, a one-frame timer, two analog switches, and two
manual switches. Part of this section manipulates the al-
ready scrambed signal, resulting from the scrambling al-
gorithm, by subtracting from it one of four possible bi-
nary signals of various frequencies produced by the main
timer. The frequencies of these signals are multiples of
two from each other, and the choice between them is con-
trolled through the 4 X 1 multiplexer, using two bits from
an S/P converter of length 2 at the output of the code
generator operating the amplitude scrambling PAM pro-
cess. The first manual switch allows (through the second
analog switch) the choice between the source analog sig-
nal, when the select is low, or its scrambled version when
the select is high, to pass to the receiver. The second man-
ual switch is pressed at the beginning, once an ordinary
telephone circuit connection has been established between
the two communicating parties. When pressed, it acts as
a clock to the latch, whose input is wired high, and thus
latches a high which selects the oscillator output through
the first analog switch. The latched high disables the op-
eration of the first manual switch through the OR gate,
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Fig. 27. Synchronization circuit in the receiver unit.

and selects the output of the first analog switch, which is
the oscillator output in this case, to pass through the sec-
ond analog switch as output of the transmitter unit, thus
resulting in the transmission of a (SYNC) clock to the
receiver. When pressed, the second manual switch also
sends a pulse to the one-frame timer, which in turn pro-
duces an end-of-frame pulse after 160 ms. The latter pulse
resets the latch to low, thus choosing to pass the scram-
bled analog signal through the first analog switch, and
stopping the oscillator signal from being sent to the output
of the transmitter unit after 160 ms. Furthermore, reset-
ting the latch to low enables the first manual switch once
again. From this point on, the first analog switch will re-
main with its select low until the manual switch is pressed
once again. The end-of-frame pulse, besides resetting the
latch, loads through a sync delay the initial 64-bit key on
the 8 code generators, and starts or restarts the main timer.
The oscillator output from the transmitter unit tells the
receiver unit on the opposite secure device when to load
its initial 64-bit key on its 8 code generators, and when
to start or restart its main timer, so that both units on op-
posite devices are synchronized.

As shown in Fig. 27, the part of the third section which
controls the timing and synchronization in the receiver unit
mainly consists of an adder, a 4 X 1 multiplexer, a main
timer, an oscillator, one manual and one analog switch, a
bandpass filter, and an envelope detector. The manual
switch is used to control the analog switch, in choosing
between the scrambled signal, and descrambled signal to
appear at the output of the receiver unit. Part of this sec-
tion performs the descrambling procedure, corresponding
to the scrambling procedure performed by the correspond-
ing section in the transmitter unit. The rest of this section

provides the synchronization for the receiver unit, by ob-
taining the oscillator output from the transmitter unit of
the opposite device, bandpass filtering it at 3200 Hz, and
passing it through an envelope detector and sync delay.
This is then used to load the initial 64-bit key on the 8
code generators at the receiver, and start or restart the
main timer (controller). Since the oscillator output from
the transmitter unit of each device needs to be sent to the
receiver unit of the opposite device, through the analog
channel (i.e., speech band), it has to be restricted to the
highest allowable possible frequency in the speech band
which is 3200 Hz. Thus, the maximum frequency in either
transmitter or receiver unit is bounded at 3200 Hz by the
frequency of the oscillator.

The main timer in both transmitter and receiver units
provides the basic clock 7. = 0.3125 ms (resulting from
the maximum allowable frequency 3200 Hz) to operate
the code generator. It also provides the clock of 27, =
0.6250 ms and 47, = 1.25 ms used to control the 2-bit
and 4-bit S/P converters for the selection of timing signals
in the third section of the device, and the selection of hop-
ping filters in the first section of the device, respectively.

V. CONCLUSION

The security of various analog scrambling algorithms
has been evaluated based on how statistically uncorrelated
the output of each scrambling algorithm was to the input,
and furthermore, on the degree to which the statistics of
the output of each scrambling algorithm resembled those
of white noise.

As a result, a new hybrid hopping filters/random am-
plitude (mulitiplication) scrambling algorithm was chosen
as most secure. The security of this algorithm is valid un-
der the constraint that all of its 8 PAM processes have
zero mean. Under this constraint, it was found that the
input and output of the algorithm are totally statistically
uncorrelated. This constraint implies that the seven PAM
processes of the hopping filters portion of this algorithm
should be such that for every PAM level in a particular
process, the additive inverse of that level should exist
within the same process, and the multiplicative inverse of
that level should exist within the corresponding descram-
bling PAM process. The actual values of these levels is
not important.

Furthermore, it was found that this algorithm is best
operated with 268 435 456 possible hopped filters and 2
possible levels for amplitude scrambling. This operation
provides a compromise between the maximum possible
security against an exhaustive attack (i.e., needing the
most combinations of hopping filters and amplitude
scrambling levels possible), and the maximum possible
security against a direct statistical attack on the output of
the algorithm (i.e., needing the lowest residual intelligi-
bility). The latter is the result of a faster hopping rate
between filters and between amplitude scrambling levels
making the statistics of the output of the algorithm resem-
ble those of white noise, which is totally unintelligible.

The two-dimensional algorithm resulting from the se-
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curity evaluation as most secure, and operated as neces-
sary, was used as the basis of a new proposed speech pri-
vacy/scrambling device, which scrambles and corre-
spondingly descrambles speech signals in analog form.
Furthermore, it uses the analog channel (i.e., a small part
at the end of the speech band) so as to synchronize the
descrambling receiver unit at one end of the channel with
the scrambling transmitter unit at the other end.

A simplified prototype of the above algorithm was built
and is currently tested. Phase linearity of the hopping fil-
ters, which is difficult to maintain, had some effect on the
scrambled voice quality. Maintaining this phase linearity
for all hopping filters is a challenging problem theoreti-
cally, and practically worth looking at.
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Acquisition Time Distribution for Spread-Spectrum
Receivers
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Abstract—This paper analyzes serial search spread-spectrum code
acquisition. A modified flow graph is presented which permits the use
of a generalized lock strategy and allows the false alarm time to be
treated as a random variable. The distribution of acquisition time is
obtained directly by using an extended generalization of Bernoulli
trials. Compared to recent work which uses a fixed penalty false alarm
time, the analysis is more general and requires fewer assumptions and
approximations. The analysis is suitable for both single dwell and mul-
tidwell systems. Examples have been presented which show the effect
on the acquisition time distribution of sequence length and normalized
detection threshold.

I. INTRODUCTION

N spread-spectrum communication systems, direct-se-

quence modulation is commonly used. To despread the
received pseudonoise (PN) code, the direct-sequence
spread-spectrum receiver generates a local replica of the
PN code which is synchronized to the received PN code.
The synchronization process operates in two modes:
search mode and lock mode. When transmission is first
received, the search mode brings the two PN codes into
a coarse alignment. Once the system declares the coarse
alignment found, the system enters the lock mode where
the fine synchronization is achieved and maintained by
code-tracking loops. Loss of synchronization is moni-
tored by checking the condition of coarse alignment.
Search mode will be reentered if this check fails repeat-
edly. The transition between search mode and lock mode
is logically controlled by the receiver’s search/lock (SL)
strategy. To describe the operation in more detail, a typ-
ical search/lock strategy [1] is used as an example and
illustrated in Fig. 1.

When a cell is tested in search mode and the integrate-
and-dump output fails to exceed the detection threshold,
the cell is rejected and the next cell is searched. On the
other hand, the cell is accepted and retested if the inte-
grate-and-dump output exceeds the detection threshold. If
the second test (hit verification) is accepted, the system
enters the lock mode. If the second test is a failure, the
cell is dismissed as being incorrect and search continues
at the next cell. After the lock mode has been entered, the
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Fig. 1. An example of search/verification/lock strategy [1].

system maintains the alignment. The system returns to
search mode if three successive misses occur. To obtain
rapid acquisition and robust true lock, the dwell time in
the search mode (7T},) is shorter than the dwell time in
the hit verification (T,,) and the dwell time in lock mode
(Ty3). In practice [1]-[3], T,; could be the same as T,.
The time period of T}, is called ‘‘verification/lock’’ time
in this paper. The presence of a verification mode is usu-
ally termed as ‘‘multidwell-time detectors’’ as compared
to ‘‘single-dwell-time detectors’> which do not have a
verification state [4]-[6]. For convenience, the search/
lock (SL) strategy is redefined as the search/verification/
lock (SVL) strategy in this paper to differentiate search
and hit verification.

This paper evaluates the acquisition performance of di-
rect-sequence spread-spectrum receiver with fixed dwell
times and straight-serial-search strategies. The results of
the paper may be extended to other search strategies, such
as Z search and expanding-window search, which share
the serial feature [2], [4], [7]. The acquisition perfor-
mance is measured by the acquisition time (T4¢¢), which
is defined as the time from starting of the search to finding
of a correct code phase and then ending of the search. In
the example shown in Fig. 1, the minimum value of T4¢(
is T;; + T,,, which occurs when search starts at the cor-
rect cell position and two successive tests are accepted.
Acquisition time is a random variable which depends on

0733-8716/90/0600-0800$01.00 © 1990 IEEE
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the starting position, the number of false alarms, and the
number of times the true code phase is missed. The dis-
tribution of the acquisition time is developed in this pa-
per.

Although the mean and variance of the acquisition time
may provide a description of the acquisition process [1],
[81, [9], a complete evaluation of the acquisition perfor-
mance must utilize the probability distribution of the ac-
quisition time. Some example distributions are shown at
the end of the paper. For communication systems where
catastrophe occurs when synchronization delay exceeds a
certain value, the failure probability can be determined
from the distribution.

Two approaches have been previously used to obtain
statistics of a random time variable: time-domain tech-
niques and transform-domain techniques. The flow graph
(or characteristic function) technique, which was sug-
gested by Holmes and Chen [1] and unified by Hopkins
[10], Polydoros and Weber [4], is a transform-domain
technique. When transform-domain techniques are used
to obtain the distribution of the acquisition time, the In-
verse Fourier Transform is generally required and only
the numerical solution for a specific problem is provided.
Combining the idea of algebraic characterization of the
search with the transform-domain methods, a ‘‘direct’’
approach to obtain statistics of the acquisition time was
recently presented by Jovanovic (2], [7]. He used the bi-
nomial approximation to the distribution of the partial ac-
quisition time, instead of the Gaussian approximation used
previously [11], [12]. In the previous works mentioned
above, false alarm time was treated as a fixed penaity ™’
time and some approximations were necessary in the cal-
culation of T,¢p.

In this paper, the probability density function of acqui-
sition time is obtained directly by using an extended gen-
eralization of Bernoulli trails. After the distribution is de-
termined, the generating function (the discrete form of the
characteristic function) is used to determine the mean and
variance of the acquisition time. Even though the distri-
bution will be directly developed, a modified flow graph
is still used to illustrate the acquisition process and to help
the analysis. Compared to the traditional flow graph tech-
niques [1], [3], [8], our modified flow graph has two fea-
tures: 1) a random variable x is introduced to present the
starting cell position of the acquisition process and 2) a
variety of different verification/lock (VL) strategies can
be accommodated by introducing the concept of a *‘detour
process.”” Throughout this paper, false alarm time is
treated as a random variable instead of the fixed “‘pen-
alty’” time used previously. A random false alarm time is
closer to reality and provides a possibility to precisely
evaluate the effect of VL strategies to the acquisition time.

II. FLow GRAPH
In previous works [1], [3], [8]-[10], a Markov chain
model was used to describe the acquisition process and
the model is represented by a generating function flow
graph. A simplified flow graph is used in this paper to
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characterize the Markov chain model. A uniformly dis-
tributed random variable x is introduced to represent the
starting cell position of the acquisition process for straight-
serial-search strategy. When no prior information about
the position of the correct cell is available, this assump-
tion is reasonable. For the SVL strategy mentioned above,
a simplified flow graph is shown in Fig. 2.

In the flow graph, g denotes the number of possible code
alignments and equals the number of cells to be tested in
the serial search. The full code search time (7,) is 7.
During ¢ possible alignment positions, there must be one
true code phase position (designated by x = 0) and (¢ —
1) positions at which the true code phase is not present
and a false sync (false alarm) may occur. In the search
mode, the false code phase may be accepted with proba-
bility Pr, or rejected with probability 1 — Pg,. In the hit
verification and lock states, the false sync (false alarm)
may be maintained with probability Pr, or rejected with
1 — Pr,. When the correct cell is tested in search mode,
the true code phase is accepted with probability Pp, and
accepted in hit verification with probability Pp,. The true
code phase may be rejected with probability 1 — Pp, or
fail verification with probability 1 — Pp,, in which case
the search process continues from the cell position fur-
thest from the next true code phase position (x = g — 1).
The probabilities Pr;, Pr,, Ppy, and Pp, may be calcu-
lated in terms of system parameters [1]. In the acquisition
process flow graph, decisions are made after delay 7, and
T, which are indicated by z™' and 2%, respectively. For
the straight-serial-search strategy, the starting state is de-
fined to be a random scarch state x, which is uniformly
distributed from O to ¢ — 1, while the absorbing state is
defined to be the true lock state in Fig. 2.

At each of (g — 1) incorrect cell positions shown in
Fig. 2. a false sync (or false alarm) may occur. In the flow
graph, the false sync process is represented by a detour
which is defined as a transition from a search mode cell
position to one or more false sync states followed by a
subsequent return to search mode at the next cell position.
The detour process may include both hit verification and
lock phases. Each detour is represented by subgraph start-
ing at state 1 and exiting to state S in Fig. 2. The detour
process is independent of the search process. The detour
time, which is a component of the acquisition time, is
defined to be the time from the incorrect acceptance of a
false code phase through the failed verification and finally
back to the search mode. Once the system enters a detour,
false sync may be maintained for a random number of 7,
times before returning to search. Designating the random
number by m, the detour time is represented as

TDE=de2’ m=1,2,"'. (1)
For a number of search/verification/lock strategies [2],
[81, [9], the detour process may be fully characterized by
the random variable m. The distribution, mean, and vari-
ance of m, designated by P(m), m, and Var (m), may be
developed independently of the search process for a given
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Fig. 3. Modified flow graph for acquisition process.

verification/lock strategy. This problem will be studied in
Section IV.

Several different SVL strategies are currently used or
have been proposed [3], [8]. These SVL strategies differ
only in hit verification and lock strategy (VL). The anal-
ysis of the acquisition process is expected to accommo-
date a variety of different VL strategies. To handle this
problem, no specific VL strategy is assumed and the dis-
tribution of the acquisition time will be developed in terms
of a general detour time distribution P(m). 1t is assumed
that P(m), m, and Var (m) are known in the development
of the acquisition performance. The resulting equations
of acquisition time will be suitable for any VL strategy as
long as the statistical characteristic of the detour time can
be derived for that strategy.

Based on this idea, a modified flow graph of acquisition
process is developed as shown in Fig. 3. A “*white’’ box,

which is characterized by P(m), represents a detour pro-
cess. The branches labeled P(m) z™'* indicate that the
detour time of m T, delay occurs with probability P (m).

III. THE AcQuisITION TIME DISTRIBUTION

During the acquisition process, the system will spend
(x + 1) dwell times in search plus a random number (ny)
of verification/lock times in detour processes plus a ran-
dom number (n,) of full code search times which result
from the true code phase being skipped. Consequently,
the acquisition time is represented as: for single-dwell
systems,

TACQ = n27;12 + anq + (x + I)le, (23)
and for multidwell systems,
TACQ = (n2 + I)Td?_ + anq + ()C + I)Ttll: (2b)
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where
n,=20,1,2, -,
ng=0,1,2,---
x=0,1,2,---,q — L

Define P(n,, n,, x) to be the joint probability function
for ny, n,, and x. Because the acquisition time, Tycp. takes
on discrete values depending on the combination of n,,
n,, and x in (2), the probability distribution at T,cp will
be known if P(n,, n,, x) is found.

Since the density function of x is assumed to be uniform
and equal to 1/q, the joint probability function may be
expressed in terms of the conditional probability function
P[(ny, n,) | x] as

P(ny, ny x) = P[(ny, ny) | x] c11 (3)

The search process can be considered as three subpro-
cesses: the first one, with probability P(n, | x), starts at
position x and ends at x = 0; while the second one, with
probability Q(n,. n,), starts at x = 0 and ends at x = 0
(the correct cell position) after n, rejections of the true
code phase; and the third one starts at x = 0 and ends at
the true lock state. Corresponding to the first subprocess,
the conditional probability function of n, verification/lock
time slips starting at position x and reaching the first code
phase position is defined as P(n, | x). In the second sub-
process, the probability of n, verification time slips oc-
curring in the second subprocess with n, rejections of the
true code phase is defined as Q(n,, n,). The third sub-
process is simply given by the transition probability
Pp, Pp, and a fixed delay (T, + T,,). This has been con-
sidered in the basic expression (2a) and (2b). The num-
ber of verification/lock time slips in the whole acquisition
process is the sum of the verification/lock time slips re-
sulting from both first two independent subprocesses. The
probability function P(n,, n, | x) can therefore be calcu-
lated by using a discrete convolution as

P[(Vlz, ”q) |x] = P(n, |x) ® Q(n,, ”q)PDIPm- (4)

The probability function P(n, | x) is now developed.
The development here is based on a common feature of
the serial-search techniques, namely, they do not account
for any additional information gathered during the past
search time, and thus the tests in different cells are inde-
pendent [3]. The probability is expressed in terms of the
conditional probability, designated by R[n, | k, P(m)],
of n, verification/lock time slips given that k detours oc-
cur in the first subprocess. For a known detour time dis-
tribution, P(m), and given k detours, the probability
R[n, | k, P(m)] may be developed by using an extended
generalization of Bernoulli trails. Each detour is a trial
whose outcome can be partitioned into an infinite number
of events designated at Ay, Ay, = = * , A, * - , with prob-
abilities of occurrence P(1), P(2), -+ - , P(m), - - -,
which sum to unity.
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If the number of detours with m verification/lock time
slips is designated by /,, the number of time that each
event occurs in k detours is given by the series /i, [,

-, 1, -+, and the total number of detours is thus
k £Z_, 1,,. The number of verification/lock time slips in
a detour is given by m, and thus the total number of slips
is equal to the sum of the series 1/, 2L, - -, ml,,,
-, which is given by n, = I,/ ml,,.

For a particular set of /,,’s which satisfies the above two
summations, the probability of observing n, verification/
lock time slips equals

k!

[]!12! ct T [m! *

—P(1)" P(2)" - P(m)"

For given values of n, and k, f designates all sets of L,’s
which satisfy the previous two summations. Thus, the
probability of observing n, verification time slips with k
detours is the sum of the probability for all sets which
satisfy the constraint f resulting in

k!
Z .
f ll!ll!".l"'

me

R[n, /k, P(m)] =

Im ..

(5)

For illustration, the conditional probability R[n |k,
P(m)] is shown in Table I for a number of values of n,
and k. An example of n, = 7 and k = 3 is given in [13].

Finally, the conditional probability of n, verification/
lock time slips during a search process given starting po-
sition x and reaching position O (true code phase posi-
tion), P(n, | x), can be determined. To develop P(n, | x),
the conditional probabilities R[n, | k, P(m)] must be
weighted by the probability of k detours occurring during
the first subprocess and summed over all kK < x. For any
synchronization path starting at position x and including
k detours, the probability of k detours, occurring at any
particular set of k cell positions (out of a possible x po-
sitions) is (1 — Pr,)* “P},. Since the k cell positions
can be chosen in (;) different distinguishable ways, the
required probability function P(n, | x) is

P(ny|x) = kéo <i> (1 - PFI)x_k

- P R[ny/k, P(m)]. (6)

In the second subprocess, we define a recycle as a pro-
cess which first rejects the true code phase at x = 0, sub-
sequently searches all ¢ — 1 cell positions, and finally
reaches the correct cell position again at x = 0. The sec-
ond subprocess can have number n, of recycles (n, = 0,
1,2, - - +) as illustrated in Fig. 4. A recycle can be con-
sidered in two parts: the first one, with probability T(n,),
starts at x = 0 and ends at the cell position furthest from
the next true code phase position (x = g — 1); while the
second part, with probability P[n, | (¢ — 1)], starts at x
= g — 1 and ends at x = 0. Since these two parts are

- P(1)" P(2)" -+ P(m)
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TABLE 1
PROBABILITY R OF SLIPPING 1, VERIFICATION TIMES AS A FUNCTION OF k
ENTRIES TO DETOUR

k

n, |0 1 2 3 4

0 |1

I )

2 10 P2 P(1)?

3 |0 P(3 2P(1) P(2) P(1)3
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Fig. 4. Illustration of the second subprocess.

independent, the probability of n, verification/lock time
slips occurring in a recycle is the discrete convolution of
T(ny)and P[n, | (¢ — 1)]. Clearly, probability T(n,) is
equal to 1 — Py, forn, = 0 and is equal to Pp (1 — Pp,)
for n, = 1. With a single verification state, other values
of n, are not possible. This discrete convolution, which
is designated by G (n,), is

G(0) = (1 — Py) P[O] (g — 1)]
G(1) = (1 =Pp)P[1|(qg— 1)] + Pp(1 = Ppy)
- P[0](q - 1)]

G(ny) = (1 = Pp) P[ny | (q - D] + Ppi(1 = Ppy)
Pl - 1) [ (q - 1) (7)

The second subprocess may consist of several recycles,
each of which includes one full code search time (Tq) and
a random number of verification/lock time slips (7,,) in
the false sync states. A single recycle is indicated by the
bold portion of Fig. 4. By the definition, the probability
of n, verification/lock time slips occurring in the second
subprocess with n, recycles is Q (n,, n,). The probability
Q(n,, ny) may be developed using the same mathematical
method as the conditional probability R {n, | k, P(m)},
as long as we imagine the recycle as a detour and replace
P(m) with G (n,). The probability function Q(n,, ng)
can be developed as

Q(”Z’ nq) = R[”Z ’ nq’ G(”Z)L (8)

where the form of R is given by (5).

The joint probability function P (n,, ng, x) has been de-
veloped in terms of (3)-(8). The probability of the acqui-
sition time is determined by P(n,, n,, x) along with (2).
Note that when T, is an integer multiple of 7,,, several
combinations of n,, n,, and x may correspond to the same
Tyco-

The mean of acquisition time has been derived directly
from the developed distribution functions [5]. The mean,
which is given by [5, eq. (A-15)], is consistent with
[1, eq. (1.288)]. This partly verifies the above develop-
ment of the distribution.

IV. DETOUR TIME DISTRIBUTION

The distribution of acquisition time has been deter-
mined assuming that the detour time distribution is known.
For some verification/lock (VL) strategies, the distribu-
tion of detour time can be developed in closed form. For
some complex verification/lock (VL) strategies, it is not
simple to determine distributions of detour time in closed
form. Fortunately, for most of the complex VL strategies
which have been proposed, such as the 5 state strategy
described in [9], [14], and generating function of detour
time distribution can be easily written using Mason’s for-
mula. Then the distribution may be obtained by dividing
out the generating function by long division, and the mean
can be developed by differentiating the generating func-
tion and evaluating at z = 1.

Fora VL strategy in which the number of the lock states
is only 2 or 1, the distribution and mean of detour time
have been previously developed in closed form [13]. For
the VL strategy having 3 lock states as illustrated in Fig.
1, the flow graph of the detour process is shown as a
subgraph in Fig. 2. Using a method similar to one used
in [13], the distribution of the detour time is developed as

P(1) =(1-p)
P(2)=0
P(3)=0

P(4) =p(1 - p)’
(9)
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Fig. 5. Envelope of discrete pdf of 7y for 9* = 1.035, g = 50, and one-
state VL.

Note that the symbol p equals Pr, in all equations of this
section.

Using Mason’s formula on the detour process flow
graph, the generating function of detour time is

P(z) = (1 = p)z
p(1 —p)z*
I —pz—2p(1 = p)z* + p*(1 — p)z*
(10)
By differentiating and evaluating the first derivative of the

above generating function, the mean of detour time has
been found to be

_ 1 —p? +p°
TDE=—'————p 3p
(1-p)

V. CALCULATION EXAMPLE

Ty (11)

Two specific examples are presented which illustrate
the preceding theoretical development. The computa-
tional results indicate certain criteria to be used in system
design. Given transition probabilities (Pr, P, Pp;, and
Pp,) and the sequence length g, the discrete probability
density function (pdf) of the acquisition time can be cal-
culated. The cumulative distribution function of the ac-
quisition time can easily be obtained by summing the dis-
crete density function values.

The acquisition time discrete density functions have
been computed for ¢ = 50 and g = 200, and the results
are presented in Figs. 5 and 6. Calculations for the case
of g = 50 were performed according to the equations pre-
sented above. In the calculations for ¢ = 200, a Gaussian
approximation of the accumulated detour time component
was used for acquisition time values greater than 50 7.
This was because the computational effort became exces-
sive at larger acquisition time (see the Appendix). Figs.

5 and 6 present the envelope of the discrete density func-
tion where the horizontal axis represents the acquisition
time discrete units of T,,, while the vertical axis repre-
sents the probability, normalized by g, of each discrete
acquisition time. The curves start at Ty, + Ty = 6T,
which corresponds to the starting cell being in the correct
code position. The normalized probability for this point
is PDI PDZ'

In Fig. 5, the ‘‘transient’” at the beginning of the curve
occurs because low values of T, preclude events which
combine false alarm with straight serial search. Thus, the
probability first decreases then increases to a stable value
as more combinations of false alarm and straight search
are possible. The zigzag behavior in the sloping part of
the probability curve occurs when the true code phase is
missed and results from the same factors which cause the
“‘transient’’ at the start of the curve.

Fig. 6 presents the envelope of the discrete pdf for the
case when g = 200. Each curve begins with a ‘‘transient’’
then reaches a discontinuity at Tycp = 507, after which
the effect of the Gaussian approximation is evident. This
results in the nonsmooth variations in flat portions of the
curves. These approximation effects diminish and are
barely observable above 5007,,. In Fig. 6, the normal-
ized detection threshold n* was considered as a variable
parameter. For given system parameters of dwell times,
T,, and T,,, and system bandwidth, the normalized de-
tection threshold becomes an important design parameter
which determines the transition probabilities [1], [6]. In
the past, a ‘‘minimum mean’’ has often been used as the
design criterion for selecting the normalized threshold.
While this may be a good criterion for certain applica-
tions, it is not the correct choice if a certain cumulative
probability (such as 0.99) is a system requirement. This
important conclusion is drawn by considering the “‘tail’’
of the curves in Fig. 6 [6].
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Fig. 6. Envelopes of discrete pdf of T4co for g = 200 and one-state VL.

Although the example results are for a single verifica-
tion/single lock strategy, theoretical developments given
in the paper may be used for other VL strategies. Also,
practical systems would use a higher value of ¢ such as
1022 or 4094. To save computation time, smaller values
of g were selected for our examples. By comparing curves
for ¢ = 50 and ¢ = 200 when 5* = 1.035, it can be seen
that a similar shape exists with only a change in scale as
the value of g increases. Mean acquisition times for sev-
eral VL strategics and ¢ = 4094 have been presented in
[5].

VI. CoNcCLUSION

This paper has developed a simplified flow graph tech-
nique to analyze the acquisition process of direct-se-
quence spread spectrum receiver. Based on the flow graph,
the probability density function of the acquisition time has
been developed in terms of a general verification/lock
strategy. A ‘‘detour’’ time has been defined as the time
spent in the verification and/or lock states at an incorrect
code phase position. The analysis requires only knowl-
edge of detour time distribution. Accordingly, the acqui-
sition performance of a direct-sequence spread spec‘rum
receiver can be fully evaluated. Examples have been Hre-
sented which show the effect on the acquisition time dis-
tribution of sequence length and normalized detection
threshold.

APPENDIX
PROBLEMS /\SSOCIATED WITH THE COMPUTATION

The key step in the development of the acquisition time
distribution is calculation of the conditional probability

R[ny |k, P(m)] in (5) and R[n, | n, G(ny)] in (8).

These calculations require finding all nonnegative integer
solutions of the following equation:
l|+12+l3+"' =k

11 +212+3l3+ *

“=m(np = k).  (A-1)

Equation (A-1) is equivalent to the following two equa-
tions:

ll+12=k—a0

L =n, — k — by, (A-2)
where
a=L+L+I+- -
by =2l 4+ 3, + 4l + - - - (A-3)

The solution requires that all pairs of a, and b, be selected
subject to the following conditions:

0 <aqy =k,
0=<by=n, —k,
by = 2a,

by = ny — 2k + a,. (A-4)

Each pair of a, and b, will indicate potential values of I3
and /, in the solution. Values of /; and /, are determined
by l, =2k —ny, —ay + byand I, = n, — k — by. The
terms a, and b in (A-3) may be written as

l3+l4=a0—a|

14 = bo - 2[10 - bl (A'S)
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where
a|=l5+l(,+l7+"'

b|=215+316+4l7+"'. (A'6)

For each pair of a, and b, (and potential [, and ,), can-
didates for /5 and , are found by selecting all pairs of q,
and b, subject to the condition (A-7):

0 < a, =< qp,
0=< b| < b() - 200,
bl = 2a1

b| = bo - 30() + a. (A'7)

Note that (A-6) has the identical form as (A-3). This
means that the procedure can be identically performed un-
til a solution can be obtained, or until it is certain that no
solution exists. Since the algorithm presented here is a
recursion, a program was written in Pascal to obtain all
nonnegative integer solutions of (A-1), however, the
computation time rapidly increases when the value of k
increases. Fortunately, a simple closed-form approxima-
tion for R[n, | k, P(m)] with large values of k can be
developed as follows.

As shown by [5, eq. (A-6)], the generating function of
R(n, |k, P(m)]is
k

20 Zz"zR[”z‘k’ P(m)] = [ Zo z&"P(m)} = P(Zz)k~
where P(z,) is the generating function of P(m).

Since the generating function of the conditional proba-
bility R[n, | k, P(m)] is the product of k terms all equal
to P(z,), the distribution of R[n, |k, P(m)] will be the
convolution of k distributions all equal to P (m). The dis-
tribution R[n, | k, P(m)] will be identical to the distri-
bution of a random variable composed of the sum of k
random independent variables each with distribution
P(m).

According to the Central Limit Theorem, the condi-
tional probability R[n, | k, P(m)] tends toward a nomi-
nal distribution as k — oo. Namely, for large &,

_1_ e —[(n2—1)?/202]

Rin P(m)| = -
o k. Pm)] = — = (A%)
where n = km and o2 = k Var (m).

Similarly, the Gaussian approximation of the condi-
tional probability R[n, | n,, G(n,)] for large value of n,
may be developed if required. Note that the Gaussian ap-
proximation for the conditional probability P(n, | x) may
also be developed based on [5, eq. (A-8)]. The compu-
tation indicates that this relative error is quite small for
normal system parameters when k = 20. This corre-
sponds to Tycp = 1007,,. For the case of k less than 20,
the probability R[n, | k, P(m)] can be computed by using
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the recursive method developed in (A-1) to (A-7), or al-
ternatively by using successive convolutions.

The successful Gaussian approximation of R[n; |k,
P(m)] indicates that, for large acquisition times, differ-
ent distributions of detour time, P(m), have little effect
on the acquisition time distribution, as long as they have
the same mean and variance. The exact name of verifi-
cation/lock strategy has little effect on the tail of the ac-
quisition time distribution curve.
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Mean Time to Lose Lock for a Coherent Second-
Order PN-Code Tracking Loop—The Singular
Perturbation Approach

ARNOLD L. WELTI, STUDENT MEMBER, IEEE, AND BEN-ZION BOBROVSKY, MEMBER, IEEE

Abstract—The singular perturbation method is used to approximate
the mean time to lose lock (MTLL) for a second-order coherent pseu-
donoise code tracking delay-lock loop (DLL). Approximate expressions
for the MTLL are given. The influence of loop *‘offset’’ due to Doppler
rate is studied, and optimal loop parameters (namely, natural fre-
quency and damping factor) which maximize the MTLL are presented.
Upper bounds to the maximum allowable Doppler rates for various
operating conditions are given.

I. INTRODUCTION

HE mean time to lose lock (MTLL) is well known to

be an important design objective for various tracking
loops [12], [14], [23]. The MTLL of coherent and non-
coherent pseudonoise code tracking loops was studied ex-
tensively in the literature [8], [16], [20]. While the cal-
culation of the MTLL yields explicit, although com-
plicated results for first-order loops, the second-order case
is by far more difficult to analyze. We propose in this
paper a different approach from those used in the engi-
neering literature to approximate the MTLL. Following
the observation made in [2], the problem at hand is shown
to be a stable dynamical system excited by only small in-
tensity noise. This is true even near the threshold. Thus,
the singular perturbation method—originally used by Kra-
mers [11] for similar problems—can be applied. Exten-
sions of Kramers’ results related to our case were given
in [13], [18], [19]; see also [5]-[7]. The advantage of this
approach is that there is no need to find a solution to the
general second-order case (which is unknown today), once
recognizing that all systems of interest can be character-
ized as ‘‘small noise’’ systems (using proper time scal-
ing). There is no need to use ad hoc approximations. In-
stead, an asymptotic expansion of the solution is given.
Applications of a singular perturbation method to similar
engineering systems were given in [1], [2], [10], [24]. In
this paper, we give exact analytical expressions for the
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leading order term of the MTLL of a coherent tracking
loop.

The equations of the coherent loop under Doppler rate
are given in Section II. The exit problem, the domain of
attraction, and its boundary are discussed in Section III.
The computation of the MTLL using singular perturba-
tion is given in Section IV, where an alternative simple
method is also considered. Optimal loop design is sug-
gested in Section V. Discussion and comparison to a case
study of a GPS (global positioning system) tracker are
given in Section VI.

II. Loor EQUATIONS
The received signal is modeled as

r(t) = VPc(t — T) + \/%n(r) (1)

where P is the average signal power, ¢ (¢) is the spreading
code with code rate R, and T is the instantaneous prop-
agation delay time of the channel. The additive noise term
has a two-sided power spectral density of Ny/2 and n(r)
is standard white Gaussian noise.

It is well known [28] that the coherent delay-lock loop
of Fig. 1 can be modeled by the ‘‘baseband equivalent,’’
Fig. 2, where € is the normalized timing error given by

T(t) — T(1)
—

C

e(r) =

T(t) is the loop estimate of T(r), and 7. = 1/R, is the

code-chip time. Note that 7(z)/T., is the loop input which

is being tracked by the loop output 7(z)/T,. The loop

filter is described by F(s), and the nonlinearity S(e) (S-

curve or discriminator characteristic) is given in Fig. 3.
It can be shown [28] that

e(r) = @ — JPKF(s){ S(e) + \/I—VP—OW(I) (2)

C

where w(t) is an additive standard white Gaussian noise
and K represents the combined discriminator and VCO
gains. In this paper, we consider F(s) = 1 + K, /s. Thus,
the loop is of second order with two perfect integrators.
As is well known [23], such a loop is capable of tracking

0733-8716/90/0600-0809$01.00 © 1990 IEEE
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Fig. 1. Coherent PN-code tracking loop.
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Fig. 2. Second-order baseband equivalent model.
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Fig. 3. The discriminator characteristic (S curve).

delays of the type

T(1)
T,

=a0+a|t+g2212. (3)

The delay T can vary in time, for example, due to a ve-
locity ©(r) of the receiver relative to the transmitter
(Doppler shift). Let v(¢) = v, + #t; in that case,

T(1) = aoT, + 221 + 2 12 (4)
c 2c
where c is the velocity of light, so
UR.
a, = . (5)

C

The loop equations can be written in state-space form (the
auxiliary variable 7 is denoted in Fig. 2) as

-
I

e+ L UBks(e) — KN (1)
T. (6)

(a1
I

VPKK S(e) + KK, NNow(1)

or,usingz = 7 — (T/T.) =z — a, — ayt,
—z — VPKS(e) — KNNow(t) } )
—a, + PKK\S(e) + KK, VNow(t).

€

Z
Let

w, = VS'(0) KK, VP

1 sk 2P

§‘2 K,

For operating conditions when linearization is valid, w, is
the system natural radian frequency and ¢ is its damping
factor. The maximal | a, | of the deterministic system (N,
= 0) such that steady state is still possible is given by

0=2=—la)l, + VPKK/[S(e)| -

hence, since | S(€)|max = 1 (Fig. 3),
2
w"
§'(0)°

Equations (7) represent a dynamical system excited by a
white Gaussian noise. Strictly speaking, the ‘‘white
noise’” in (1) represents ‘‘physical noise’” (thus having a
““‘wide but finite’’ bandwidth); therefore (7) should be
understood in the Stratonovich sense [27]. However, since
the coefficients of the noise in this coherent case are con-
stant, the Wong-Zakai correction [27] vanishes (this is
not true for the noncoherent case).

In general, analysis of nonlinear systems like (7) might
be very difficult. An observation [2] that simplifies the
case by far is that using proper scaling, (7) can be viewed
as a dynamical system excited by only ‘‘small noise.”’
This seems to be quite surprising, especially for systems
operating near the threshold. On second thought, how-
ever, it does make sense, since for high noise excitation,
the drift term in (7) can almost be neglected compared to
the noise term w(t), resulting in a system without restor-
ing force—a situation of no practical interest.

Following [1], [2], we scale the time

2w,§

t 9
choose a new variable y = z/K,, and denote the signal
power-to-channel noise intensity by P/N,. Define

= JPKK, =

las] .. (8)

t*=at:\/I-’Kt=

g = K, 8'(0)
JPKk 487
a, a, ?R,.S'(0)
a = = = 10
PARRT T S
2y~ MK 20,5 N
JP S(0) P’

Note that for the Brownian motion w(t), we have [2]
(dw(t))’ ~ dr, due to the quadratic variation of the
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Brownian motion [9]. Hence, (dw* (1*))? ~ dr* = adt
~ a(dw(1))? so that the ““white noise’” is scaled by

Ja
(1) = ll//a ‘%w*(t*) = Jaw* ().
(11)

Thus, we finally have from (7), (9), (10), and (11),
e(r) = =By — S(e) — V2pu*(r*)
y(*) = —a + S(e) + V2pw*(1*).

W(t) =th

(12)

III. THE ExiT PROBLEM

From a mathematical point of view, for small p, (12)
represents a small stochastic perturbation of the dynami-
cal system

e(r*) = =By — S(e)

(13)
y(t*) = —a + S(e)
which has a stable equilibrium at the point
_a
"7 500
(14)
- _4
yd B
and nonstable (saddle) point(s) at
eb=—1.5+|a, a<O0
(15)
R
Vb 8

where fora = 0, ¢, = +1.5.

The stable equilibrium is an attractor to all trajectories
starting in some neighborhood to it. This neighborhood is
called the domain of attraction D and its boundary is de-
noted by dD. From the engineering point of view, when
the state vector of (12) is inside D, the loop is locked.

For a = 0, the attractor lies at the origin, and the do-
main D is symmetric about it; see Fig. 4. This is well
known, although for a different choice of the state vector,
namely, (€, €); see, e.g., [8], [21].

We prefer our choice of the state vector since there is
no need to differentiate S(¢); thus, the deterministic tra-
jectories (and the boundaries dD) are smooth. For differ-
ent damping factors ¢, the shape of D changes—smaller
¢ results in smaller D. For a # 0 (Doppler rate), the at-
tractor is moved away from the origin according to (14),
and furthermore, the domain D is not symmetric anymore
(Figs. 5-7). Here again, the domain monotonically de-
creases for smaller ¢. Intuitively, we feel, as we will see
later, that a smaller D is related to a higher probability to
lose lock. These shapes of D indicate that small damping
should be avoided. Similarly, the domain decreases
monotonically for larger |a| (Fig. 6) and disappears for
la] = 1.

For the deterministic system (13), all trajectories that
begin inside D will converge to the attractor, and will

nN

]
A AT
wononn
cooor

Fig. 5.

The domain of attraction D for various damping factors {. The
dimensionless loop offset is a = —0.2.

-4 T T T T T T T
-4 -2 ] 2 4

Fig. 6. The domain of attraction D for various dimcnsionless loop offsets
a for a damping factor { = 0.707.

never cross the boundary dD. In other words, a locked
loop will remain locked. However, even the slightest sto-
chastic perturbation is sure to cause a crossing in some
finite time [18], resulting in loss of lock. Let 7 be the first
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Fig. 7. The attractors (stable equilibria) and the saddle points (nonstable
equilibria) for various dimensionless loop offsets a. The damping factor
is { = 0.707.

time that a locked trajectory reaches the boundary:

r = inf {t|[e(1). y(1)] € aD)}. (16)

We will analyze the system (12) and consider the scaled
time to reach the boundary 7*. The desired unscaled time
is then given by 7 = 7% /a.

IV. CoMPUTATION OF THE MEAN TIME TOo LOSE Lock

In general, the random time 7* to reach the boundary
of (12) depends on the initial conditions (e, y). The mean
time to reach the boundary conditioned on the initial state
is

(e, y) = E[7*]e, y]. (17)

The mean exit time 1 is tf = 27* since once a trajectory
hits the boundary, it crosses it or returns with equal prob-
abilities [2], [23]. (It was pointed out to us [17] that tech-
nically speaking, the lock detector might indicate loss of
lock when the trajectory is close to dD, and in that case,
i~ 7*%)

It is well known [18] that 7* (e, y) is the solution of the
Kolmogorov-Dynkin equation

Lr*(e, y) = =1  inD
on dD

where £ is the backward Kolmogorov operator of (12),

7*(e, y) =0 (18)

() = {8y - s} 2 ()
#{a+ SO} 1 ()

2 2 2
+P{§E§(‘)“2£§;(')+%(')}-

(19)

While for first-order systems the Kolmogorov-Dynkin
equation can be solved analytically, for second- or higher
order systems, this cannot be done in general. Thus, we
propose to use the fact that p is a small parameter and
construct an asymptotic solution to (18). We will give a
brief description of the method. More details can be found
in [1], [2], and [18].

In order to get some insight into the structure of our
solution, we begin by discussing first a simpler case,
namely, a dynamical system having a potential &, excited
by a ‘“‘small’’ white Gaussian noise. The mean time 7 to
exit from the domain D was given by Arrhenius; see, e.g.,
[18]. Let the potential on the boundary be ®(dD), and let
¢, = & (attractor). Thus, the potential barrier between the
attractor and the boundary is A® = $(dD) — &,. Define
i, to be the minimal value of the potential ® on the
boundary dD: &, = min ®(3dD). The minimal (lowest)
potential barrier is thus A®;, = ®..;, — P,. Let the noise
intensity 2p be small compared to Ad,;,. The mean time
to reach dD was shown to be

T exp (Aq)min/p)- (20)
Furthermore, if (D) is minimal at only one point, the
trajectories will hit (and exit) the boundary mainly in the
neighborhood of this point. This agrees with our intuition:
it is most likely to exit from the lowest potential barrier;
and since exits occur mainly there, only the lowest poten-
tial barrier should influence the mean exit time.

Potential stochastic dynamical systems are not common
in tracking systems (except, of course, of all first-order
loops). For nonpotential systems, a quasi-potential func-
tion ¥ will be defined, and will play a role similar to &
in the expression for 7.

For small p, the system fluctuates most of the time
around the attractor, and exits are rare events. Thus, 7* (e,
y) is almost constant over most of D (since a trajectory
would rather return to the attractor than exit) and has a
boundary layer near dD. We thus assume that 7* is of the
form [13], [19]

N

(e y) = Clp) Ule, y) exp (—‘Z—) (21)

where ¥ is shown (see the Appendix) to be the minimal
value of ¥ on the boundary dD, thus playing a similar
role to A®,;, in (20), (we choose V¥ (attractor) = 0). The
function U(e, y) is almost constant around the attractor,
U(e,, y,) = 1, and vanishes rapidly towards 0D. Hence,
for a locked loop and for small p, it is enough to know
7* (€4, ¥,). Furthermore, since the dominant contribution
to 7* comes from the exponential term, our main concern
is to find ¥ where

2

¥ =¥ . £ min ¥ (D). (22)
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Let
L*W(e,y) =0

(23)
W(ell’ yﬂ) = ]

mo}

where £* is the forward Kolmogorov (Fokker-Planck)
operator of (12), namely,

@) = o {8y + S]]
+ - {la = 51 )
2

0 9? 9?
*ﬂ{a—;”‘zray "*5;”}-
(24)

Applying the ‘‘ray method’’ [18], we assume W (e, y) to
have the form

W(e.y) = g(p. . y) exp (—@) (25)

This assumption is motivated by the fact that if the dy-
namical system (12) had a potential ® (¢, y), W(e, y)
would have been given by W(e, y) o exp (—® (e, y)/p).
Substitute (25) in (23); we have

1 v oy
;{—[By + S(e)]E +[-a+ S(e)]a—V

’)\
ov oV |
_—— W(e,y) + O(1) =0 (26
- o] W <o =0 o)
where O (1) represents terms of ‘‘order 1°° and smaller.
For (26) to hold for small p, i.e., p < 0.1, the terms of
leading order in p (namely, those multiplied by 1/p) must
be zero, resulting in the ‘‘eikonal’’ equation

~[By + 5] 5 + [—a+ ()] 5

12

+ [@ _?XJ 0
de dy '

Next we calculate ¥ analytically. For |e| < 1/2, itis
easy to verify by direct substitution that ¥ (¢, y) = ¢ (e,
v) where

rten=gl=5) w2 -2) (+5)
H(2) (-5

and o; = S§'(0) = 2; see Fig. 3. For |e| = 1/2, the
eikonal equation (27) can be solved by the characteristic
equations [4]

(27)

(28)

é=—By — S(e) +2{p — q}

y=—a+ S()—2{p - q} (29
p=S"(e){p - q}

q=0p

¥ ={p-q}f (30)

where p = d¥ /3¢ and ¢ = d¥ /dy. Since ¥ (e, y) is
known for |e| < 1/2, the characteristics can be initial-

ized at e = +1/2. The initial conditions for (29), (30)
are
\
e = —0.5 fora < 0
Yy =X
_9¢
Po = e =0.5.y > (31)
dp
9 = ==
0 ay =0.5,y0
¥(-0.5,y) = ¢(—0.5, yo). )

Note that for |e| > 1/2, S'(e) = —y in (29); see Fig.
3. For every y,, we get a different characteristic, which
may cross the boundary aD in the neighborhood of the
saddle point; see Fig. 8. The value of ¥ at the crossing
point versus the arc length s of dD (s = 0 at the saddle
point) is plotted in Fig. 9. The minimal value of ¥ (s),
¥ is the desired constant.

This method of ‘‘shooting’’ characteristics to get ¥ is
very useful for a general S(e) [2]. For the specific shape
of our S curve, an analytical solution can be derived.
There is one trajectory, let us call it ‘‘critical,”’ that hits
precisely the saddle point (Fig. 8). The initial condition
of this trajectory is ¥,, and can be found analytically since
the system (29) is linear. Once this ¥, is known, (30) can
be integrated to yield ¥ = ¥ (¢, ). After some manip-
ulations [1], [26], we have for the case o, = 1

x,=—%[1+d1+46] \

1
€ = ——

&9

—oAgy + £ (B* = a\)
. B > (32)
Yo a\p — B
_af, L a

Po A Yo 3
- R N,
¥ = so(fo, )’0) ) Po j

where ¢ is given by (28).
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Fig. 8. Characteristics to determine the quasi-potential on the boundary Fig. 10. Contour lines of constant ¢ hitting the corresponding boundaries

¥ (s) and the “*critical’” characteristic for ¥. aD for various damping factors {. The dimensionless loop offset is a =
-0.2.
2
¢=0.707
— a=-0.2

O
5 y
¥
0
o
s &
Fig. 9. The quasi-potential ¥ () as a function of the arc length s on the Fig. 1!~ COr}tOUF l‘ines Of constant ¢ hitting the correspoqding bouqdaries
boundary D (the saddle is at s = 0). dD for various dimensionless loop offsets a. The damping factor is ¢ =
0.707.
The scaled MTLL 7/ is boundary dD; Figs. 10 and 11. It is given by
7 =2Cexp <X> ¢ =¢lenn) )
o
1
and the MTLL is A= =5 [1 = V1 +46]
_ 2C ‘i’ (6%}
I = —exp <_> (33) w=1(a—&)+y
1o 0 N, ’
At this point, we present an alternative approach to de-
scribe the exit phenomenon which is not as accurate, but A a + % <1,5 + g)
is much easier to follow. The global loop behavior is ap- & 2 %
proximated by: 1) a linearized loop which contributes to = o (35)
the random fluctuations; and 2) the boundary dD that is A - )\__
related to the nonlinear deterministic system (13). Thus, :
we define “‘loss of lock™ to occur when a trajectory of a
the linearized loop hits the boundary aD. It is easy to cal- I+ X,
culate the corresponding MTLL. In [18], it is shown that A= — = .
o B
5 . 1+ . 1 +—
7, o = exp <f> (34) 2 - /
a p

' Consider now the exit points. From Figs. 10 and 11, it is
where ¢ is the value of ¢ (e, v) (28) which just hits the  clear that ¢ has a minimum on dD. Hence, exit points will
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concentrate in the neighborhood of dD where ¢ is mini-
mal [18]. Note that these neighborhoods are a little away
to the right of their corresponding saddle points, Figs. 10
and 11.

As we can see (Fig. 9), ¥ on dD is flat near the saddle
point. It was shown in [2], [3], using a detailed analysis,
that because of this flatness, the exit neighborhood is
shifted away from the saddle. It is interesting that our
simplified approximation predicts a very similar shift.
(Maybe the observation that the exit points concentrate in
a small neighborhood could lead to improvements in
tracking loops.)

V. OPTIMAL SECOND-ORDER Loor

We propose an optimal choice of the loop natural radian
frequency w, and its damping factor { that maximizes the
MTLL, and thus extends the threshold to the maximum
for various P /N, and Doppler rates due to #. This choice
is thus recommended near the threshold; for high P/N,
and small # where 7, is high enough anyway, other
choices, like minimization of the ‘‘worst case’’ tracking
error [22], [26], for example, should be considered.

In order to give simple design rules, we make use of
the observation made in [24] (see also Section VI) that the
main contribution to 7, comes from the exponential term,
which is obviously dominant for small p. Note that p is
small even near the threshold since under all operating
conditions, 7, must be sufficiently large. Using (9), (10),
and (33), we have

T, o L ex ————S,(O)‘i, £>
t g—wn P g.wn N()

where ¥ = ¥ (#, w,, {) according to (10) and (32). Max-
imization of

(36)

S'(0)¥ P

S v )

with respect to w,, { leads to the following [25]:
P =10.599 = 0.6 (38)
|[a®™| =02, & #0 (39)
¥ =0.194, & # 0. (40)

Using (10), we have from (39)

P = %H, o # 0. (41)

Equations (38) and (41) are our proposed design rules,
and the (almost) optimal MTLL is given by

o L (0647 P
L% .60 P\ oo

In Figs. 12-16, 7, and 7™ are plotted for various w,, {,
v, and P/N,. It is seen that (38), (41), and (42) are really
very close to the optimum. Note that for # = 0, (39) and
(41) do not hold. In this case, w, can be chosen to be
arbitrary small, so 7, can be made arbitrary large; Figs.

(42)

22

R = 107chips/s
P/N =20dB Hz

w_=2s"
n

20 —

18 —

16 —

-
N
S 12
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2 10 4
20m, /.2
8 - /s
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30771/.;2
4 —
2 T T T T T T T
4] 0.2 0.4 0.8 0.8 1 1.2 1.4

Fig. 12. The mean time to lose lock (MTLL) 7, (in seconds) versus the
damping factor { for various Doppler rates .
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\
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8 — g c
w ¢=0.6
7 I N{
R
17 6 5
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Fig. 13. The mean time to lose lock (MTLL) 7, and the optimal MTLL

137 (in seconds) versus the natural frequency w, for various Doppler rates
o, P/N, = 19 dB - Hz.

10 T

P/No=l7dB Hz
R = 107chips/s
¢=0.6

1oglo(tL)

6
w [s™1]

Fig. 14. The mean time to lose lock (MTLL) 7, and the optimal MTLL
13” (in seconds) versus the natural frequency w, for various Doppler rates
v, P/Ny = 17 dB - Hz.

13 and 14. Obviously, for the case # = 0, a first-order
loop is sufficient; however, such a loop has a nonzero
steady-state error. Note that for the second-order loop,
the performance is upper bounded for the case & = 0.
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Fig. 15. The mean time to lose lock (MTLL) 7, and the optimal MTLL
7™ (in seconds) versus the Doppler rate ¢ for various natural frequencies
w,. P/Ny, = 19 dB - Hz.

R_=10"chips/s
P/N,=17dB Hz
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0
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Fig. 16. The mean time to lose lock (MTLL) 7, and the optimal MTLL
17" (in seconds) versus the Doppler rate & for various natural frequencies
w,. P/N, = 17 dB - Hz.

As was pointed out, the parameter p must be small
enough for (26) to hold. Indeed, in Figs. 12-14, p is
smaller than 0.05, which is sufficiently small for our de-
rivations.

Equation (42) can be written in another useful form.
For small p and conditioned that the loop is locked, the
jitter, i.e., the error standard deviation ¢,, can be given
approximately by the Gaussian approximation o =
0.5B;Ny/P where B, = 0.5w,{¢{ + 1/(4¢)} is the
equivalent loop noise bandwidth. Using this, (10), (38),
and (41) in (42) yields

. 0.85 ox 0.164
L B p o )

L €

(43)

Turning now to the simplified approach (34), (35), it is
interesting to note that here we also get |a®| = 0.2;
hence, w,™" is like in (41), and the optimal damping factor
§‘"p‘Ais ~ 1.0, which is not too far from (38). However,
»/¥ ~ 2 + 3; thus, ¢ cannot be used to calculate the
actual MTLL, but can be used to indicate a reasonable

10 — .
Pl \ Rc=107chips/s
\ Y
2 AN ¢=0.6
Y \
8 __! \‘ N
| \ N
” : \ “ P/A/'.’ ~
a i . N 2
s 8 — Y S
< | \, . 195 .
= 5 i N z
) N, T~.
2 | .
4 — ~. Tl
\ ~. AR
3\ e 79 37~
\ Tl
2 — ~N Aoy T
~2 & 15dB g,
1 T = T T T
0 10 20 30 40 2
B (m/s?]

Fig. 17. Upper limit to loop performance under Doppler rate i: maximal
mean time to lose lock (MTLL) versus ¢ for various P/N,,.

choice of the loop parameters. Since extensions of this
method for a general S(e) and for higher order loops are
straightforward, and since in such cases no solutions to
the MTLL are known, this simplified method might still
be found useful.

VI. DiscussioN

To get some insight into our proposed design, we con-
sider the detailed GPS case study in [22, sect. 3.3], [26].
In Figs. 13-17, we plot the MTLL for parameters similar
to [22]. It is interesting that our choice of w, is smaller,
but close to the choice made in [22]. The optimal MTLL,
and thus the upper limit to loop performance under Dopp-
ler rate, is given in Fig. 17 which, we believe, is an im-
portant result of our derivation.

If we take the minimum allowable MTLL as a defini-
tion for the threshold, we can get from Fig. 17 the re-
quired P /N, for any given &. For example, let us take the
minimum allowable MTLL to be ~ 10’ s. We see that for
7 = 30 m/s?, the threshold is at P/N, ~ 16 dB - Hz;
since the actual P/N, is much higher ( ~38 dB - Hz)
[22], such acceleration can easily be tracked. Using the
above MTLL = 10° s in (43), we have o, (threshold) =
0.15, which is again rather close, although somewhat
smaller than the estimated value given in [22].

The method presented here to calculate the MTLL was
further derived to give the preexponential term [ C in (33)]
and the probability density of the exit points on the
boundary dD, following [1] and [2]. It can be shown that
taking the preexponential C into account results in opti-
mal parameters which are very close to those given in
Section V. Since C can be given only numerically, in con-
trast to the analytical expressions for ¥, (28), (32), the
approach suggested here seems both elegant and practi-
cal. Monte Carlo simulations were carefully performed to
further confirm our computations of the MTLL, the exit
probability density, and the loop parameters optimization.
The simulation turned out to agree very well with all our
theoretical calculations. These results will be reported
elsewhere.
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We hope that the approach presented here will help in
gaining more insight into the exit phenomenon in tracking
loops.

APPENDIX

We give an outline to the proof of (22), namely, that
¥ in (21) should be the minimal value of ¥ on the bound-
ary aD [2], [18].

From Green’s identity, we have

So Sfoﬁh de dy = SD S h&L*f de dy

oh  dh
+p §>an[5€ - ‘a—}::| (Vl - V2) ds

(A1)

where f, h are any ‘‘well-behaved’’ functions, £ and £*
are the adjoint operators defined in (19), (24), v = (»,,
vz)T is the local unit outer normal vector to dD, and ds is
the infinitesimal arc length on the boundary dD. Next,
choose

h =7*(e, y)

f= W(e7 y)'

From (18), £7* = —1 in D; hence, the left-hand side of
(A1) is just

| Ty de .

and from (23), the first integral on the right-hand side of
(A1) is zero since

L*W = 0.

Hence,

] [ Wi

5§ |2 )

“ (v = ») ds. (A2)

Now, substitute the assumed forms of 7*, (21), and W,
(25), into (A2). We have

— SD S g(p, € y) exp <—@> de dy
= C(p) exp <%> &wg(p, 5) exp <~¥>

JERI I

where the expression in the bracket comes from the
boundary layer of U(e, y) near.dD [2] and g( p, s), ¥ (s)
are g(p, €, y), ¥ (e, y) on the boundary dD. Since p is a
small parameter, we can use_the Laplace integration for-

(A3)

mula [15]. Hence,

SD S g(p, €, y) exp <—£(;’—y)> de dy

= 8(p. €0 30) 2P
g’a’a\/""

[ 4]

\I,fy \I,ee
Since ¥ (¢, y) = ¢ (e, y) for |e| < 1/2, using (28), we
getJ = ] /B. We turn now to the line integral. It can be
shown that a portion of the boundary 4D in the neighbor-
hood of the saddle is a straight line. We denote this por-
tion by I" (Fig. 7). Since ¥ (s) is growing rather rapidly
on I', Fig. 9 (see also [1]), the main contribution to the
line integral comes from this linear portion. Obviously, v
is not changing with s on I'. It turns out [1] that the bound-
ary layer U is also independent of s near I'. Hence,

§ 2o ew (-¥10)
(55 o

cio) | a0, ) e <—‘””> ds.

0

(A4)
where

J =

€=€a, Y= Vu

1

Il

I

We again use the Laplace method to evaluate this inte-
gral. Let

¥ .. & min {‘If(s)};

sel’

from [15], we have

I = (.g)ao <o ds = G(p) exp <—%> (AS)

where C,( p) is a polynomial in p. Substitute (A4) and
(AS) into (A3); we see that the exponentially large num-
ber exp (¥ /p) multiplies the exponentially small number
exp (—¥in/p) (recall that p is small) where the product
is only polynomial in p. Hence, for equality to hold for
the leading order term in p, we must have

() o)
exp|{ —)expl — | = 1;
P o

\I,min = ‘i\,

hence,
Q.E.D.
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Maximal Length Sequences for Frequency Hopping

JOHN J. KOMO, seNIOR MEMBER, IEEE, AND SHYH-CHANG LIU

Abstract—Normally, frequency hopping sequences for spread spec-
trum communication systems are obtained by selecting groups of ele-
ments of binary m sequences. An alternative to using groups of binary
m-sequence elements that is developed here is to obtain nonbinary m
sequences with the number of desired hopping frequencies equal to the
number of symbols in the finite field which the nonbinary m sequence
is over. The grouping of elements of binary m sequences does not nec-
essarily have the m-sequence balanced property or the run property of
m sequences as do the nonbinary m sequences. In addition, the auto-
correlation function of the nonbinary m sequence has a maximal pe-
riod, whereas the frequency hopping sequences obtained from the
grouping of elements of binary m sequences may not have a maximal
period.

INTRODUCTION

N m sequence (maximal length sequence) over

GF(p™) (Galois field of p™ elements where p is a
prime and m is an integer) of length N = p™ — 1 is
generated by a degree n primitive polynomial over
GF(p™) [1]-[3]. Let aga,a, * - - denote an m sequence
over GF(p™) where the g;’s are elements of GF(p™).
Letting the primitive polynomial be

plx) =x" - Cn—lxn_l — s —ox—c¢ (1)
where the ¢;’s are elements of GF(p™), the m sequence
apga,a, - - - satisfies the recursion relationship

(2)

Form = 1, GF(p) is a prime finite field, and the ele-
ments of GF(p) are expressed as the integers 0, 1,
-++,p — 1(p = 2is the binary finite field of two ele-
ments 0 and 1). Likewise, form # 1, GF(p™) is a prime
extension field [an extension of GF(p)]. Since GF(p™)
is an extension of GF( p), the elements of GF(p") can
be expressed as a vector representation of elements of
GF(p). Now, GF(p™) is an m-dimensional vector space
over GF(p), and each element of GF(p™) can be rep-
resented as [1], [2]

a=by+ by + by’ + - +b,_y"!

(3)

where the b;’s are elements of GF(p) foralli = 0, 1, 2,

co,m—1Tland {1,v,v% -+ ,y™ '} forms a basis
for GF(p™) over GF(p). The elements of GF(p™) are
represented in terms of the basis elements using a degree

m primitive polynomial over GF ( p).
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As an example, consider the degree 2 primitive poly-
nomial over GF(2%)x? + x + v, which yields the recur-
siona, = a,_, + ya, _, and generates the length N = 24
— 1 = 15 m sequence

11y210yy 170y yy*0 (repeat) (4)

where {1, v} is the basis for GF(2?) over GF(2) ob-
tained from the degree 2 primitive polynomial x> + x +
1 over GF (2). The elements of GF(22) are expressed as
0=0,v"=1,v" =v,and y* = 1 + v. The vector m
sequence of (4) can be represented in terms of its com-
ponent m sequences as

1| 111100010011010 (repeat)

v | 001001101011110 (repeat). (5)

It can be noted that the component m sequence aligned
with v is a phase shift of 5 (left shift of 5) with respect
to the component m sequence aligned with 1. Also, the
component m sequence is a binary m sequence generated
by the degree 4 primitive polynomial x* + x + 1 over
GF(2), which yields the recursion b, = b,_; + b,_4.
The degree 2 primitive polynomial x> + x + 7y over
GF(2?) is a factor of the degree 4 primitive polynomial
x*+ x4+ loverGF(2),ie,x*+x+1=(x*+x+
v) (x* + x + v?). The other degree 2 primitive poly-
nomial x> + x + y? over GF(2?) yields an m sequence
that is different from (4). When this m sequence is rep-
resented in terms of its component m sequence as in (5),
it has the same binary m sequence aligned with 1, but the
m sequence aligned with +y is a phase shift of 10 with
respect to the component m sequence aligned with 1.

The m sequence of (4) can be used for a frequency hop-
ping system using four hopping frequencies with the cor-
respondence 0 = fy, 1 = f,, v = fo, and v — f;. The
binary m sequence obtained from the degree 4 binary
primitive polynomial x* + x + 1 over two periods is given
as

111100010011010 111100010011010 (repeat). (6)
Representing pairs of these elements as the representa-
tions of four hopping frequencies (the first of the pair is
the coefficient of 1 and the second is the coefficient of ),
the following sequence over GF (2?) is obtained in com-
ponent form as

1|101111000100110 (repeat)

v | 010011010111100 (repeat) (7)

0733-8716/90/0600-0819$01.00 © 1990 IEEE
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or in terms of elements of GF (2?) as
1y 117242070y yyy210 (repeat). (8)

Even though (8) has many of the properties of an m se-
quence, it is not an m sequence.

PROPERTIES OF m SEQUENCES OVER GF(p™)

For an m sequence of period ¢" — 1, with ¢ = p”, each
of the ¢"” — 1 distinct nonzero sequences of length n over
GF (gq) is initiated exactly once per period. The balanced
property of m sequences is the statement that there is an
approximately even distribution of each of the ¢ elements
of GF(g) in one period of an m sequence. Since each
possible length n nonzero sequence is initiated exactly
once per period and ¢" ' length n distinct sequences be-
gin with each of the ¢ nonzero symbols, each nonzero
element occurs g" "~ ! times. Zero occurs once less, q"” !
— 1 times, since the all-zero sequence never occurs.

Let the term ‘‘run’’ denote a contiguous subsequence
of identical symbols. The distribution of runs property is
the statement that short runs of the same symbol are more
numerous than longer runs of the same symbol. There are
no runs longer than n of any symbol; otherwise, the gen-
erating register would contain those n symbols during
successive iterations. Also, a single run of n digits is ini-
tiated once per period for each nonzero element in GF (gq)
and a run of n zeros cannot occur. For runs of length n —
1, there are 2(g — 1) sequences of the form x(b)" ! or
(b)" " 'x where x # b and (b)" ' indicates a run of n —
1 b’s. Each run of length n accounts for one of each form,
and each run of n — 1 symbols also accounts for one of
each form. Therefore, for each nonzero symbol, there are
q — 2 runs of length n — 1 initiated per period. There is
no length » runs of zeros, thus giving ¢ — 1 runs of n —
1 zeros initiated per period. The runs of length 1 < r <
n — 1 are of the form (4;)" "2 x(b)"y where x # b, y
# b, and (4;)" "7 indicates a sequence of any n — r
— 2 elements of GF(q). Thus, there are (¢ — 1)?g" "2
runs of length 1 < r < n — 1 initiated per period for each
element of GF (g). These results are summarized in Table
I.

The total number of runs of all lengths initiated in one
period of an m sequence is given as

(@=1D+ X (g-1) g
=(g-1) [1 + 2 (g - q'ﬂ

=(qg—1)qg""". (9)

The fraction of runs of length 1 < r < n — 1 is obtained
as

(a-1'¢"" _q- L

(g —1)q q (10)

TABLE 1
NUMBER OF RUNS INITIATED PER PERIOD IN AN m SEQUENCE OF LENGTH
q" -1
Run length Number per symbol Total number
a0 a;=0
r=n 1 0 q-1
r=n-1 g2 g1 (g-1)2
1<r<n-1 (g-1 )2qn-r~2 (q- 1)2q"""
TABLE 11

NUMBER OF RUNS IN AN m SEQUENCE WITH ¢ A POWER OF 2

qn Total Length Number per symbol Total Fraction

220 a,=0

222 12 2 1 0 3 1/4
1 2 3 9 3/4

3 48 3 1 0 3 1/16
2 2 3 9 3/16

1 9 36 3/4

4 192 4 1 0 3 1/64
3 2 3 9 3/64

2 9 36 3/16

1 36 144 3/4

5 768 5 1 0 3 1/256
4 2 3 9 3/256

3 9 36 3/64

2 36 144 3/16

1 144 576 3/4

232 56 2 1 0 7 1/8
1 6 7 49 7/8

3 448 3 1 0 7 1/64
2 6 7 49 7/64

1 49 392 7/8

4 3584 4 1 0 7 1/512
3 6 7 49 7/512

2 49 392 7/64

1 392 3136 7/8

5 28672 5 1 0 7 1/4096
4 7 49 7/4096

3 49 392 7/512

2 392 3136 7/64

1 3136 25088 718

242 240 2 1 0 15 1/16
1 14 15 225 15/16

3 3840 3 1 0 15 1256
2 14 15 225 15/256

1 225 3600 15/16

4 61440 4 1 0 15 1/4096
3 14 15 225 15/4096

2 225 3600 15256

1 3600 57600 15/16

252 992 2 1 0 31 1/32
1 30 31 961 31/32

3 31744 3 1 0 31 1/1024
2 30 31 961  31/1024

1 961 30752 31/32

4 1015808 4 1 0 31 1/32768
3 30 31 961 31/32768

2 961 30752 31/1024

1 30752 984064 31/32

262 4032 2 1 0 63 1/64
1 62 63 3969 63/64

3 258048 3 1 0 63 1/4096
2 62 63 3969  63/4096

1 3969 254016 63/64

For the previous example with ¢ = 2% and n = 2, it can
be observed from (4) that there are ¢ = 4 of the symbols
1,+,and y? and ¢ — 1 = 3 zeros. Also, there is one run
of length 2 of the symbols 1, v, and v%, g — 2 =2 runs
of length 1 of the symbols 1, v, and vi andg — 1 =3
runs of length 1 zero. Table II gives some results for the
number of runs in an m sequence with g a power of 2. A
power of 2 is the most common number of frequencies in
a frequency hopping communication system.
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A final property of m sequences is the subsequence
length property. One period of an m sequence over GF (q)
of length ¢" — 1 can be divided into ¢ — 1 equal length
subsequences of length (¢" — 1) /(g — 1) [4], [5]. These
q — 1 subsequences are related to one another through
multiplication by a nonzero constant in GF (q).

From the previous example with ¢ = 22 and n = 2, the
length of the subsequences is (¢" — 1)/(qg — 1) = 5. It
can be observed from (4) that the first subsequence is
11710, and that the second subsequence v~ 10 can be
obtained from the first by multiplying by . Likewise, the
third subsequence y2y2yy>0 can be obtained from the
first by multiplying by 7.

Now, observing the sequence of (8), which is over
GF(2?), it can be seen that there are q = 4 of the symbols
1, v, and v and g — 1 = 3 zeros. This sequence satisfies
the balanced property of m sequences. Also, from (8), it
can be seen that there is one run of length 2 of the symbols
1,v,and y%, ¢ — 2 = 2 runs of length 1 of the symbols
1,v,and y%,and ¢ — 1 = 3 runs of length 1 zero. Thus,
this sequence satisfies the distribution of runs property of
m sequences. Even though (8) satisfies the balanced prop-
erty and the distribution of runs property, it does not sat-
isfy the subsequence length property of m sequences, and
(8) is not an m sequence. Since (8) is not an m sequence,
it cannot be generated by a degree 2 primitive polynomial
over GF(2?).

AUTOCORRELATION OF m SEQUENCES OVER GF(p™)

Let the vector m sequence over GF( p™) be represented
as C = ¢yc ¢, - - - where the ¢;’s are row vectors with ¢;
= (Cip» Ci1» " * * » Cim—1) and ¢;; is the component aligned
with the jth basis element v’/. Now, define the vector
mapping 0 (¢;) = [0(cp), 0(cit), * * + , 0(¢im—1)] Where

j=+v-1

0(c;) = exp (11)
which yield the pth roots of unity. The autocorrelation
function relative to 0 is then defined as [6].

R =L S e {06} (2)

mn __

where N =¢q¢" — 1 =p 1 and * indicates complex
conjunction. This autocorrelation function can be ex-
pressed in terms of the components as
m—1N=-1
1

R(7) = 2 2 0(cy) 0%(ciery). (13)
With p = 2, the mapping 0 reduces to #(0) = 1 and (1)
= —1.

When the vector sequence C is an m sequence, the com-
ponent cy;cy;cy; - * * is an m sequence of length ¢" — 1
and the inner sum of (13) is the bilevel autocorrelation
function of an m sequence over GF( p). Thus, (13) re-
duces to

R(ry=q¢" -1
= -1

7 =k(q" — 1), k an integer

otherwise.

(14)

For the previous example, it can be seen that the vector
m sequence of (4), with ¢ = 22 and n = 2, has the auto-
correlation function

R(7) =15

= -1 (15)

Also, using (13), it can be seen that the sequence of (8)
yields the same bilevel autocorrelation function of (15).

7 = 15k, k an integer

otherwise.

FREQUENCY HOPPING SEQUENCES

Frequency hopping sequences of 2™ distinct frequen-
cies can be obtained as a direct correspondence with the
elements of the finite field GF(2™) [3] as they occur in
an m sequence over GF(2™). An m sequence over
GF(2™), of length N = 2™ — 1, can be generated di-
rectly with a degree n primitive polynomial over GF(2™)
or with a degree mn primitive polynomial over GF(2),
along with the amount of the shifts for the binary com-
ponent m sequences [7]. Table III lists primitive polyno-
mials over GF(2) and their corresponding shifts, along
with the equivalent primitive polynomial over GF(2™)
for various values of m and n. Also included is the basis
polynomial for expressing the elements of GF(2™) as a
vector with elements from GF(2). In Table III, the prim-
itive polynomial over GF(2) and the basis polynomials
[also over GF(2)] are given in an octal representation of
the binary coefficients of the polynomials with the highest
power on the left. The primitive polynomial over GF (2™)
is listed with the coeflicients of the power of v plus 1, and
0 indicates that there is no y. The amount that the com-
ponent m sequences are shifted to the left relative to the
first component is listed as a base shift and a factor in
parantheses, where the product of the factor and the base
shift indicates the left shift of that particular component
m sequence. For the case where m = 3 andn = 3 (N =
2’ — 1 = 511), the primitive polynomial over GF(2) is
x? + x* + 1 (since 10214 equals 1000010001, ), the basis
polynomial for expressing elements of GF(2*) over
GF(2)isx® + x + 1 (since 13g = 1011,), the primitive
polynomial over GF(2%) is x*> + yx? + 4% + v, and
the component m sequences are left shifted 146 and 73,
with respect to the first component, for the second and
third components, respectively.

When the frequency hopping sequences are obtained by
grouping elements of binary m sequences and then rep-
resented by component sequences, the component se-
quences are the original m sequence decimated by m (tak-
ing every mth bit of the given m sequence). Each
component is a shifted version of the first component. For
m = 2 and m = 4, the decimation by m yields a shifted
version of the given m sequence. For m = 3, 5, and 6,
the decimation by m yields a different sequence. In these
cases, the sequence is not an m sequence unless m and N
= 2" — 1 are relatively prime. When m divides N, the
length of the sequence reduces to N/m, and the sequence
does not have the balance property nor the run property
of an m sequence. In addition, the bilevel autocorrelation
does not have the maximal period.
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TABLE III
GENERATORS FOR FREQUENCY HOPPING /1 SEQUENCES
mn  generator shift(factors) generator  basis
GF(2) GF(2m)
22 23 5(1) 112 7
3 103 21(1) 1132 7
4 435 85(1) 11222 7
5 2011 341(1) 113202 7
6 10123 1365(1) 1000112 7
7 42103 5461(1) 10013132 7
8 210013 21845(1) 101011112 7
32 147 92 1) 172 13
3 1021 732 1) 1262 13
4 10123 5852 1) 12412 13
5 100003 4681(2 1) 103312 13
6 1000201 374492 1) 1362242 13
7 10000005 299593(2 1) 15252262 13
42 435 17321) 132 23
3 10123 273321) 111142 23
4 210013 436932 1) 11012 23
52 2033 33(112521) 1192 57
3 100003 1057(112521) 10212 57
6 2 10123 65(62 61 60 59 1) 1312 141
3 1000201 4161(62 61 60 59 1) 139282 141
TABLE 1V
DISTRIBUTION OF RUNS FOR GROUPING OF BINARY ELEMENTS WITH m = 3
ANDR = 4
run  zero nonzero elements
length

1 408 366 381 384 390 390 420 381
2 42 51 57 60 42 33 57 57
3 9 12 3 12 6 0 6 3
4 0 0 0 3 3 0 0 0

TABLE V
FREQUENCY HOPPING SEQUENCES THAT ARE NOT m SEQUENCES

m n
3 2i
5 4
7 3i
9 2i

i

(5}

n integer 21

As an example, form = 3andn =2, N = 20 1 =
3% - 7 and m and N are nor relatively prime. For this se-
quence, the zero element occurs nine times, three nonzero
elements occur 12 times, three nonzero elements occur six
times and one nonzero element does not occur. Also, the
zero element does not have a run of length 2, two nonzero
elements have three runs of length 2, and five nonzero
elements do not have a run of length 2. The autocorrela-
tion function is bilevel, but has the reduced period of
length 21 (maximal length 63). Table IV lists the number
of runs of the elements of the sequence obtained from the
grouping method for m = 3 and n = 4. From this table,
it can be seen that this sequence does not have the
m-sequence run property or the m-sequence balanced
property.

Table V lists several values of m and n for which the
frequency hopping sequences obtained by grouping ele-
ments of binary m sequences does not have the balance

property nor the run property of an m sequence and the
bilevel autocorrelation does not have the maximal period.

CONCLUSION

A procedure for obtaining frequency hopping se-
quences with good random properties and good autocor-
relation properties has been presented. This procedure was
shown to be superior to selecting groups of elements of
binary m sequences. These frequency hopping sequences
are obtained directly from m sequences over the finite field
GF(2™) which is an extension field of GF(2). These se-
quences have the balanced property and run property of
m sequences. They also have the bilevel autocorrelation
values of m sequences with the maximal period.
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Convolutionally Coded Frequency-Hopping
Communications with Nonideal Interleaving

SHAUL LAUFER, MEMBER, 1EEE, AND ARIE REICHMAN, MEMBER, IEEE

Abstract—The interleaving span of coded frequency-hopped (FH)
systems is often constrained to be smaller than the decoder memory
length, i.e., nonideal interleaving is performed. An upper bound on
the performance of a Viterbi decoder of a convolutional code with non-
ideal interleaving is presented. Also, a soft decision diversity combin-
ing technique is introduced, and the performance of combined convo-
lutional and diversity coding subject to worst case partial band noise
jamming is investigated. Optimization of the FH system performance
subject to constraints of allowed delay and synthesizer settling time
provides the best combination of interleaving span and hopping rate.
The FH system considered employs M-ary frequency-shift key (MFSK)
modulation and noncoherent demodulation with 2 b soft decision based
on Viterbi’s ratio-threshold technique.

I. INTRODUCTION

HE need for interleaving in coded frequency-hopped

(FH) systems is well known [1], [2]. Interleaving
converts a channel with memory to one that can be treated
as memoryless. Previous works, e.g., [2], [9], and many
others, dealing with analysis of the performance of coded
FH communications, assumed ideal interleaving, mean-
ing that each code symbol which belongs to a specific
codeword is transmitted in a different hop. However, in
many cases, the interleaving span is constrained to be
small, e.g., the allowed delay introduced by the inter-
leaving system is limited or short messages are transmit-
ted in a slow FH system (SFH). In these cases, there is a
degradation in the performance of the decoder due to the
nonideal interleaving.

Interleaving is a form of time diversity achieved at a
cost of buffer storage and transmission delay, but does not
require additional coding redundancy. Nevertheless, ad-
ditional diversity may be implemented when larger coding
gain is required or when a single rate modem is used for
transmitting multirate data. Diversity is added to an ex-
isting coding system by transmitting each M-ary symbol
m times on separate hops. Effectively, we get a concaten-
ated coding system with an m-fold repetition code as the
innermost code.
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In this paper, we shall investigate the effect of nonideal
interleaving on the performance of a convolutionally en-
coded FH M-ary frequency-shift key (MFSK) modulation
system with noncoherent demodulation and hard or soft
decision Viterbi decoding. Soft decision metrics are gen-
erated by Viterbi’s ratio-threshold anti-jamming (Al)
technique [5], [6]. Also, a soft decision diversity combin-
ing method is presented, and the performance of the com-
bined convolutional and diversity coding is investigated
subject to nonideal interleaving.

The performance evaluation is based on computation of
the superchannel (which includes the repetition encoder
and the soft decision diversity combiner) transition prob-
abilities and an upper bound on the bit error rate (BER)
of the Viterbi decoder. This technique of upper bound
evaluation is based on the code transfer function and the
channel transition probabilities [3]. There are two criteria
for performance evaluation: the average BER, and the
availability. The former is useful for both ideal and non-
ideal interleaving, while the latter is applicable only for
nonideal interleaving and provides more information on
the BER statistic.

A realizable FH system is subject to the constraints of
allowed delay and synthesizer settling time, leading to a
tradeoff between interleaving span and hopping rate. We
shall present an optimization problem of the FH system
performance which provides the best combination of the
interleaving span and hopping rate subject to these con-
straints.

In this paper, the jammer performs worst case partial
band noise jamming (WCPBNIJ). It is a white stationary
Gaussian process with zero mean and two-sided spectral
density N,/2. Also, an additive white Gaussian noise
(AWGN) environment is assumed, with two-sided spec-
tral density N, /2. The jammer has a priori knowledge of
all FH system parameters, except for the pseudonoise
(PN) code, and devises an optimum strategy of restricting
its total power J to a fraction p of the full spread spectrum
bandwidth W which causes the worst decoded BER. Ac-
cording to the definition of a partial-band jammer, we have
(Wwmesk /W) < p < 1 where Wye is the bandwidth of
the MFSK signal and depends on M. However, through-
out this paper, we assume Wygsx << W as applicable for
practical FH systems. The processing gain PG is defined
as PG = W/R, where R, is the information rate. This
definition is independent of specific design parameters
such as M and the code rate R. Hence, the parameter

0733-8716/90/0600-0823$01.00 © 1990 IEEE
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E,/N; = (P/Ry)/(J/W) = (P/J)(W/R,), where P
is the received signal power, may be used for comparison
of systems with different M and R, but with the same in-
formation rate R, and total bandwidth available W.

The outline of this paper is as follows. In Section II,
the system model and the channel characterization are
presented. In Section III, an upper bound on the perfor-
mance of a Viterbi decoder of a nonideally interleaved
convolutional code is developed and the notion of avail-
ability is introduced. In Section IV, a method of soft de-
cision decoding of concatenated convolutional and diver-
sity coding is presented, and a technique for evaluating
its performance subject to nonideal interleaving is given.
The corresponding results follow in Section V. In Section
VI, the optimization problem is presented, and finally, a
summary and conclusions are given in Section VII.

II. SYSTEM DESCRIPTION AND DEFINITIONS

A. System Model

Fig. 1 depicts the FH/MFSK system. The source pro-
duces independent, equally likely, binary input symbols.
The binary data are convolutionally encoded by an en-
coder with constraint length K = 7 and rate R = 1/2.
The convolutional code symbols are repeated m times and
interleaved. The MFSK modulator chooses one of M or-
thogonal frequencies based on log, M binary symbols from
the interleaved sequence. In the receiver, the M-ary non-
coherent demodulator performs both a conventional hard
decision and a ratio-threshold test [5], [6] which generates
a quality bit g per each M-ary symbol. The quality bit g
is attached to each of the log, M binary symbols associ-
ated with the M-ary symbol. Soft decision diversity com-
bining on the m-fold repetition code symbols is done after
deinterleaving. The diversity combiner also generates a
quality bit according to a specific algorithm described in
Section IV, and provides a 2 b soft decision per each bi-
nary convolutional code symbol to the Viterbi decoder.

B. Coding Channel Characterization

We consider an FH/MFSK system which transmits /
binary code symbols per hop (//log, M should be an in-
teger). The binary code symbols are interleaved by a
pseudorandom block interleaver [10] with dimensions NI
where [ is the interleaver depth and N is the interleaver
span. The product NI is assumed to be very large in com-
parison to the convolutional code constraint length. The
channel (for the code symbols) is a binary-input, output-
symmetric channel, shown in Fig. 2, with four-level out-
put according to the following ratio-threshold test [5]. Let
01, @3, -+, Qy be the M matched filter outputs. Then
the log, M binary decision symbols are extracted from the
index of Q; where

Q; = max Q,. (1)

[ e e e e e A

| SUPER CHANNEL -

: l CODING CHANNEL |

| |

bat CONV. REPETITION | INTER- M-ARY FREO. |
ENCODER | ENCODER LEAVER MODULATOR HOPPER ]

! |

r ! |

I : cHanneL | !

| weeany | |

1 ' |

|

|

DATA VITERBI DIVERSITY DEINTER DEMOD. FREQ. |
ouT DECODER er 1 COMEINER LEAVER R/T DEHOPPER |
|

| ______________________ 2

e e e e |

Fig. 1. System block diagram.
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Fig. 2. Coding channel model.

In addition, a quality bit g is derived by forming M — 1
ratios as follows:

B 0 (good)
{1 (bad)

where the ratio threshold © = 1 is a parameter chosen by
the communicator. In the sequel, a fixed value of © is
used. It is expected that a randomly varying threshold [6]
will further improve the performance.

The discrete transition probabilities of the channel are
given by [8]

if 0;/Q =

otherwise

O forall k + j
(2)

P.=F.(0)+(M/2 - 1) F,(6) (3)
P, = [F.(1) = F.(0)]

+(M/2 = 1)[F.(1) - F.(8)]  (4)
P, = (M/2)[F.(1) - F.(0)] (5)
P, =(M/2)F,(0) (6)

where the F’s are the exceeding probabilities given by [8]
F.(0) =Pr{g = 60
F(©) = Pr {Q,, > O max Q, |j sent and n ij}.

i#n

v

for all i ;&j[j sent}

\4

Let a partial band jammer jam a fraction p of the fre-
quency hopping bandwidth W, with a total power J. Then,
if the frequency slot selected by the communicator is
within the jammed fraction, it confronts a noise level N,
+ N,;/p where N; is defined by N, = J/W watts /Hz.
Assuming that the hopping is a random process, the oc-
currence of this event is with probability p, while with
probability 1 — p, only background thermal noise is en-
countered with noise level N,.
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The probabilities F,(0), F,(6) may be written as [8]
k02

oM =1 (-1
Fc(9)=l+k§|< k >““—“((k+)ez)

k E
P <~(k + 8?) E) (7)
1 MUM -1
Fe(9)=M_1k§]< k >
.(—l)k+l02 L
(k + ©%) (k+6-1)
k+ 06— 1E,
w(LriE) W

where E, is the energy of an M-ary modulation symbol.
E; is given by

r
Ex = _Eb lOg'_)M (9)
m

where R is the convolutional code rate and E,, is the bit
energy. N; is the noise level confronted in the specific
frequency slot:

{No +Ny/p

No for a nonjammed hop.

for a jammed hop

;= (10)
The resulting transition probabilities are denoted by
P.;,P.;, P, ;, P, forajammed hop, and by P. ,, P, ,,
P, . P, , foranonjammed hop.
Assuming that ideal interleaving is performed (each
code symbol is transmitted in a different hop), the average
transition probabilities are given by

P.=(1—p)P., + pP.; (11)
(12)
(13)

(14)

ﬁar = (1 - p)Pr.r.o + pP(‘.\'.j
ﬁy_\' = (1 - p) Pex,o + pPe.\'._i

Pe = (1 - p)Pe,o + pPe,j‘

C. Upper Bound on BER

The upper bound on the bit error probability P, for a
Viterbi decoder of a convolutional code is given by [3]

P, < 2. b(d)P,
d=ds

(15)

where d is the Hamming distance between two code vec-
tors over their unmerged segment d; (the free distance)
and the coefficients b(d) are determined solely by the
specific convolutional code. P, is the pairwise error prob-
ability for two code vectors with Hamming distance d over
the unmerged segment. P, depends only on the coding
channel and the decoder metric. Forthe K =7, R = 1/2
commonly used convolutional code found by Odenwalder

[4], the bit error bound is
P, < 36P,, + 211P,, + 1404P, + 11633P¢

+ 77433P 3 + 502690P, + - (16)

The pairwise error probability P, is calculated assuming
the Viterbi decoder uses only integer branch metrics and
a binary input, output-symmetric channel, including an
erasure output. The technique for the exact calculation of
P, was given in [3, problem (4.20)] and is extended for
the case of a channel with an erasure output. The vector
{m.k=0,+1, £2, - -+, +£¥/2} represents the con-
ditional probabilities given that a ‘‘zero’’ was transmitted
where k are the symmetric integer output levels. Let
v /2
- k
7(z) = k:%/z T 2
be the corresponding generating function of the transition
probabilities conditioned on a ‘‘zero’’ being sent. Then
P, is the sum of the coefficients of the negative powers
and a half of the coefficient of the zero power of the series

[7(2)]%

III. NoNIDEAL INTERLEAVING

Binary convolutional codes are not capable of dealing
directly with error bursts. Even practical nonbinary codes
cannot deal directly with long error bursts. Therefore, in
a slow FH system, interleaving is required to disperse the
error bursts caused by a partial band jammer.

Ideal interleaving means that the decoder sees a mem-
oryless channel where the impact of jamming or other
channel interferences is independent from any received
code symbol to another. Hence, for a block code, it means
that no two code symbols of any codeword are transmitted
in the same hop. Therefore, the interleaver span N should
be made at least equal to the block length. For a convo-
lutional code, N should be larger than the decoder mem-
ory length, which is not as well defined as for block codes.

In many cases, the interleaving span is constrained to
be smaller than the block length or the decoder memory
length, e.g., 1) when the allowed delay introduced by the
interleaving system (2N/ for the block interleaver [3]) is
limited, or 2) when short messages, which should be in-
terleaved separately, are transmitted in a slow FH system
(N is constrained to be equal to L/I where L is the mes-
sage length). In these cases of nonideal interleaving, a
performance degradation is expected in the decoding pro-
cess because error bursts are not fully dispersed.

For nonideal interleaving with a span of N hops, we
shall assume that separate encoding and decoding are per-
formed on each NI block of interleaving. This assump-
tion enables the calculation of the decoder’s BER for each
block of interleaving separately according to the average
transition probabilities in the specific block, which de-
pend on the number of jammed hops n out of the N inter-
leaved hops. To minimize any degradation which may re-
sult from operating a convolutional code on blocks of data,
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we shall assume that N/ >> K and that there is appropri-
ate code synchronization, state initialization, and finali-
zation. This method transforms the problem to one of se-
lecting a channel, out of N + 1 different channels, for a
period of NI code symbols. Due to pseudorandom inter-
leaving, each of these channels may be considered mem-
oryless (in a very close approximation for / >> 1) as the
channel model given in Fig. 2. Each channel is charac-
terized by a specific set of transition probabilities accord-
ing to n.

A. Upper Bound on Average BER
The average decoded BER P, for interleaving of span
N is

N
P[, = Z P,,P,,(n)

n=0

(17)

where P, is the probability of having n jammed hops out
of N interleaved hops given by

N N-n
Pn=< >p"(l—p)
n

and P,(n) is the decoded BER in the deinterleaved se-
quence of length NI with n jammed hops out of N.

For the computation of the upper bound on P, (n), we
have to calculate the average transition probabilities for
the specific case of n jammed hops out of N:

(18)

P.(n) = <1 - %>P + ]%P(.K, (19)
P.(n) = <1 - % )p + % P, (20)
P,.(n) = <1 - 1%>P + %Pm_/ (21)
P,(n) = <1 - %)p + %P&,. (22)

The calculation of the upper bound on P, (n) is based
on (15) and (16) as described in Section II. This upper
bound is tight for decoded BER less than 10 * [3]. There-
fore, an upper bound on P, based on (17), which averages
upper bounds on P,(n), some of them in the nontight
region of a decoded BER higher than 10*, may suffer
from untightness. larger than that of the upper bound on
P,(n). The tightness of the bound was investigated by
simulation for the case of BFSK with K = 7 rate 1/2
convolutional code, hard decision Viterbi decoding. The
results are demonstrated in Fig. 5. The difference between
the bound and the simulation, at a decoded BER of 1073
and N = 20, is 2.1 dB. The tightness depends on the in-
terleaving span and on the specific code and modulation.
It is expected that soft decision decoding will result in
better tightness since the curves (in Figs. 6-10) are closer

to the wide-band curve which is known to be a tight bound
for a decoded BER under 1077 [3].

B. Definition of Availability

The coding channel of FH communications with partial
band jamming and nonideal interleaving is a channel with
memory. The noise severity level differs from one block
of interleaving to another according to the number of
jammed hops chosen for a block of interleaving. There-
fore, the BER level out of the decoder differs from one
block of interleaving to another. When short messages are
transmitted (L = NI') or when the terminal equipment
frame synchronization algorithm requires BER < T, (T,
is a specified threshold) for any block of interleaving, the
upper bound on the average BER is not a sufficient mea-
sure. For these cases, a definition of probability of avail-
ability is required: P,(E,/N;) = Prob {BER per block
of interleaving < T,}. Let “P,(n) denote the upper
bound on P,(n) computed as described in Section II1I-A
above. The probability of availability may be lower
bounded by

Na

Pu(EI)/NJ) = min ZO Pn
p n=

where n, = | “P,'(T,. E,/N,, p) | and P, is given by
(18). | x| is the largest integer less than or equal to x.
Hence, n,, is the largest number of jammed hops in a block
of interleaving for which the threshold T, is not exceeded,
i.e., “P,(n,, E,/N,, p) < T,. The aforementioned lower
bound on P, results from using the upper bound on P, (n)
for evaluating n,,.

IV. Sort DEcIsION DiviErsiTy COMBINING

Repetition code can be used in an FH system as the only
error-correcting code [2], [7] or as the inner code conca-
tenated with an outer convolutional code [2]. The repeti-
tion code provides coding gain against partial band jam-
ming and flexibility in operating a single rate modem with
multirate data by changing the code rate R = 1 /m. How-
ever, there is an optimum m* for achieving the best per-
formance against partial band jamming. In this section,
we analyze the performance of concatenated repetition and
convolutional codes with nonideal interleaving. Never-
theless, we assume that the repetition code symbols are
interleaved ideally, i.e., the repetition code symbols of
any convolutional code symbol are transmitted in different
hops. This condition can be fulfilled if N = m.

The soft decision diversity combiner processes the re-
ceived soft decision (ratio-threshold test) repetition code
symbols and outputs soft decision convolutional code
symbols according to the following algorithm.

® Majority decoding is performed on the good quality
(g = 0) repetition code symbols corresponding to a single
convolutional code symbol, and a good quality bit is at-
tached to the decision made.
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e If all the repetition code symbols, corresponding to
a single convolutional code symbol, were received with
bad quality (¢ = 1) or a tie occurred among the good
quality symbols, then majority decoding is performed on
all bad quality symbols and a bad quality bit is attached
to the decision made. If a tie occurred again (possible for
m even), an erasure is declared.

Note that a tie means that the number of zeros is equal
to the number of ones. Hence, when a tie occurs, majority
decoding cannot produce a decision. If a tie occurs among
good quality symbols, they can be excluded from further
consideration since the good quality zeros neutralize the
good quality ones.

The diversity combining algorithm described above,
performed after deinterleaving, composes a superchannel
with five-level output for the convolutional code symbols
(see Fig. 3). We have to compute the transition probabil-
ities of the five-level superchannel in order to calculate
the upper bound on the BER performance of the Viterbi
decoder.

Denote the transition probabilities of the superchannel
by Pi, P, P, P, P, where P,, is the probability of
erasure. Assuming that the repetition code symbols are
interleaved ideally and using the soft decision diversity
combining algorithm, we get the following superchannel
transition probabilities for n jammed hops out of N for m
= 2 diversity. Similar expressions, obtained for m = 3
and m = 4, are excluded since they are very long and do
not contribute to the understanding.

m=2:

2

Pf‘(n) = PZO[PC.U + 2P('.0(ch.o + Pex.o)]
+ PZI[P(‘,II(P(‘,j + P(‘x‘j + Pex.j) + P('x.oPc.j
+ P, ,P.]

ex.ot ¢

+ Pzz[Pf.j + 2P (P, + Pc.r.j)] (23)

sz(") = PZOPE,\‘,() + PZIPC\’.OP(‘X,j + PZZP(Z:\'..]' (24)

Pe(n) = Py(2P. oP.o + 2P oPers)
+ Py (P, ,P.; + P ,P,; + P, ,P,.
+ P, ,P..))
+ Py(2P.;P,; + 2P ;P ;) (25)

Pix(n) = P2OP§x,o + PZIPex.oPe.\'.j + P22P§x,j (26)

P:’(n) P20[P¢2’.0 + 2P¢>.({(ch,a + Pw:.o)]
+ Py [P, ,(P.; + P,
+ P('x.j) + Pex,nPc,j + ch.()Pe.j]

+ PZZ[PL%,/‘ + 2P, ; (P, + Pex.j)] (27)

sgagg[_ D:CAIgI%N QUALITY ERASURE
o0 0 0
1 (o}
X 1
1 o
o o]

Fig. 3. Superchannel model.

READ Ep/Ny Ep/Ng, M6, R, K, N, m

OPTIMIZATION ROUTINE

max Pb
[
P Py, (R}
COMPUTE EXCEEDING PROBABILITIES
FOR JAMMED AND NON-JAMMED HOPS:
FC (6),FC m, Fe (el.Fe (1
FOR O £ n < N COMPUTE :
s s s s s
Pc ! ch ! Per ! Pex' Pe
Pn AND Pb(n)
COMPUTE Py, I_.

WRITE px , Py [p¥) I

Fig. 4. A procedure for computation of the upper bound on the BER sub-
ject to worst case partial-band noise jamming ( p; and P,( p;) corre-
sponds to the ith optimization iteration ).

where P,q, P,;, and P,, were substituted for:

P, = P(none is jammed) = (1 — = ) (1 — =~
= none 1§ jamme = - — -
20 Ja N N — 1

(28)
P,; = P(one is jammed) = <1 — 1%) <1 - N’i 1>

()0 -5=3)
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Fig. 5. BER performance of BFSK modulation with hard decision (0 = 1), K = 7, R = 1/2 convolutional code without
diversity. (a) Wide-band jamming, (b) WCPBNIJ, ideal interleaving, (c), (d), (¢) WCPBNJ, nonideal interleaving, interleaving
span of N = 40, 20, 10 hops, respectively. Continuous lines for negligible thermal noise (N, = 0); dashed lines for E, /N,
= 15 dB. Dot-dash lines for simulation results (with negligible thermal noise).

-1 formed are given by
Py, = P(both are jammed) = <%> <l’:/ — 1>. (30)

The upper bound on P,(n) may be computed using the
superchannel transition probabilities and (16) where the i i
pairwise error probability P, (n) for n jammed hops out . > < >1_9"T>"“’ (31)
of N is used. Then, the upper bound on the average BER k=[G+n/27 \ k
Py, is computed according to (17).

For ideal interleaving, P,g, P,;, and P,, in (23)-(27) . o [m i+ 1 i+1 I\ == in
are substituted for (1 — p)2, 2p(1 — p), and p°, respec- Pe = g:o < i > <[ 2 1 - [ 2 J> <,-/2> (PPe)

tively.
General expressions for the superchannel transition i .
e . . . : m=i\_, _
probabilities for m-fold diversity combining, according to . > < > pkpm-i-k (32)
the algorithm given above, when ideal interleaving is per- k=T0n=i+1)/2] k o
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Fig. 6. BER performance of BFSK modulation with soft decision (0 = 2), K = 7, R = 1/2 convolutional code without
diversity. (a) Wide-band jamming, (b) WCPBNJ, ideal interleaving, (c), (d), (¢) WCPBNIJ, nonideal interleaving, interleaving
span of N = 40, 20, 10 hops, respectively. Continuous lines for negligible thermal noise (N, = 0); dashed lines for E, /N,
= 15 dB.

Po= 2, <',n> ([' 3 11 - [i . 1J> <i;2)(1‘nﬁe)f“ P = E ('7)(? +P)"

. / ; l PP
M - MJ . <k= f(i%-:l)/ﬂ <k>P§PC k> (33)

where P., P, P,,, P, are computed by (11)-(14). The
m— i — = (m-i)2 index i counts the repetition code symbols which have

< > (PerPer) (33) good quality bit. [x] is defined as the smallest integer
greater than or equal to x; | x | is defined as the largest

) m m P i+ 1 i I integer less than or equal to x.
Py = 2 -5 (P.P,)
i=0 \ j 2 2 i/2 V. NuMERICAL RESULTS

m—i m— i The upper bound on the average BER performance of
< (", )Fﬁ) (34)

the concatenated ECC system was computed for several

k=T(m=i+1)/2] cases for hard (© = 1) and soft (O = 2) decisions and
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Fig. 7. BER performance of BFSK modulation with soft decision (6 = 2), K = 7, R = 1 /2 convolutional code with m = 2
diversity. (a) Wide-band jamming, (b) WCPBNJ, ideal interleaving, (c), (d), (¢) WCPBNIJ, nonideal interleaving, interleaving
span of N = 40, 20, 10 hops, respectively. Continuous lines for negligible thermal noise (N, = 0); dashed lines for E,/N,

= 15dB.

various combinations of M (modulation signals), m (rep-
etition coding), and N (interleaving span). The convolu-
tional code was Odenwalder’s best K = 7, R = 1/2 code
[4]. AK =7, R = 1/4 code was generated by repeating
the rate 1,/2 code twice (the bound for this code is similar
to the bound given in (16), but the indexes d of P, are
doubled). An optimization program was performed for
evaluating the decoded BER performance subject to a
worst case partial band jammer and the appropriate opti-
mum fraction of band jammed p*. The procedure for
computation of the average BER is described in Fig. 4.
A sample of the results is presented in Figs. 5-10. The
BER performance is given for binary and 4-ary modula-
tion with hard (© = 1) and soft decision (6 = 2) with a
K =7, rate 1/2 or 1/4 convolutional code, with (m =

2) and without (m = 1) a repetition code. Results are
given for wide-band jamming and for WCPBNIJ with ideal
and nonideal interleaving.

In Fig. 5, we illustrate the performance for BFSK mod-
ulation, noncoherent detection with a hard decision, K =
7, rate 1/2 convolutional code with no repetition code.
The degradation due to nonideal interleaving, for negli-
gible thermal noise, for a required average BER of 107°
is 3.3 dB for an interleaving span of N = 40 and 7.7 dB
for N = 20.

In Fig. 6, we illustrate the performance for a similar
case, but with soft decision decoding. Comparing Figs. 5
and 6, we conclude that soft decision decoding with the
ratio-threshold test quality bit achieves a significant gain
over hard decision decoding.
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Fig. 8. BER performance of BFSK modulation with soft decision (6 = 2),

= 7. R = 1/4 convolutional code without

diversity. (a) Wide-band jamming, (b) WCPBN]J, ideal interleaving, (c), (d), (¢) WCPBNIJ, nonideal interleaving, interleaving
span of N = 40, 20, 10 hops, respectively. Continuous lines for negligible thermal noise (N, = 0); dashed lines for E, /N,

= 15dB.

In Fig. 7, we illustrate the performance for a similar
case as in Fig. 6, but with two-fold repetition code con-
catenated to the convolutional code in the transmitter and
soft decision diversity combining in the receiver. Al-
though there is a degradation in the performance against
wide-band jamming, a significant gain is achieved against
WCPBNIJ when ideal interleaving is performed, and even
a larger gain when nonideal interleaving is performed.
However, it is clear from Fig. 7 that the coding system
becomes more sensitive to wide-band thermal noise due
to larger noncoherent combining loss for a lower code
rate. The same code, with a code rate of 1/4, could be
decoded directly by an appropriate Viterbi decoder. Fig.
8 presents the performance for this case, which is slightly

better than the performance for the concatenated coding
system with the same rate.

In Figs. 9 and 10, we illustrate the performance for
4-ary FSK modulation with soft decision decoding, with
and without diversity. Comparing Figs. 9 and 6 or Figs.
10 and 7, it can be concluded that 4FSK achieves a gain
of about 2 dB (at average BER of 10™°) over BFSK for
wide-band jamming, and even larger gain against
WCPBNIJ. Also, the sensitivity to wide-band thermal
noise is reduced.

The optimum diversity against WCPBNJ is m* = 2 for
ideal interleaving [2]. When nonideal interleaving is per-
formed, larger diversity is required to mitigate some of
the additional degradation. See Table 1.
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diversity. (a) Wide-band jamming, (b) WCPBNIJ, ideal interleaving, (c), (d), (¢) WCPBNIJ, nonideal interleaving, interleaving
span of N = 40, 20, 10 hops, respectively. Continuous lines for negligible thermal noise (N, = 0); dashed lines for E, /N,

= 15 dB.

Table II summarizes the performance at required aver-
age BER of 107°.

The concept of availability, which was introduced in
Section III, is demonstrated in Table III for the require-
ments of 7, = 10 * and P, = 0.999.

VI. OpTiMIZATION OF FH SYSTEM PERFORMANCE

A realizable FH system is subject to the constraints of
allowed delay and synthesizer settling time. Increasing the
interleaving span reduces the degradation due to nonideal
interleaving. However, for a given allowed delay, the in-
terleaving span can increase only by increasing the hop-
ping rate. On the other side, increasing the hopping rate,
while the absolute time overhead per hop (mainly due to

synthesizer settling time) remains constant, requires in-
creasing the instantaneous transmission rate, which re-
duces the energy per bit and causes a degradation. There-
fore, a tradeoff has to be made between the interleaving
span and the hopping rate. We shall present an optimi-
zation problem of the FH system performance which pro-
vides the best combination of the interleaving span and
hopping rate subject to the constraints of allowed delay
and synthesizer settling time.

Denote the averhead time per hop by T, seconds, the
allowed delay by T, seconds, and the hopping rate by R,
= 1/T, hops/s. For a block interleaving with a span of
N hops, we have

T,=2-N-T, (36)
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TABLE 1
THE OPTIMUM DIVERSITY m* AGAINST WCPBNJ AT AVERAGE BER oF
10~° wiTH NEGLIGIBLE THERMAL NOISE

Ne10 N=20 N=50 IDEAL
o=l | 24 24 24 2
=2
e=2 | 24 3 2 2
1| 24 24 2 2
M=4
e=2 | 2 2 2 2

The efficiency of the data transmission denoted by 7 is

Ty — To

=1
T,

n(Ry) =

T

"_=1_T0’Rh

T,

(37)

resulting in a degradation in the bit energy E, of 10 - log;
7 (dB) (assuming the transmitter cannot increase its peak

833

power). Substituting (36) into (37), we get 7 as a function

of the interleaving span N:
2 * TO

d

7(N)=1- N=1—-a-N

where « is substituted for 2 * T,/ T,.

(38)
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TABLE 11
REQUIRED E), /N, (dB) AND WORST CASE p ( p*) FORK = 7
CoNvoLUTIONALLY CODED FH /MFSK SYSTEM WITH
NONIDEAL INTERLEAVING AT AVERAGE BER oF 107°

MI©®©|R|m|N Eb/NJ (p*)
N =0 E/N =15 dB
2| 1|12[ 1 |10 | 33.9 (.0004)| 34.0 (.0004)
20 | 24.0 (0.005)| 24.3 (0.005)
40 | 19.6 (0.02) | 20.0 (0.02)
ID | 16.3 (0.09) | 17.0 (0.11)
2| 2 [12] 1 |10 | 23.7 (0.004)| 24.3 (0.004)
20 | 17.4 (0.03) | 18.1 (0.02)
40 | 14.8 (0.07) | 15.5 (0.08)
ID | 12.9 (0.19) | 13.7 (0.21)
2| 2 |12| 2 |10 | 17.0 (0.06) | 19.6 (0.03)
20 | 14.0 (0.20) | 16.2 (0.13)
40 | 12.9 (0.33) | 15.0 (0.29)
ID | 12.1 (0.56) | 14.4 (0.65)
2|2 |1/4] 1 |10 [ 15.8 (0.09) | 17.4 (0.06)
20 | 13.0 (0.24) | 14.6 (0.21)
40 | 12.0 (0.40) | 13.7 (0.44)
ID | 11.4 (0.64) | 13.3 (0.90)
4|2 ]12] 1 |10 | 17.6 (0.01) | 17.8 (0.01)
20 | 13.1 (0.07) | 13.4 (0.07)
40 | 11.3 (0.14) | 11.6 (0.16)
| 9.9 (0.29) | 10.3 (0.33)
4| 2|12 2 |10 | 13.6 (0.16) | 14.4 (0.11)
20 | 11.1 (0.33) | 12.1 (0.35)
40 [ 10.2 (0.54) | 11.4 (0.65)
| 9.8 (0.82) | 11.2 (1.00)

TABLE 111

REQUIRED E,, /N, (dB) AND WORST CASE p ( p*) FOR K = 7
CONVOLUTIONALLY CODED FH /MFSK wiTH NONIDEAL
INTERLEAVING FOR PROBABILITY OF AVAILABILITY P, = 0.999

AND T, = 107*
mlo|rR|m|N]|EMN (o0 ,n
NO-O
2| 2|12 1 |10 | 20.1 (0.054) , 3
20 | 18.8 (0.054) , 5
40 | 17.2 (0.055) , 7

The optimization problem definition is

Py o = mNm max P,[N, p, n(N) - E,/N;] (39)
P

subject to
7"(N)=1—-—a-N

where n(N) - E, is the effective energy per bit of infor-
mation.

Solving this optimization problem, we get the best in-
terleaving span (denoted by N *) which minimizes the de-
coder’s BER for WCPBNJ.

A solution for the optimization problem is illustrated in
Fig. 11 for a specific example of an FH/BFSK system
with a concatenated K = 7, rate 1 /2 convolutional code
and a twofold repetition code with soft decision decoding
and negligible thermal noise (this case was illustrated in
Fig. 7). Also, in this example, o 1/50 was selected.

The solution is based on minimizing the total degradation
Dyt = Dy + D,y for a required average BER of 1077
where D, is the degradation due to nonideal interleaving
for a required BER of 107> and D,,,, = 10 - logo 7 is the
degradation due to the inefficiency. It is clear from Fig.
11 that the optimum span for this example is N* = 20,
resulting in a surprisingly low efficiency 7* = 60%.
Compared to a higher efficiency of 80%, the optimum
span provides a gain of 1.8 dB. The resulting optimal
hopping rate is [according to 37)] R} = (1 — 9*) /T, =
0.40/T,.

VII. SUMMARY

In this paper, the effect of nonideal interleaving on the
performance of convolutionally encoded FH /MFSK sys-
tems subject to WCPBNIJ was investigated. Also, a soft
decision diversity combining method was presented, and
the performance of the combined convolutional and di-
versity coding subject to WCPBNJ was investigated. An
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Fig. 11. The degradation D (dB) as a function of the interleaving span N or the efficiency 5 for BFSK modulation with soft
decision (0 = 2), K = 7, R = 1/2 convolutional code, concatenated with m = 2 repetition code. The curves are plotted
for a BER of 10~* and assuming negligible thermal noise (N, = 0). Also, a = 1/50 was selected. (a) Degradation due to
inefficiency (D). (b) Degradation due to nonideal interleaving (Dj,) . (¢) The total degradation (D, = Dyye + D) -

optimization problem for the system performance in
WCPBNIJ was defined, leading to the best interleaving
span (and the appropriate hopping rate).

The results lead to the following conclusions.

¢ Nonideal interleaving causes significant degradation.
A convolutional code K = 7, R = 1/2, with an inter-
leaving span less than 10, is almost useless.

e Concatenating a repetition code mitigates much of
the degradation caused by nonideal interleaving.

e Soft decision decoding with the ratio-threshold test
quality bit achieves a significant gain over hard decision
decoding both with and without diversity.

¢ The optimum diversity against WCPBNJ is m* = 2
for ideal interleaving. When nonideal interleaving is per-
formed, larger diversity is required to mitigate some of
the additional degradation.

¢ For achieving the best system performance, the op-
timal interleaving span and hopping rate should be used.
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On the Power Spectral Density of Certain Digitally
Modulated Signals with Applications to Code
Despreading

NIKOS B. PRONIOS, MEMBER, IEEE, AND ANDREAS POLYDOROS, MEMBER, IEEE

Abstract—The purpose of this paper is to demonstrate techniques for
deriving the power spectral density (psd) of certain digitally modulated
signals, which are more general and easier to use than other similar
methods. These techniques are especially well suited for deriving the
psd of signal-product waveforms, with arbitrary modulating pulse-
shapes. This is done by decomposing the psd expression into two fac-
tors, one depending solely on the underlying sequences and the other
depending only on the pulse-shapes. General formulas are derived and,
for some cases, they are expressed in terms of the discrete Fourier
transform of appropriately defined sequences and the Fourier trans-
form of the modulating pulse-shape. Applications where these expres-
sions would be useful include bit and code synchronizers, delay-and-
multiply type of detectors, spread-spectrum and code-division multi-
ple-access systems, either at radio or at optical frequencies.

I. INTRODUCTION

ONSIDER the generic low-pass equivalent commu-
nication/radar system model of Fig. 1, which incor-
porates the baseband complex envelopes §;(t); i = 1, 2
of two signals of interest §;(t) = Re [5,(t)ej2"ﬁ"] around
the frequency f., namely, the received and the local sig-
nals, as well as the frequency and phase offsets Aw and
¢, respectively, and the noise complex envelope 7 (¢). The
aforementioned offsets can be attributed to transmitter-re-
ceiver motion, channel disturbances, etc. whereas the
timing offset A at the receiver site can model unintentional
epoch-synchronization error or deliberately introduced
delay. The receiver front-end bandpass (BP) filter shown
in Fig. 1 is typically wide enough to pass a significant
portion of the energy in s,(¢), plus any expected Doppler
offset, while limiting the undesirable noise at the same
time. The problem addressed in this paper concerns the
evaluation of the spectral characteristics of either §,(7) or
the product waveform g(¢) = §,(¢) §5 (¢ + A), with the
emphasis on the second. The desirability of such an eval-
uation is discussed at length below.
This model is general enough to accommodate a great
variety of receiver operations, whose specific purpose is

Manuscript received November 7, 1989; revised February 27, 1990.
This work was supported in part by NSF-PYI under Contract NCR-8552527
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nia, Los Angeles, CA 90089.

IEEE Log Number 9036078.

designated by the choise of the postmultiplier filter (PMF)
and the final processor (FP). For example, in data de-
modulation/detection of completely known signals (i.e.,
with Aw = ¢ = 0) in additive white Gaussian noise, §,(t)
can represent any one of the possible transmitted signals,
the PMF is an integrator and the FP takes the real part Re
[-1; it then performs appropriate comparisons with the
other similar branches. This is the standard correlation
demodulator [4], [21], [29]. For noncoherent demodula-
tion (¢ a random variable ), the FP forms the appropriate
envelopes and compares. Similarly, in radar target detec-
tion, §,(¢) is the pulse matclred to the one transmitted, the
PMF is again an integrator (resulting in the standard
matched-filtering operation) and the FP combines pulses
and decides.

In another class of operations, the information se-
quence embedded in §,(¢) (see elaborate description be-
low) is of no interest and can be treated as random, either
exactly or approximately. Problems in this category in-
clude random-signal detection/interception [28], [20], [2],
bit synchronization [4], [29] and code synchronization [4],
[18], [19], [14], [25], etc. When energy-detection of an
unknown signal is desired (a problem very common in
target detection, spread-spectrum interception and code
acquisition), we can set §,(¢t) = 1 and have the FP per-
form this energy detection with a quadratic nonlinearity.
The model is also applicable to the ‘‘delay-and-multiply’’
operation, widely used as a bit synchronizer as well as an
interceptor which is less immune to noise-level fluctua-
tions. Here, the noise-corrupted received waveform 7(¢)
is multiplied with a version of itself, which is delayed by
an appropriate amount A, then narrow-band filtered at an
appropriate frequency (such as the bit rate) and, finally,
phase-lock-loop tracked (bit sync) or energy-detected (in-
terception). As far as the signal-times-signal (s X s) por-
tion of this operation is concerned, the model of Fig. 1 is
applicable with the aforementioned appropriate choice of
parameters/processors.

In the previous discussion, the information embedded
in §;(¢) was modeled as random. In the spread-spectrum
category of applications, for which Fig. 1 is again directly
applicable, §,(7) and $§,(¢) actually contain deterministic
periodic sequences (codes). These are either pseudoran-
dom (PN), maximal-length sequences employed for anti-

0733-8716/90/0600-0837$01.00 © 1990 IEEE
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Fig. 1. Generic diagram of a communication/radar system.

jam (AJ) pu poses, or combinations of these used in mul-
tiaccessing applications (plus, possibly, AJ). In the first
case, we set s,(7) = s,(¢), whereas in multiple-access we
can have s,(f) # s,(t), sipnifying the cross-correlation
between two different user-c ydes. Again, the specification
of the PMF and the FP depends on the part of the spread-
spectrum receiver we are ~ddressing: despreading, code
acquisition, code tracking sztc. If a random modeling of
the inherent sequence(s) is adequate, we fall into the -at-
egory of the previous paragraph. This is true, for in-
stance, when the period of the code is very large and the
PMF possesses a short impulse response, resulting in par-
tial-period auto- or cross correlation. In many other de-
signs this is not true, and the specific structure of the codes
employed must be taken into account in order to avoid
unpleasant phenomena such as, for instance, false-lock
during acquisition due to partial correlation [4, sect. IX].

The above discussion was meant to point out the wide
apglicability of the model in Fig. 1, regardless of the
modulation format (narrow-band versus spread) or the op-
erating band (baseband, radio-frequencies, or optical). Of
course, the physical generation and impact of impedi-
ments such as frequency, phase and timing offsets, addi-
tive and multiplicative noise, etc., will vary from one ap-
plication to another. Notwithstanding, it is of considerable
and continuing int ‘rest to find the spectral characteristics
of either a linear noiseless signal §,(¢) or of the noiseless
product g(t) = §,(#) §5(t + A) because that, to a large
extent, determines the choice of the front-end and post-
multiplier filters. For spread spectrum in particular, when
the PMF is not a perfect one-code-period integrator, the
spectral portions of g (7) passing through it, in addition to
the desirable dc component, determine the so-called
““code self-noise’’ level. In some operations this might
degrade performance only mildly while in others, such as
multiple-access, it is the most crucial performance factor.

The computation of the power spectral density (psd) of
g (1), which is the main subject of this paper, along with
the frequency-domain description of the PMF allows one
to separate the desirable and undesirable (e.g., signal-
generated ‘‘noise’’) components of the process z(f) in
Fig. 1, working only with second-moment theory. From
an analytical perspective, this is useful whenever the
spectrum of z(t) (or its correlation function with the as-
sociated sidelobes) suffices to characterize performance.
This would be the case, for instance, if z(7) can be ap-
proximately modeled as Gaussian due to, say, the narrow-

band nature of the PMF plus a central-limit type of ar-
gument. Further linear or nonlinear functional operations
on z(t) can then be analyzed based on this (approxi-
mately) complete statistical description of z(z). This
would include phase-locking, quadratic transformations
for energy measurements, etc. If, on the other hand, an
application involves nonlinear operations directly on g (),
and a more detailed joint statistical information between
samples of g (r) is required, then obviously the psd is by
itself inadequate and can only serve, at best, as an inter-
mediate step. Fortunately, most applications involve some
filtering (even mild) on g(r) before further processing,
which increases the purposefulness of evaluating its psd.
Most of the literature regarding the spectral analysis of
stochastic digital sequences and waveforms has concen-
trated on linear entities, like §,(¢), and focuses on the im-
pact that the detailed statistical dependence of modulator
states (e.g., Markovian structure) has upon the final re-
sults (see the historical survey in [1, ch. 2], as well as
[27], [4, ch. 2], [16], etc.). This dependence can be de-
liberate (partial-response signaling) or due to channel fil-
tering (intersymbol interference) or the presence of a fi-
nite-state machine (e.g., convolutional codes, see [3]).
As a byproduct, one gets the psd of purely random sources
or more complicated PCM formats, for which the end re-
sult is affected by both the memory introduced between
symbols, as well as the pulse-shape in use [13], [4], [1].
A simpler computational method can also be followed, if
the autocorrelation function of the underlying symbol se-
quence is given or can be evaluated [4], [21]. However,
this approach necessarily addresses a narrower class of
problems (always of the linear-signal form) and, as ex-
pected, it yields the same answers as the previous Mar-
kovian modeling method when applied to simple PCM
formats. Furthermore, a slight change in the definition of
the autocorrelation function (from stochastic to determin-
istic) allows one to cover the deterministic, periodic-
waveform case, such as the PN-code modulated wave-
form. Regardless of the particular method followed (de-
pending on the problem complexity), the effect of the
choice of pulse-shape (which can be of arbitrary length)
is clearly manifested through its Fourier transform.
Contrary to the above, the literature for the psd of the
product-waveform g(¢) is very sparse, presumably be-
cause the problem is harder. The two key available ref-
erences are [7] and [6], which are repeated with minor
changes in [4, sect. 8.12] and [29, App. G]. They com-
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pute the psd of the product between a BPSK/square-pulse
(or nonreturn to zero, NRZ) modulated PN code and a
displaced version of itself. The key idea there is an ap-
propriate decomposition of the product-waveform, which
we shall also adopt here. However, the computation of
the individual spectra was strictly based on the biphase
modulation/NRZ-pulse assumption. Furthermore, results
were only provided for a displacement of less than a chip
interval. This last restriction was relaxed in [8]; however,
the modulation format and computational procedure were
kept the same. This resulted in a restricted problem for-
mulation, tedious computations, and long final expres-
sions.

The goal of the present paper is to propose a systematic,
straightforward and computationally tractable way for
evaluating the psd of a wide variety of signals, especially
of the product type where §;(¢); i = 1, 2 can include ar-
bitrary codes (that can be different), modulation formats
(beyond BPSK) and pulse shapes (again, not necessarily
the same or NRZ-specific). As a fringe benefit, the psd of
linear waveforms §;(¢) will be obtained, since it is a nec-
essary intermediate step. We will illustrate the method by
applying it to a new class of on-off optical spreading codes
[23], to PN waveforms and their self-products of arbitrary
pulse-shapes, and to cross-products of Gold codes for
multiple access. We will also show how previous com-
plicated expressions can be reconciled with the present,
simpler ones. The key idea is to express the signals of
interest as a convolution between the pulse-shape and an
appropriately defined train of sequence-weighted Dirac-
delta functions. The key advantage of this formulation is
that it allows for a great degree of freedom in specifying
the signal formats, while at the same time it detaches the
procedure from the waveform specifics (of course, the fi-
nal results depend on those). The price to be paid for this
flexibility is that a) all memory in the symbol sequences
must be expressible via their auto- and cross-correlation
functions, thus excluding the richer stochastic details of
Markovian formulations and b) the pulses must be con-
fined within the symbol (or chip) interval, thus excluding
any intersymbol interference (namely, any narrow chan-
nel or front-end filtering). We conjecture, however, that
the theory can be extended in these directions also.

In order to proceed, we need to specify the class of
complex envelopes under consideration. In general, §;(1);
i = 1, 2 will have the standard form

5,(1) = _g_lm I ,pi(t — nT,) (1)

n=

where T, is the symbol (or, depending on the case, baud
or chip) interval, p;(?) is a pulse of duration T, seconds,
and {I; ,} is a sequence of symbols that can be stochastic
(such as random data) or deterministic (such as a periodic
spreading code). The simplest case arises when both
{I; ,} and p;(t) are real as, for instance, in double side-
band pulse amplitude modulation (DSB/PAM) where each
I; , takes on one of M = 2 real values (levels). The BPSK/

NRZ case previously mentioned falls in this class, with
I, ,€[—1, 1] and p;(t) the standard NRZ pulse. An im-
mediate generalization occurs when I, , 2 1)+ 1)
where each of the real components 1\ and I{) of the
complex-valued /; , takes on one of the M possible am-
plitudes or levels. This is the familiar QAM modulation,
a special case of which is the QPSK modulation with M
= 4. The latter can also be viewed as a special case of
MPSK modulation where I , = ¢’ 6, € [2m(m — 1)/ M;
m=1,2,+ -+ ,M]. Acombination of PAM-PSK is also
possible. Thus, by allowing a complex symbol sequence
in the present model, we can cover a much wider class of
interesting modulations such as, for example, quadri-
phase PN spreading with a different code per quadrature
component.

Another kind of generalization is to keep /; , real but
allow p;(1) to be complex. Examples of interest in this
case are the vestigial and single-sideband modulations,
where an imaginary component is added to the real pulse
in order to cancel part of the upper or lower sideband (for
SSB, this component is the Hilbert transform of the orig-
inal pulse). Yet another example in this category is when
the transmitted pulse is real, but is filtered by an asym-
metric BP channel or transmitter/receiver filter; in other
words, by a filter whose low-pass equivalent contains an
imaginary component [1]. In all of these cases, the re-
ceived (1) will be complex.

In order to maintain the greatest degree of generality in
our development, we will allow both {/; ,} and p;(1) to
be simultaneously complex-valued because this covers the
case where either one or both are real. The question arises
as to whether the ‘‘simultaneously complex-valued’’
model represents any physical case or modulation of in-
terest. The first obvious affirmative answer is whenever
{1, ,} is complex by modulation design and the received
p; (1) has become complex because of filtering asymme-
tries. Another, more subtle case regards modulation with
nonidentical quadrature pulses. Let pi”(7) and p{" (1)
represent the in-phase and quadrature pulse-shapes, re-
spectively, so that p,(1) = pi"'(t) + jp;" (). Standard
examples in this category are OQPSK and MSK modula-
tions, for which p!”’ (1) = p{’(+ — T./2) with NRZ or
sinusoidal pulse-shape, respectively. The appropriate
complex envelope in this case is

s()y= 2 [19p(t = nT.) + jI{pi" (t = nT.)]
n= —oo

which cannot be put into the compact form (1) with com-
plex /; , and p;(t). However, a little manipulation shows
that §;(t) can be rewritten as

gi(t) = ":Z_m ej(“/“[li.npi*(t - nTl‘) + I?inpi(t - nTt)]

+ eI ,pi(t — nT,) + If,p}(t — nT.)]

where the asterisk denotes conjugation. We conclude,
then, that these cases can also be handled by our present
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method, at least in principle, except that the amount of
bookkeeping will increase drastically. In what follows,
we restrict attention to modulations obeying (1).

The paper is organized as follows. In Section II, the
general expressions for the psd of modulated linear wave-
forms are derived, while in Section III the same is done
for signal-product waveforms. We also derive an equiv-
alent discrete-Fourier-transform (DFT) formulation
which, from a practical standpoint, provides a convenient
numerical method for evaluating the psd by computer,
whenever long sequences are employed and analytical
methods become too cumbersome. Applications of these
general expressions can be found in Section IV. Some
known expressions for psd’s are shown to be special cases
of the aforementioned general expressions. Finally, con-
cluding remarks are given in Section V.

II. LINEAR WAVEFORMS MODULATED BY PERIODIC
SEQUENCES

We now demonstrate and apply the general technique
for deriving the psd of all signals of the form (1). The
following definitions regarding correlation functions and
the steps for their evaluation are, of course, well known
(see, for instance, [13, sect. 4.3]). Their inclusion here
serves to exhibit the methodology to be used in subse-
quent sections. Let us assume that {/,} represents a pe-
rlodlc sequence of symbols {c¢,} with period L, i.e.,
I = ¢; = ¢;, forevery j. We can express a linear wave-
form s(t) as the convolution (*)

5(1) = Z

n=—o

6(1 = nT) = p(1) = (1) *p(1) (2)

where §;(7) is defined as a {c, }-weighted train of delta
functions

e8]

5(1) & 2

nh=—o

c,6(t — nT,). (3)

Since the processes §(7) and $;() are deterministic (pe-
riodic), their temporal autocorrelation functions R, (7) and
R;s(7), respectively, are defined via an integration over
the period of LT, seconds. Thus, Ra(T) is given by'

Rs(7) & (5,(1), §5(t — 7)) = I, S i DI

n=-—-o0 n'=—-o

CCuend(t — nT)6(t — n'T. — 1) dr

1 LT — © o
= * _

LT( g m=z_m . =;°° C,,C”_mﬁ([ nT()
S n = mT, )
L—1 ©

1
LT(‘ n=0 In:zioo CnCo '"6(7- m r)

'The limits of integration are from 0- to LT —in order to include all delta
functions situated at n7.;n =0, 1,2, « - -

so that

oo

Rs(7) = LT PRI e (7 — mT,).
If we define the perlodlc autocorrelation sequence as

z Z ¢ Cn ms
n=0

| R.(m + nL); n= 41, +2, 43, - -
(4)

we arrive at the (also periodic, with period LT,) autocor-
relation function of the sequence-modulated delta-train

R.(m) £

Rs(7) = 51: Z R.(m) 6(7 — mT,). (5)

I m=

A similar expression can be derived [21] for stochastic
sequences, and the only difference will be in the definition
of the autocorrelation function [17]. From (2) we formally
obtain the psd of §(z) as the Fourier transform (FT) of
Ri(7)

f) =F[R(7)] = F[Ra(T)]IP(f)|2

= S|P (6)

where Ss( f) is the spectral density of §5(¢) in (3). We
can identify the S;( f ) component of (6) as the sequence-
dependent spectral factor (or sequence factor), since it de-
pends only on the correlation properties of the c, se-
quence; on the other hand, P( f ), which depends only on
the particular pulse-shape, will be designated as the pulse-
shape-dependent spectral factor (or pulse-shape factor).
In the periodic-sequence case we can proceed further
by utilizing the aforementioned periodicity of R;(7). Let
us define the kth DFT coefficient of the periodic sequence
{R.(m)} as
L-1
Z R(.(m)e—jZka/L;
Dk - m=0 (7)
k= 10,1, ,L—1

n= 41, 2, +3,

Note that the Hermitian symmetry of R.(m), i.e.,
R.(—m) = R¥(m), implies that the DFT coefficients will
be real numbers. Then, the sequence factor is

Ss(f) = F[Rs(7)]
= l i [ig ‘.ARé(T)e‘-"z’rdeT}

Dk+nL;

T Y T
= - R,
LT( k=z—oo |: SO— T( m=Z—oo ¢ (m)

©8(1 — mT.)e /2" dT} < LT>
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1 o [ - k

LT2 k_Z-oo |: g R (m)e“/ wfm ‘j| 6<f_ Z’i>
1 o —j2mkm /L

S [EOR“('")EM" } < LT>

1 =]
T LT 2D <f_ E> (8)

Finally, combining the pulse-shape factor from (6),

2
1 [ & k
ZTP<LTF> ‘3< LTC> ®)

which will be used in the applications section.

We now consider the more complicated scenario of
waveforms created by product of other signals (wave-
forms).

S(f) =1L Z_ Dy

II. SiGNAL-PRODUCT WAVEFORMS
Let the signal-product waveform be defined as

g(1) = 5i(r) 53(r + A) = 5,(1) §3(1 + kT + pT,)
(10a)

where A = (k + p)T. with k a positive integer and 0 <
p < 1. The waveforms §;(t); i = 1, 2 are of the form
described in (1). We can generalize the standard decom-
position of [7] to rewrite g(z) as

g([) = ["=z_:m Il.npl(r - nT()J
: [ Z Baapi( - (n+ BT, pm}
= % N¥,.q(r =T,
+ 2 LdE,ih(t = nT)
or
g(1) = _Z aq(t = nT.) + 2 bh(1 = nT,)
=g(1) + &(1) (10b)
where we have defined
a, = Il.nlzk.n-kk; bn = Il.nlik,n-#kn‘-l (113)
gl(t) = "=Z_m anq(t - nTc) = a&(t) * Q(t);

@) = _bh(t = T) = by(0) = (1)

(11b)

as(t) = =Z_ a,6(t — nT,),

2 b,6(r — nT,)

bs(1) = ) (llc)
[ pi(6) p3(r + oTo);
q(t) = 0<t=<(l-p)T.
[0, (1-p)T.=r=<T. (12a)
[ 0; 0<r=(1-p)T.
h(t) = | pi(t) pF(t = (1 = p)T.);
B (1 =p)T. =t =T.
(12b)

An example explaining the decomposition via the pulses
of (12) appears in Fig. 2.

It can be observed that @, and b, depend on /; , and k,
while ¢ (t) and A (1) depend on p;(t) and p.

We can express the psd of g(7) as

S(f) = S (f) + S, (f) + Se(f) + S (f)
where S, (f) = F[R,(7)], S,,(f) = F[R,(7)] and
See(f) = FIRy,,

gi(1) and g(1). Since S, ,.( f) = Sg .,
tion 1.2.2]), S,( f) can be written as

Se(f) = Se(f) + So(f) + 2Re [S, ()] (13)

The individual terms S, ( f); i= 1, 2 can be derived
using the methods of Section II. For the derivation of the
cross-spectral density S, ,.( f) we can again use the tech-

(7)] is the cross-spectral density of
(f) (see [21, Sec-

8182
nique of expressing g;(t); i = 1, 2 as appropriate con-
volutions of modulated delta-trains with the g (7) and h (1)
pulses, respectively [see (11b), (11c)]. It follows after
some manipulations that

Seo(f) = F[RY(1)] Q(f) H*(f)

= S0 (f) Q(f) H¥f) (14)

where Q( f) = Flq(1)], H(f) = F[h(1)], and Ry (1)
is the cross correlation® of the delta-trains as () and bs(1),
modulated by the sequences {a,}, {b,} of (11a).

In conclusion, (13), (14) provide the desired answer
with

!Q(f)I

Z R( ) —j2nfmT,

S (f) = (15a)

|H (f)l

Se(f) = B Ry (m)e s

(15b)

Cross correlation can be defined either in the temporal or statistical
sense {as(t), by (t — 7)), Elas(1) b¥(1 — 1)]).
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Fig. 2. Decomposition of signal-product waveform.

oo

2 Ryp(m)e 2T

m= —oo

o(f) H*(f)
T,

c

Sg|gz(f) =
(15¢)

Here, R,,(m) is either R,,(m) = E[a,b}_,,] or R,,(m)
= 1/L XL} a,b¥_,, assuming that the product a,b}_,
has period L. For the latter case, the DFT formulation can
be used, as per the previous section. We note again that
the sequences and their products have been separated from
the actual shape of the modulating pulse. With regard to
the impact of the parameters p and k, we note that p will
affect Q(f) and H( f), while k will affect the various
correlation sequences. Not much more can be said about
(15), which is rather formalistic in appearance, without
specifying further the quantities of interest. We undertake
that below, in the applications section.

IV. APPLICATIONS

Some specific examples of the general cases are now
presented. In particular, we examine the PN sequence
(Section IV-A), the orthogonal optical code (OOC) (Sec-
tion IV-B), the self-product of PN waveforms (Section
IV-C) and the cross product of Gold sequences (Section
IV-D).

A. PN Waveforms of Arbitrary Pulse-Shape

For the specific case of a periodic (period L) pseudo-
random code taking +1 values (antipodal signaling), we
can derive the psd using (9). From the well-known fact

that [11]

1 m = kL
R.(m) =
_i m #+ kL

we conclude that D, = L j R.(m)e 2m™m/L = (1 +
1/L) — 1/L £L2L e7/2™m/L Therefore,

%; k=0
D, = (16)
L+1, k=1,2, L —1
L
Thus, (9) gives
2
1 L+1) < k k
S(f) =L—T—2{< L >k=2_m P<LT> 5<f_ LTF>
o 2
m m
- EPE)l-R)E o

The pulse-shape p(t) and its transform P( f) in (17)
can be arbitrary. In fact, for this development, p (t) need
not be confined to 7. seconds. Previous derivations have
relied on the autocorrelation function of the modulated
waveform, which is necessarily pulse-shape dependent.

As specific examples, we have that for a NRZ pulse of
duration T,,*> with P( f) = T, sinc (fT.), (17) yields

S() = 7 5(/)

L+1 & . L[k k
+ T2 kzz_msmc <L> 6<f LT(.>

(18)

(NRZ)

an expression”® that also can be found in many other ref-
erences (see for instance [4], [29]). Notice that the har-
monics at m /T, disappear for this case. As another ex-
ample, consider the Manchester pulse of duration 7, with
|P(f)| = wfT?/2 sinc® ( f(T./2)), for which we get

o 2
S(f) = LL+2 : kzz_w Bﬂ sinc* (k/2L) 6<f— L’;)
k+0

2 oo
211 51 m
‘H z,ném;5<f‘i>

m#0
m =odd

(19)

(Manchester)

*We use the notation sinc (x) = sin (wx)/(7x).

*Equation (18) is commonly referred to as the *‘power spectrum of a PN
sequence,’’ as opposed to the more precise term ‘‘power spectrum of a
specific PN waveform,™” corresponding to the particular choice of pulse-
shape.
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which includes the odd m /T, harmonics. As a third ex-
ample, we also determine the psd for the raised-cosine
pulse. Specifically, for p(t) given by [21]

27 T.
t 1 + — ==
p(t) = cos [T(. <t 2>”
0<tr=<T, (20a)
which is a time-limited pulse, the FT is
. sin (wfT,) Cint
P __‘ —_— e /T
(f) =3 T = 179 ¢ (20b)

Then, from (17) we arrive at

S(f) = 72 8(f) + 1o <6<f+ %) ' 6<f— %))

(21)

As a final example of a pulse extending beyond T,, con-
sider the raised-cosine family of pulses which satisfy the
Nyquist criterion for zero intersymbol-interference. Here
p(t) is defined as [29]

(time-limited raised-cosine).

p(t) = %0_5@ sinc (t/T,) (22a)
and the corresponding FT is
A
=59
¢ l 27—‘( ’
P(f) B 1 + cos 28
B <|fl =t B
2T. T 2T.
0; |f| > —f + 8
(22b)

Again, an expression similar to (21) can be derived, but
we did not include it here for save of space. Instead, we
chose to plot a particular example. The psd’s for the PN
waveforms and the aforementioned pulse-shapes are
shown in Fig. 3(a)-(d) for codes of period L = 31. Al-
though we are actually dealing with line spectra, we il-
lustrate them with continuous envelopes for pictorial ease.

Note that the pulses in Fig. 3(b), 3(c) contain distinct nulls
at the harmonic equal to the code period, while the others
do not.

B. Optical Orthogonal Sequences

The previous examples (where the binary .equences
take +1 values) are widely used in spread-spectrum sys-
tems, whenever coherent processing is possible, with di-
rect-sequence being the standard case. When frequency
hopping is used as the spreading technique in conven-
tional systems [25], or when optical code-division multi-
ple-access (CDMA) is considered [22], [23], then the re-
sultant processing consists of a summation of individual
power-terms in appropriate slots (time or frequency). Se-
quences having good auto- or cross-correlation properties
in an antipodal modulation may not retain their properties
in an orthogonal (i.e., 0, 1) format [22]; thus, new de-
signs are needed for these systems, such as the Costas
arrays [12] or orthogonal sequences for optical CDMA.
Focusing on the latter, which have been called optical or-
thogonal codes [23], we note that they can be described
by a quadruple (F, K, N\,, \,) where F is the length, K is
the weight (i.e., number of 1’s), A\, is the upper bound
for the autocorrelation function (excluding the R.(0)
value) and A, is the upper bound for the cross-correlation
function. As of yet, neither these sequences nor their au-
tocorrelation functions have been described in specific an-
alytic form, as is the case for PN sequences. Subse-
quently, general closed-form expressions for the resultant
psd cannot be derived at this point. Nonetheless, the pro-
posed technique can be applied for any given sequence,
since its autocorrelation sequence { R.(m)} can be com-
puted. As an illustrative example of the method we refer
to Fig. 4 where we show the psd of the NRZ waveform
corresponding to a specific sequence.

C. PN Waveform Self-Product

As we mentioned before, this is the standard model
which arises in code despreading, synchronization, etc.
When the signal under consideration is a PN waveform
multiplied by a shifted version of itself [i.e., I, , = I, ,
and p,(t) = p,(t) in (10a)], then (11a) results in a, =
CnChrk = Cpyms bn = CoCpykrt = Chyrs [ # m. This is
because of the ‘‘cycle-and-add’’ property of PN se-
quences [11], i.e., the modulo-two sum of a (0, 1)-val-
ued binary PN sequence with a displaced (shifted) replica
is equal to the same sequence, dispaced by a different
shift. We now examine the cross-sequence factor for two
separate cases, namely,

1) (k = 0): If the relative shift between s(t) and s(t
+ A) is only a fraction of a chip p7,, then, a, = ¢2 = 1
and b, = c,;. Therefore, g,(t) of (11b) is now a purely
periodic (i.e., not PN-modulated) waveform. We will in-
dicate this periodic waveform (period T.) as g, (1), whose
fundamental pulse-shape is given by (12a); the remaining
modulated waveform (by the same PN sequence) will be
denoted by g.(¢), whose pulse-shape is described by (12b)
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Fig. 3. (a) psd of a PN waveform with NRZ signaling. (b) psd of a PN
waveform with Manchester signaling. (c) psd of a PN waveform with
time-limited raised-cosine pulse-shape. (d) psd of a PN waveform with

band-limited raised-cosine pulse-shape.
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Fig. 4. psd of a waveform with a specific OOC and NRZ pulse-shape.

and whose period is LT,. Thus, we can write

g(1) = g,(t) + g.(1) = as(1) * q(r) + bs(r) * h(r)

(23a)
with
as(1) = =E_ 6(r — nT.),
bs(1) = i Cy4;0(t — nT,). (23b)

This decomposition was first proposed in [7], but it was
only analyzed for the special case of a rectangular pulse-
shape.

Due to the individual periodicity of as;(t), bs(t) in
(11c), their product az(t) bs(t) is also periodic with pe-
riod LT,; thus,

1 LT, — -] ©
RY(7) = T So— ,,:Z_:m m;_m Cpsjom®(t — nT,)
6(t —(n—m)T, —7)dt
= L_T( E:o | Z c,,+j_,,,6(7 — mT,).

Since ¢, = ¢y11, R f,b)(r) reduces to R (1) = 1/LT,
rizd Cotj Em=—-w 0(7 — mT,). Furthermore, because
i) c,+j = —1, we arrive at RL,,)(T) —(1/LT,)
Ly__o 8(7 — mT,). Finally, the cross-sequence factor
is

% s(r-%

m=—oo ¢

1
Sw(f) = I (24)

We now turn our attention to the next case.
2) (k > 0): Here, a, = c,4j, b, = cu4j-; In other
words, the sequences of (11a) are shifted versions of the
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original c,. Furthermore, the integer / represents the num-
ber of shift positions between a, and b,. Therefore, the
corresponding expressions in (11c) are

a(1) = 3 6b(t - nT,),

b0 = 3 el —aT).  (25)

For Rf,f,)(f), we have

1 LT — oo =3
RLZ)( ) = IT. g [ _Z _Z a,6(t — nT,)
“bypb(t = (n — m)T, — 1)} dt
1 o 1 L—-1
= F Z [Z n§0 cn+jcn+j—m—l:|6(7 - mT(‘)
or
1 -]
‘W)—F»g R.(m + 1) 8(r — mT,) (26)

c

which is a shifted (by [T, seconds to the left) version of
(5). Thus, we can either employ the DFT coeflicients of
(7), or the shift-property in conjunction with (16) to arrive
at

D(l) =

j2mik/L.
b

e k=1,2, ,L—1

(27)
where D, (!) = D;(l + mL). Note that for [ = 0, D,(0)
= D, of (16). Thus,

1 [L+1 <« k
(5) Jj2wkl /L _
o ()= 1P [ L 6<f LTC>

-2l

Again, this determines the cross-sequence factor indepen-
dently of the particular pulse-shape in use. As specific
examples, consider the following.

Example 1) NRZ Pulse-Shape: The two cases (k = 0
and k = 1) result in the following.

(28)

la) (k = 0): Using (24) and (14) for the specific
pulse-shape factor, it follows that
1
Serec(f) = LTZ Z [pT sinc ( fpT,)e *™7]

~[(1 = p)T. sinc (f(1 - p)T,) e/ +0)7]

a<f_%>.

(29a)

Using (A.2), which is proven in the Appendix, (29a) re-
duces to

1 p)
Sun(£) = —2=2) 5y
2 oo
+ %mzm - sinc? (mp) 6<f— %)
m#0
(29b)
Finally, we can evaluate S, ( f) using (13), (17) as
L+1
Sg(f)=[1—p ]B(f)
L+1 k k
o’ &+ I-; )k}_:w - sinc’ <Zp> 6<f“ Zf)
k0
+ p? L Z d mgm sinc? (mp) 6<f— iT"->

m#0
(30)

which can also be found in [29], [4]. Note that for long
codes (i.e., L >> 1),

Se(f) = (1 = p)’8(f)
+ o’ i - sinc? (mp)6<f-—$>.
m#0 ¢

1b) (k > 0): Substituting the expression of (28) in
(14) we have

sue$) = |52 | 2. <

k k(1 — )
- sinc <—-£—)> sinc <%> e/mk/D)
L i p(1 — p)T?
LT LT ni-w ¢

* sinc (mp) sinc (m(1 = p)) e’”'"6<f— ﬂ>

(1 = p) T

T.
or
Sl ) =272 8y + B2 L 0 - )
% ]wk[(2[+l)/L] sinc < >
“reo
- sinc <§ (1 = p)> < LT>
+ p{miw sinc? (mp) 6<f— %)
m#0

(31)
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If we make use of (13), (17), and (A.2) of the Appendix,

we arrive at
L + 1 < , [k
B(f) +— 2 [pz sinc~ <fp>
k=—oo

k#0

S, (f) =

+ (1 = p)’ sinc? <§(l - p))
< (21 + 1)> . <kp>

+ 2p(1 — p) cos k7r——L——— sine | -

- sinc <ﬁl—L:—9—)>j| 6<f— Zk?>

For p = O or 1 (or, equivalently, any integer shift A =
kT,) (32) reduces to (18), the psd of the modulated PN
waveform, as expected. We note that an analogous
expression was derived in [8] with the use of the autocor-
relation function of the modulated waveform. It can be
shown (see Appendix, part A.3) that the two expressions
are equivalent. However, let us note that expression (32)
is much more compact than the corresponding one in [8]
and was derived in a more general manner. If we ignore
the l/L2 terms, then the dominant terms of (32) yield

S(f)—% {pz sinc? <%> +(1-p)

k#O
k#nL

(32)

- sinc? <§(1 - p)> + 20(1 = p)

+ COoS <k7r (2;2—1)> sinc <I%>
- sinc <L1L_—p)>} 6<f— LkT(>

Example 2) Manchester Signaling: We have to distin-
guish between the following three cases with respect to
the values of p:

1) p = 0, 1. For this case, refer back to (30).

2) p = 0.5. The new modulating waveforms h (1),
q (1), are as in the NRZ pulse-case for p = 0.5, but with
reversed polarity; thus we can refer back to (30), (32) for
either k = 0 or k > 0 of the previous example.

3) We observe that whenever 0 < p < 0.5 the roles
of h(t) and g(t) are the reverse of those in 0.5 < p <
1. We will concentrate on the 0 < p < 0.5 case (see Fig.
5). Again, we should distinguish between &k = 0 and k =
1.

2a) (k = 0): Now, using the cross-sequence factor
of (24) and the appropriate pulse-shape factor as per (14),

[} A

h(t)
Te Te

0 LN 0 Pl
2 (1-p)T (1-p)T¢
-0 -1

-
PT¢

>

Fig. 5. Pulse-shape decomposition for Manchester signaling.

the cross-spectral density is

S (£) = 2 (1 = 30)3(1)

1 < k
+Zk=2— o> sinc (kp)6< i)
k0
k=odd
302 k
—Z/\:;w p? sinc (kp)6< f>
k+0
k=even

(33)

If we use (9) for the psd’s of g;(t); i = 1, 2, with the
appropriate pulse-shapes, and after a series of calcula-
tions required for combining these results along with (33)
[as per (13)], we arrive at

S.(f) = <1 ~ 3+ §> 5(/)

+p2<9—%> _Z

m#0

.2 m
ol =2
sinc” (mp) < f T(‘>
m=even

L+1 , < . , m
+ - —
A 2. sinc (mp)6<f T>

m=—oo
m#0
m =odd

L+1 , & . kp k
+ 2 =)l f- ‘
L P 2. <L> <f L7}>

For long codes (L >> 1)

S.(f) = (1 = 30)'8(f)

o
m
+ 907 2 sinc? (mp) 6<f— —>
m= —oo 7—‘(
m#0
m =even

oo

+ p? =Z: sincz(mp)6<f—$>

m=odd

B o .2 kp k
+ p° 2} i .
P 2, SN <L>6< LTC>

k#0
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Note that, for p = 1/3 the dc term disappears, something
which does not occur in the NRZ case.

2b) (k > 0): Again, the combination of (14), (28)
and a good amount of algebraic manipulations yields

(30 = 1)p

Sm/s’z(f) = LZ 5(f)

— (1 = p)sinc <kfp(l —p)>

Cq 12 Jlka /Ly +1) k
sinc <L>}, o\ f LT

2 o
p_ 2 _m
+ I ,,,:Zim sinc (mp)6<f T(.>
m#0
m = odd
I SR 2(mpy sl F- 2
L m= —o C mp f 7’; ’
m+0
(35)
The final result combines (13), (17) with (35):
2
1 - 4p
S.(f) = ( L> 5()
2 o
(4P) .2 _m
- mzZ_w sinc” (mp) 8| f T
m#0
L+1 & ] [k
+ 2 mziim H(l — p) sinc <Z(l —p)>
m#0 )

— 2p sinc <k %)J + p? sinc? <k %)
- Zp[(l — p) sinc <£ (1 - p)> sinc <k §>
— 2p sinc? <k %)}
km k
- cos <T (21 + 1)>j| 6<f— LT(.>' (36)

We conclude that, in the case of self-products of PN
waveforms, the psd depends on both the possible offset p
as well as the number of integer chips k. The dependence
on the number of integer shifts k is introduced either ex-
plicitly through the parameter / of (28), or implicitly in
(24).

TABLE 1
AN EXAMPLE OF A PN SEQUENCE AND ASSOCIATED VALUES OF kK AND [

PN sequence: 111101011001000 (L.=15)

k 12345 678910111213

l 351 821074126 13 911

6 L=15
I=11 for k=13
p=025

12 16 20 24 28 32 36 40 44 48 52 56 60 64
miLT,

(a)

4 8

L=15
=7 for k=7

(b)

Fig. 6. (a) psd for the self-product of a PN waveform with NRZ signaling,
for k = 13 and fixed p. (b) psd for the self-product of a PN waveform
with NRZ signaling. for k = 7 and fixed p.

To demonstrate this dependence, we can look at Table
I which shows the coupling between k and /, for a specific
PN sequence. The values of Table I can be used in (32)
and (36) or for any other pulse-shape. In Figs. 6(a), (b)
and 7(a), (b) NRZ signaling is used. In Fig. 6(a), (b) the
value of p is fixed (p = 0.25) and the variation in the
resultant psd is depicted for different values of /. In Fig.
7(a), (b) the value of k (and thus /) is fixed, whereas p
changes from 0.25 to 0.50. In Fig. 8, for the same se-
quence of Table I and fixed values of k and p, the psd is
shown for Manchester signaling, which can be compared
with the psd of Fig. 7(a) for NRZ pulses.

D. Cross Product of Gold Waveforms

A set of desired sequences in traditional antipodal
CDMA are the Gold codes (for more details on PN, Gold
and other related sequences see [9], [10], [24]; for other
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]

T M e ) Tt PP EPoH—No— ERapaacy

0 4 8 12 16 20 24 28 32 36 40 44 48 52 56 60 64 0 4 8 12 16 20 24 28 32 36 40 44 48 52 56 60 64
m/LT, miLT,
(a) (b)

Fig. 7. (a) psd for the self-product of a PN waveform with NRZ signaling,
for fixed k and fixed p = 0.25. (b) psd for the self-product of a PN
waveform with NRZ signaling. for fixed k and p = 0.50.

L=15
I=2
p=0.25
[=]
[
o
]
1
0~0 I.l"l"-"l'l Trr1 71T l“. T T Liatt S
0 4 8 12 16 20 24 28 32 36 40 44 48 52 56 60 64 68 72 76 80 84 88 92 96100
miLT
Fig. 8. psd for the self-product of a PN waveform with Manchester sig-
naling, for fixed k and p = 0.25.
TABLE 11
A PREFERRED PAIR OF PN SEQUENCES WITH L = 31
n 1234567891011 1213 141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
I, 10101110110 0 011 111001101 0010000
I, 10110101000 1 1 10 111110010 0110000
TABLE 111
SEQUENCES a,, AND b, RESULTING FROM TABLE II, FOR k = 0
n 1234567891011 121314151617 18 19 20 21 22 23 24 25 26 27 28 29 30 31
a, 000110111 1011 01 00 01 111 1101000¢0C0
b, 110001001 11 11 10 0001 010011 1100011

sequences with good cross-correlation properties see also

Although there exist no closed-form expressions for the
[15]). Each set of Gold codes of period L = 2" — 1, con-

auto- or cross-correlation functions of Gold sequences,

sisting of L + 2 = 2" + 1 members, can be constructed
from an appropriate pair of PN sequences. These pairs of
PN sequences are called preferred pairs.

the present method can be employed for specific pairs. To
illustrate, consider the example of Table II, where the two
sequences [; ,; i = 1, 2 under consideration comprise a
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TABLE IV
CROSS- AND AUTOCORRELATION FUNCTIONS FOR a,, AND b, OF TABLE III
m 12345678910111213 14151617 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Ryy(m) bbbaaabbeccc ¢ ¢ccbababbababececbecch
Ry(m) cccbbaaaaabb becccecbbbaaaaabbeeocl
Ry(m) cbaabbbbabbc cbbbbcecbbabbbbaabecel

L=31
=0
p=0.20

PSD

12 16 20 24 28 32 36 40 44 48 52 56 60 64
mAT,

Fig. 9. psd for cross-product of two Gold waveforms with NRZ signaling,
fork = 0 and p = 0.20.

preferred pair with L = 31. Direct application of the re-
sults in Section II for k = 0 yields the a, and b, sequences
of (11a), shown in Table III. They are Gold sequences,
and their cross- and autocorrelation functions are shown
in Table IV. They take on the values a = —9/31, b =
—1/31, ¢ = 7/31, except for R,(0) = R,(0) = 1.

The psd of the cross-product with NRZ signaling is de-
picted in Fig. 9. It was determined using the DFT for-
mulation in connection to (9), (13), and (14).

IV. CoNcLUSION

A new technique for deriving the psd of digitally mod-
ulated signals has been proposed. It focuses on the auto-
and cross-correlation functions of certain sequence-mod-
ulated delta-trains, and makes use of the DFT coefficients
of these functions. This method provides general expres-
sions for psd’s and can be useful in a variety of situations,
by virtue of a decomposition of the psd expressions into
a sequence factor and a pulse-shape factor. As mentioned
in the Introduction, these psd’s can help determine certain
choices of the system design (pre- and postmultiplication
filters, delay parameters, sets of employed code se-
quences) as well as quantify performance in the presence
of signal-induced noise. As examples, we have derived
closed-form expressions for the psd’s of PN waveforms,
and the self-products of PN waveforms with arbitrary
modulating pulse-shapes. Some known expressions were
shown to be special cases of this general and easily adapt-
able approach. We have illustrated the dependence of the
psd of the self-products on the relative shift between the
two versions of the PN sequence, using a specific exam-
ple. This could potentially have implications on the de-

sign of systems employing the standard correlation oper-
ation for such PN waveforms. Finally, we have considered
the example of OOC’s sequences and cross-product of
Gold waveforms, following the general formulae devel-
oped here. For these cases, only specific examples were
entertained.

APPENDIX

In this Appendix we prove some identities which were
used in the derivation of the psd’s in Section IV-C. We
also prove the equivalence of the expression in (32) to the
one in [8].

(A.1) We first show that

p(1 — p) sinc (k(1 — p)) sinc (kp)
= —(=1)*p?sinc? (kp); Kk # 0.
Proof: Starting from the left-hand side,
p(1 — p)sinc (k(1 — p)) sinc (kp)
=p(1 —p)
[ sin (km) cos (kpm) — cos (km) sin (ko)
k(1 —p)m

(A.1)

- sinc (kp)

p(—cos (k1rk)7rsin (kp1r)> sinc (k)

_ p2<—(—1) sin (kp7r)> sinc (kp)

kow

= —(=1)"p%sinc? (kp).
Note that fork # O and p = 0, 1, (A.1) still holds, since
both sides are equal to zero.
(A.2) With the same approach, it can be shown that

(1 = p) sinc? (k(1 — p)) = p? sinc? (kp)

k#0 (A.2)

Proof: Starting from the left-hand side,
(1 - p)2 sinc” (k(1 — p))

= (1-p)

_ [ sin (k7) cos (kpw) — cos (k) sin (kpm) ’

k(1 —p)m
2 sin® (kpw) , sin® (kp)
=(1-»p) 2= 2
(k(1 = p)m) (kpm)

= p?sinc? (kp).
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(A.3) Here we show the equivalence of (32) to the cor-
responding expression in [§].

Proof: To match the notation in [8] to the present
one, we let
T =7 =l (A.3)
Also, the sinc (x) function here is equivalent to the sinc
(7x) function in [8].

The corresponding expression for (32) in [8] is a com-
bination of the (G27), (G28), and (G31) where the letter
G is used when referring to equations in [8] in order to
avoid confusion. The weight of 6( f) in (G27) is p2(€)
= 1/L?, which agrees with the corresponding weight of
6( f) in (32). Because of (A.2), both terms of (G28) are
canceling out. We consider next the expression in (G31);
according to the present notation, the right-hand side of
this equation (with the left-hand side being the > _

k0

N,(f, €)8(f— k/T.) term of (G27)) is equivalent to
L -I-2 1 5
L k=~

k#0
k

.2 k
- sinc <Z(1 - p)>}5<f— LT(.>

k
p’ sinc? <—£—> + (1 - ,o)2

sin’ ﬁ
2L
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+1 2
— 2

(2t +1)
k ~ 7
I P COS( s L
k+0

. \:sinc2 <£> — (1 = 2p)’ sinc? <ﬁ%&2>}
o(r- )

A comparison of (A.4) to (32) indicates that for the proof
of equivalence, we only have to show that (for k # 0 and

o+ 1,0)
k(1 —p)
L

k
4p(1 — p) sinc <—p> sinc
L
k 2
a2 [ ) o L2
sinc <2L> (1 — 2p)" sinc <

It is obvious that for k # 0 and p = 0, 1, (A.5) holds.
To prove (A.5), we start from the right-hand side.

<k7r(12; 2p)>

L
+

N |-

(A.4)

k(1 —2p)
2L

(A.5)

sin’

sinc” <%> — (1 = 2p)’ sinc? <k(12;2")> -
<%> - [sin <%> cos <k7r %) —~ sin <k7r

=~ (1-2p)’ <kn%>2

(57)

. kw . kw o . P kw
2 2 2 [ N 4 2
[Sm <2L> st <2L> cos <k7r L> s <k7r L> €08 <2L>

. kw o\ . 0 kw
+2 — - = —
s <2L> cos <k7r L> s <k7r L> cos <2L>}

(o )] o

. [ kT o\ . p
+ —_ p pii
sin <L > cos <k7r L> sin <k7r L>:|
4 )
5 | sin” k—ﬂ- sin® |k
. T 2L
L
+ sin k_7r cos | k P k d
2 s | km L sin | km L

p 2 [k
k7rL> cos <2L>
PY _gin? (kn 2 ) cos? [ KT
L> sin <k7r L> cos <2L>
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“h4———>sin2 k d sin’ EI — cos’ k_7r
) L L)\ “\2L)
L
+ sin {— cos sz sin kr%}
4 | k
= 2[—sin2 kr% cos | — ) +sin{ — | cos
T
k_
(+7)
4 o\l . [k= p
=< . 5 sin krz tsm T cos sz
)
L
4 . p\ . [k(1l =p)7
=Tsm k7rz sin ———L—
L

sin <k7r §> sin <k(1—2‘3ﬁ’—>

LRI

k(1 - p)
)

=4p(1 - p)

k
=4p(1 = p) sinc _LB sinc
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Interception of Frequency-Hopped Spread-Spectrum
Signals

NORMAN C. BEAULIEU, WENDY L. HOPKINS, MEMBER, IEEE, AND PETER J. McLANE, FELLOW, IEEE

Abstract—A frequency-hopped spread-spectrum signal is modeled as
a sinusoid that has one of N random frequencies. Coherent and nonco-
herent interception receiver structures based on Neyman-Pearson de-
tection theory are determined. Under the assumption that there is a
single hop per detection period, the optimum receiver structure is
shown to consist of a bank of matched filters called the average likeli-
hood (AL) receiver. A suboptimum structure called the maximum like-
lihood (ML) receiver is also analyzed. It is shown that AL and ML
receivers have essentially the same performance. Simple formulas that
relate the probability of detection P, to the probability of false alarm
P, and the signal-to-noise ratio (SNR) for large N are derived.

Receiver structures are also derived and analyzed for the case where
the signal hops a number of times in one detection interval. This may
correspond to the detection of a multihop signal in one symbol interval
or to detection based on integration over a number of symbol intervals.
The relationships of P;, to P, for both coherent and noncoherent mul-
tiple hop receivers, are examined.

I. INTRODUCTION

URING the last 15 years, spread-spectrum commu-

nications has been receiving increased interest in the
open literature. In addition to military applications, nu-
merous civilian uses are being developed. Examples can
be found in [1]-[5].

Spread-spectrum signals have several forms: frequency
hopping (FH), pseudonoise or direct sequence (PN), and
time hopping. Time hopping is generally used with either
FH or PN signaling, but will not be discussed in this pa-
per. The first two forms are the most commonly used and
are similar in that the frequency of the transmitted signal
is altered by a pseudorandom sequence. For FH signals,
this sequence selects the carrier frequency, while for PN
signals, the sequence generates a phase that is used to
modulate the message. Tutorials on spread-spectrum
communications can be found in [1] and [2].

Among the many attractive properties of spread spec-
trum, from a user’s point of view, it its low probability
of interception [S]. Since the signal power for the PN sig-
nals is spread across the transmission bandwidth to resem-
ble noise (hence the name), and since FH signals have

Manuscript received February 17, 1989; revised October 23, 1989. This
work was supported under a D.S.S. Contract based on funding from the
Canadian Department of Communications and the Canadian Department of
National Defence; and by the Natural Sciences and Engineering Research
Council of Canada under Grants A-3986 and A-7389.
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Engineering, Queen’s University, Kingston, Ont., Canada.

W. L. Hopkins was with the Department of Electrical Engineering,
Queen’s University, Kingston, Ont., Canada. She is now with Bell-North-
ern Research, Ottawa, Ont., Canada.

IEEE Log Number 9035811.

their power transmitted in a narrow bandwidth, PN sig-
nals may have a lower probability of interception. How-
ever, FH signals may have a much wider transmission
bandwidth and superior antijamming properties. There-
fore, some systems will use FH signaling rather than PN.

The growing use of spread-spectrum communications
has given rise to the question of interception by an un-
authorized receiver. Since this question is not only of in-
terest to the military, spread-spectrum signal interception
is being addressed by communications regulatory boards,
such as the CRTC in Canada, and the FCC in the United
States.

In this paper, we model a frequency-hopped signal as a
sinusoidal signal with a random frequency that has a dis-
crete probability distribution. The number of possible fre-
quencies in this distribution is denoted by N. Neyman-
Pearson detection theory is used to establish the constant
false alarm rate (CFAR) interception receiver. For a given
false alarm probability, the detection probability of this
receiver represents a fundamental detection performance
limit for any receiver. The frequency-hopping rate is first
assumed to be slow so that the modulated signal is not
allowed to change in frequency over the detection inter-
val. The analysis is then generalized to fast hopping where
the signal hops M times in one detection interval.

The receiver structure derived for slow hopping con-
sists of a summation of the outputs from a bank of cor-
relators, one correlator for each discrete frequency in the
random frequency distribution. Such a receiver can be re-
alized using surface acoustic wave filters [6]. The result-
ing receiver is called the average likelihood (AL) re-
ceiver. The output from each correlator in the bank could
also be tested. This receiver, the maximum likelihood
(ML) receiver, is easily analyzed and has very similar
performance to the AL receiver. This is fortunate, as the
AL receiver is not as easily implemented or analyzed. The
near equivalence of the two receivers in a radar detection
problem with unknown Doppler frequency was estab-
lished by Brennan et al. [7]. Herein, we establish the near
equivalence of the AL and ML spread-spectrum receivers
for small N, i.e., N < 20, and large N, i.e., N > 10*.
The latter case represents a key issue of the security of a
slow, frequency-hopped spread-spectrum signal. Both co-
herent and noncoherent AL and ML receivers are derived
and analyzed. It is shown that the detection probability
Pp, tends to the false alarm rate Pr as N = oo. Further-
more, a value of SNR is found such that P, = Pj for all

0733-8716/90/0600-0853%$01.00 © 1990 IEEE



854 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 8. NO. 5. JUNE 1990

SNR’s smaller than this one. For such SNR’s, signal in-
terception is impractical as the receiver cannot distinguish
detections from false alarms. This SNR increases with N
but decreases with the false alarm rate. For a given N,
this SNR represents the ultimate security of the fre-
quency-hopped signal. This is because it is assumed that
perfect chip synchronization is available to the intercep-
tion receiver.

The fast-hopping signal receiver derived has the fol-
lowing conceptual structure. There is a bank of M AL
receivers, where M is the number of hops per detection
interval. Each AL receiver is an optimum receiver for de-
tecting the presence or absence of the signal on one of the
interval chips corresponding to one hop. The logarithms
of the M chip receiver outputs are summed and thresh-
olded. This may be implemented using one AL receiver
and M consecutive outputs. That is, the AL receiver is
matched to the chip interval and the output is used M
times. This receiver, the multihop average likelihood
(MAL) receiver, is approximated by a multihop maxi-
mum likelihood (MML) receiver. Coherent and nonco-
herent MML receivers are analyzed. Analogous results to
those obtained for the slow-hop ML receiver are obtained.

We consider explicitly two situations. The first is the
case where the signal hops once per detection interval.
The second is when the signal hops several times per de-
tection interval. The first case represents the situation
where the detection interval and the symbol interval are
the same. The second case models a more general situa-
tion. The transmitter may hop My times per symbol and
the receiver may integrate over several, Mg, symbol pe-
riods with My - Mg = M.

The main references on the problem we consider can be
found in [7]-[13].

II. THE SINGLE-HoP AL AND ML RECEIVERS

The signal is assumed to change frequency once per
detection interval. The detection problem is formulated as
a binary hypothesis problem. Hypothesis H, is that a sig-
nal is present, and hypothesis H, is that no signal is pres-
ent. That is,

Hy:r(t) = s(1) + n(r)
Hy: r(t) = n(r)
where
s(t) = A cos (wt + 6) (1)

with n(t), white Gaussian noise with spectral height,
N,/2 W /Hz. The signal, when present, has amplitude,
angular frequency, and phase constant: 4, w, and 6, re-
spectively. The signal duration is denoted as 7. In the
coherent case, § = 0, and for the noncoherent case it is
uniform in [0, 27 ]. The angular frequency  is assumed
to have the discrete distribution

pa(e) = % X b(w — w) (2)

where 6 (x) is the Dirac-delta function. The frequencies
are spaced multiples of 1 /7 or 1/2T apart for noncoher-
ent and coherent systems, respectively, making the sig-
nals orthogonal.

The likelihood ratio for this problem is given by [14]

2 (' E

L[r(n)] = Ew.ggexp {1_\/; So r(t)s(t) dt — E}} (3)
where E is the signal energy and s(¢) is given in (1). Here
E, , represents expectation with respect to frequency and
phase. The signal energy is assumed to be independent of
these signal parameters.

For the coherent case, the expectation in 6 in (3) does
not occur as the phase 6 is assumed to be perfectly known.
The unknown frequency has the pdf in (2), and for s(t)
in (1) the AL ratio test is

N H R
L= 21 = nNe'’> =y’ (4)
= 0

where [; = ¢%, the signal-to-noise ratio (SNR) is d* =
2E/N,, and
24 ('
Q = N, So r(t) cos w;t dr. (5)

The constant 5 sets the false alarm rate, and n' is then the
detection threshold. One notes that «; is Gaussian and that
the sufficient statistic is a sum of independent, lognormal
random variables ¢*. The independence follows from the
frequency spacing assumed following (2) as a conse-
quence of the orthogonality of the signals [25, p. 151].
The receiver structure is shown in Fig. 1.

For the noncoherent case, the phase is uniform in [0,
27]. Performing the expectations in (3), the AL ratio test
is

N Hi
L= 2 1(q) Z N = (6)
i= Ho
where /,(x) is the modified Bessel function of zero order
and

qi = L, + L (7)
T
24
L,=" S r(t) cos w;t dt (8)
N, Jo
and
T
24
L, =— S r(t) sin w;t dt. (9)
N, Jo

The independence of the summands in (6) again follows
from the assumed frequency spacing [25, p. 210]. The
receiver structure is shown in Fig. 2.

The coherent ML receiver is a suboptimum, hard-lim-
ited version of the AL receiver shown in Fig. 1. In words,
the test is as follows. An optimal test to determine the
presence or absence of signal at each of the N frequencies
is performed ignoring the other frequencies. The overall
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Fig. 2. Optimum noncoherent receiver.

decision as to whether signal is present at any of the N
frequencies is made by declaring the signal present if the
signal has been declared present for one or more of the N
frequencies. The optimum AL receiver may then be
viewed as a ‘‘soft’” combining of the signal tests for the
individual frequencies where the combining is done with
exponential weighting. The optimal detection of the pres-
ence or absence of signal for the ith frequency is obtained
by setting N = 1 in (4),

Hi
o 2

Ho

d?/2

e ne®’,

or

! N E
= _° i
A So r(t) cos w;t dt =3 Ing + 5=
The ML receiver statistic may be written in the form of
(4) by letting /; be a random variable (R.V.) that assumes
the values 0 and 1 as signal is declared absent or present
at the ith frequency. Then,
N H

L=21L=1/2

i=1 Ho

(10)
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with [; determined by

T li=1
A S r(t) cos wit dt =
0 =0 2
and where the threshold for L is chosen arbitrarily to be
1/2. Any value between 0 and 1 may be used. The ML
receiver structure is shown in Fig. 3. The probability of
detection of signal at the ith frequency can be shown to

be
_flnn _d
QD_Q<d 2>

and is independent of i. The probability of false alarm is
Ing d
= — 4+ = 13
Or Q< 4 2> (13)

Here Q(x) is the area under the unit variance, zero mean,
Gaussian probability density function from x to o. The
ML receiver detection and false alarm probabilities are,
respectively,

Pp=1-(1-0p)(1-0n)""

(11)

° 1 +§—
nn 2_7’

(12)

(14)
and
Pr=1-(1-0n)" (15)

The noncoherent ML receiver is the analogous subop-
timum version of the noncoherent AL receiver of Fig. 2.
That is, /; denotes an R.V. whose outcome depends upon
an optimum test for signal at the ith frequency according
to

li=1

g = 1, (ne”?) = v
li=0

(16)

which follows from (6) by setting N = 1. The overall test
is then

N
L=§l,->1/2
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Fig. 4. Noncoherent maximum likelihood receiver.

in analogy to the coherent ML test. The receiver structure
is shown in Fig. 4. It follows from [14] that

Or = exp [—v*/2d%] (17)
and

QD = QM(d’ y/d)

where Oy («, §) is Marcum’s Q-function,

(18)

Ou(a, B) = SB X exp {—%i} I(ax)dx. (19)

The overall noncoherent ML detector performance is
given by (14) and (15) with Qr and Qj, given in (17)-(19).

III. DETECTION PERFORMANCE FOR SMALL N

A. Coherent Receivers

For the ML case, the performance is given by (12)-
(15). Computational results for 10 frequencies are given
in Fig. 5 in the usual format for the receiver operating
characteristic (ROC).

To analyze the AL receiver, it follows from (4) and (5)
that the distribution of a sum of independent, lognormal
R.V.’s is required. This is an unsolved problem. Accord-
ingly, various approximations were attempted and are
documented in [16]. The most useful approximations were
taken from the work of Schwartz and Yeh [15] who con-
sidered the distribution of power sums in mobile radio
communications.

The first approximation is due to Wilkinson. This ap-
proximation regards

N
= 3 e (20)

and assumes that L is lognormal. An argument on the va-
lidity of this assumption is presented in [17]. In our de-
tection problem, we need the mean, m,, and variance, o.,
of z as

P(L>7%")=P(z>Iny")

- Q<———I" - m>
a:

(21)
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Fig. 5. Performance curves of optimum coherent and coherent maximum

likelihood receivers for ten frequencies.

Denote the first and second moments of L as p, and p,,
respectively. Then as L =

Inp =m + ¢2/2

In g, = 2m, + 202
and
(22)
(23)

The moments p, and p, are obtained from (20) using the
independence of the summands
N

m,=21np; ~ (Inp,)/2

=Inp —2Inpg,.

(24)

13

N
Mo = '21 exXp (2mai + aii) ’ [exp (04211) - 1] + /"%

(25)

Where a; is a normal R.V. with mean m,, and variance
a, That is, o; is n(my,
Another approx1mat10n to the probability distribution
function of L, Farley’s approximation, is discussed in
Schwartz and Yeh. Let Py = 10 log,, L where

N
L= 210%"
i=1

with the x; 7 (m,, o,) and independent. Then, Farley’s ap-
proximation is

P{P’V—;’"J < t} ~ [¢(n)]"

(26)
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Fig. 6. The probability distribution function, and two approximations, of
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four random variables all have zero mean.
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where ®(t) = 1 — Q(t). The transformation x; = 10
«;/1n 10 converts L to the required form

N
L= _; e
Thus, in (26), setting 8 = 10/In 10 gives
N
P(IO lOgIOL - maiﬁ < Baa,’t) = [‘b(f)]
oras e* = 10*/"1°
P(L < exp {ta, + m,}) = [#(1)]".

Finally, letting 5’ = exp {to,, + m,}

P(L<7n') = [¢<M;1>]N (27)

o

The Wilkinson [i.e., (21)-(25)] and Farley [i.e., (27)]
approximations to the sum of 4 lognormals are presented
in Figs. 6 and 7. Following Schwartz and Yeh’s notation,
oi,. is given in dB and distinguishes the curves. Fig. 6
shows the case where all four m,, = 0, and Fig. 7 shows
the case where three m,, = 0 and one m,, = ¢,,."' In all
cases, d,, is the same for all i. These two cases are those
encountered in (4).

As a basis for comparison, the probability distribution
function of L = L}_, ¢* was determined by Monte-Carlo
simulation. It appears that Farley’s approximation is best
at low probability, whereas the Wilkinson approximation
is best at high probability.

'"These results were obtained by using the Wilkinson or Farley approx-
imation for N = 3 and conditioning on the dissimilar R.V. [16], [21, p.
135].

Schwartz and Yeh do not report on the basis of Farley’s
approximation. However, it may be related to approxi-
mating Z_, ¢* by LM, [, where [; = 0, 1 if ¢* exceeds a
threshold. This follows since Pg in our detection law (4)
is given by (4) and (27) as

, N
Ing" — m,,
Pea=P(L>17')=1- {¢<‘W——>J ,

oai

andm,, = 0,0, =d, ®(t) =1 — Q(r). Letting n' = 9
exp (d*/2), we get, from (13) and (15), Pr o = Pr L.
In other words, Farley’s approximation to the Pg of the
AL receiver yields the Pr of the ML receiver. Thus, as
Farley’s approximation is quite good for P < 1072, one
expects the AL and ML receivers to have similar detec-
tion performance in this range. A similar result was found
earlier for a Doppler radar detection problem by Brennan
et al. [7]. For modest N, we are confident that the detec-
tion performance of the AL receiver can be closely esti-
mated by the simple detection formulas for the ML re-
ceiver.

B. Noncoherent Receivers

For the ML case, the detection performance is given by
(14)-(19). The ROC for 10 frequencies is shown in Fig.
8. Results are given for much larger values of N in Section
IV-C.

The detection variable for the AL case is given by (6)-
(9). To determine the false alarm probabilities, a sum of
Bessel functions whose arguments are Rayleigh R.V.’s
must be considered. This is difficult to treat analytically
and, therefore, a Monte-Carlo simulation was used. These
digital computer simulation results are also shown in Fig.
8. The ML and AL receivers have similar performances.
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Fig. 8. Comparison of optimum noncoherent and noncoherent maximum
likelihood receiver performances for ten frequencies.

As a final consideration of our moderate N results, the
relative detection performances of coherent and nonco-
herent interception receivers are compared in Fig. 9. The
comparison is for the ML case. For Pr = 10™*, the non-
coherent receiver loses between 0.9 and 2.2 dB to the co-
herent case. For the higher Pr, Pr = 1072, the loss is
similar. The low SNR case in Fig. 9 is for an AL receiver
based on using the first term in a series expansion of the
Bessel function, I,(x). The derivation can be found in
Hopkins’ thesis [16] and is a well-known approximate re-
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Fig. 9. Performance plots of noncoherent and coherent receivers for 20
frequencies.

ceiver analysis. Note from Fig. 9 that the ML and AL
noncoherent receiver performances approach one another
as the SNR decreases.

IV. FREQUENCY-HOPPED SPREAD-SPECTRUM
CONSIDERATIONS

A. Introduction

In the previous sections, a modest number of frequen-
cies, N, in the discrete frequency distribution of the signal
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has been considered. In some frequency-hopped spread-
spectrum systems, N would be in the range 10°-10°. Re-
call that N represents the processing gain of the fre-
quency-hopped spread-spectrum system. In this section,
we consider large N for both the ML and the AL receiver.
We show that for a constant false alarm rate, the detection
probability of both receivers goes to Pr as N = oo. For
the maximum likelihood receiver, we establish N for a
given SNR such that P, = Pp. Such a processing gain
implies that detections cannot be distinguished from false
alarms. Hence, signal interception is impractical and a
fundamental performance limit has been reached. We es-
tablish this performance limit for both the coherent and
noncoherent cases. Some approximate results are also
given for the AL receiver. In all cases, slow-frequency
hopping is assumed as the modulation is not allowed to
hop in the detection time period for signal interception.

B. Coherent Maximum Likelihood Receiver

We first note that P, — P, its lower bound, as N —
. Thus, letting N — oo effectively randomizes the sig-
nal, A cos wt, when w has the discrete probability density
function (2). This result may be obtained as a special case
(M = 1) of the more general MML analysis of Section
V-B.

In Fig. 10 we plot P, versus 2E/N, = d? in dB with
Pr and N as parameters. The computations are based on
(12)-(15). From Fig. 10, when N = 10° (X = log,o N =
6), we see that P, = P when P = 107° for all SNR’s
less than 5.9 dB. Thus, below this limiting SNR, inter-
ception is impractical. For Py = 107° and N\ = 6, the
limiting SNR is 4.5 dB.

The dependence of P on Py as N gets large is of inter-
est. From (14) and (15),

Op — OF
1 — QOF
It is established in Section V-B that Qp = O and Qr — 0
as N — o (Qp and Qr depend indirectly on N through )
for a constant false alarm detection probability Pr. Fur-
thermore, using (12), (13), and an asymptotic expansion
for the Q( - ) function, it can be shown that Qp/QF — o

as N — o. Therefore, for large N,

Pp = Pr+ Op
or using (12)-(15),
Py~ Pr+ 0{Q'[1 = (1 - Pp)"] - d}. (30)

A simple method for finding the approximate SNR,
where P, becomes close to Pr, is useful. Setting Pp =
1.2 Py in (30) and using

(28)

(29)

In(l - P
L In(l =Py

M
(1 = PN = /mma—ro _ S (31)

yields, for large N,

d = V2E/N, = Q"<:w> -Q 7' (PF/5).

(32)
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Fig. 10. Probability of detection as a function of 2E/N,, for Py = 107,
10 ? for the coherent ML receiver.

The inverse Q-function, Q@ ~'(-) may be conveniently
computed with good accuracy for the arguments of inter-
est here using a rational approximation given in [23, p.
933].

C. Noncoherent Maximum Likelihood Receiver

One has as a special case (M = 1) of the results of
Section V-B that P, = Pras N = o for the single-hop
noncoherent ML receiver. As in the coherent case, Pp and
Pr are given by (14) and (15), respectively. Now, how-
ever, Qp and Qf are the detection and false alarm proba-
bility, respectively, for each individual noncoherent re-
ceiver in the parallel bank of receivers in Fig. 4.

Using (17) and (18), we plot in Fig. 11 Pj, versus 2E /N,
= d? in dB. The algorithm in [18] was used to compute
Marcum’s Q-function. The results are similar to those
presented earlier in Fig. 10 for the coherent case. How-
ever, the noncoherent receiver does not perform as well
as the coherent receiver. The performance is compared in
Fig. 12 for two values of N and P = 107°. The SNR
degradation of the noncoherent case, relative to the co-
herent case, decreases with N at fixed Pp. For N = 10°
and Pp = 107°, it is approximately 0.8 dB; and for N =
10% and P, = 107°, it is 0.6 dB.
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Fig. 11. Probability of detection as a function of 2E/N,, for P = 107°,
10 ? for the noncoherent ML receiver.

We also note that the SNR, where P, = Py, rendering
interception impractical for SNR’s smaller than this value,
is larger in the noncoherent case. This result is as ex-
pected as the noncoherent receiver is inferior in perfor-
mance to the coherent receiver. For instance, in Fig. 11
for Pr = 107 and A = 6, this SNR for the noncoherent
case is 5.6 dB. In the coherent case, in Fig. 10, for the
same parameters the SNR is 4.5 dB. As expected, inter-
ception will fail at a larger SNR for the noncoherent case.

Equation (28) is still valid for the present considera-
tion. It is established in Section V-B that Op — 0 and Qr
— 0 as N = o for fixed Py in the noncoherent case. Using
an asymptotic expansion [19, F. 17] for the Marcum
Q-function with (17) and (18), it can be shown that O, / OF
— o as N = o and hence, for large N,

Pp = Pr + Qp (33)

or

P, =~ Py + QM{d, {=2m[1-(1- PF)I/N]}I/Z}.
(34)

Equation (34) may also be used to find the approximate
SNR where Pp, becomes close to P for the noncoherent
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Fig. 12. Coherent versus noncoherent P, for the ML receiver.

case. In the noncoherent case, this SNR is about 1 dB
greater than that determined using (32) for the coherent

case.

D. Optimum Single-Hop Coherent and Noncoherent
Receivers

An exact analysis of the optimum AL receiver for large
N appears intractable. In this section, some approximate
analyses of coherent and noncoherent AL receivers are
presented. Our treatment of the AL receivers is based on
a Central Limit Theorem (CLT) [20, p. 58]. We consider
the detection random variable (4), (6)

(35)

where [; = ¢*, and [; = 1,(gq,), in the coherent and nonco-

herent cases, respectively. We wish to determine
Pr=P(L>17")

given that H, the noise-only hypothesis, is active and
Pp,=P(L>17")

given that Hy, the signal present hypothesis, is active. Let
L = E[L] for notational convenience. Under certain con-
ditions [20] which are satisfied here, the statistics

LH() - LHO

2
o LH,
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and

are asymptotically normal in the sense that their cumula-
tive distributions approach the zero-mean, unit variance
normal distribution. Thus, for large N,

Pp
where

Ly,
and

Pp
where

Ly — Ly,

=

U

TABLE 1

WLKN, CLT, anp CLT + 1 APPROXIMATIONS TO P, FOR COHERENT
OPTIMUM AL RECEIVER AND Pp, FOR ML RECEIVER, SNR = 3 dB

Pe

N =104 102 10-3 104 108 106 107
WLKN | 226x102 | 370x103 | 6.09x104 | 1.01x104 | 1.67x105 | 276x10®
cLT 1.00x102 | 1.12x103 | 1.15x104 | 1.18x105 | 1.21x10€ | 1.23x107
ML 1.04x102 | 1.08x103 | 1.13x104 | 1.23x105 | 1.37x106 | 1.60x 107
CLT+1 | 1.09x102 | 1.18x103 | 1.47x10% | 300x105 | 1.29x105 | 8.27x106
N =105

WLKN | 1.15x102 | 1.24x103 | 1.34x104 | 1.43x105 | 154x106 | 1.65x 107
CLT 1.02x102 | 1.03x103 | 1.04x10%4 | 1.04x105 | 1.05x106 | 1.05x 107
ML 1.01x102 | 1.01x103 | 1.02x104 | 1.04x105 | 1.06x 108 | 1.09x 1077
CLT+1 | 1.02x102 | 1.03x103 | 1.05x104 | 1.09x105 | 1.30x106 | 265x107
N=108

WLKN | 1.03x102 | 1.04x103 | 1.05x104 | 1.06x105 | 1.07x106 | 1.08x107
CLT 1.01x102 | 1.01x103 | 1.01x10% | 1.01x105 | 1.01x106 | 1.02x 107
ML 1.00x102 | 1.00x10-3 | 1.00x104 | 1.01x105 | 1.01x106 | 1.01x107
CLT+1| 1.01x102 | 1.01x103 | 1.01x104 | 1.01x105 | 1.02x106 | 1.03x107
N =107

WLKN | 1.01x102 | 1.01x103 | 1.01x10% | 1.01x105 | 1.02x10€ | 1.02x107
CLT 1.00x102 | 1.00x103 | 1.00x104 | 1.00x 105 | 1.00x 106 | 1.01x107
ML 1.00x102 | 1.00x103 | 1.00x104 | 1.00x105 | 1.00x106 | 1.00x 107
CLT+1 ] 1.00x102 | 1.00x103 | 1.00x104 | 1.00x105 | 1.00x106 | 1.01x 107
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Equation (40) can be used as an approximation to Pp, for

2

large N. We call this the CLT approximation. The param-
eters o, 01, Ly,, and ZH, will be specified in terms of
0Ly, the SNR, d?, so that Pp, is a function of d and Pp.
Consider first the coherent case where /; = ¢*. Under
H,, the o; are normal with zero mean and variance d 2 d?
= 2E/N,, i.e., 1(0, d*). Under H,, N — 1 of the ;’s
are (0, d*) and one, say o, is n(d?, d*). It can be

-
Q("l - Ho> (36) shown that [24_] 2
Ly Iy = ¥/ (41a)
o, = eP(e? - 1) (41b)
N
2 1y (37) Iy =e®?  ixk (42a)
i=1
Iy = /2 (42b)
_ 2 a2 d2 _ .
Q<77’ - LH|> (38) o, = e (e 1), i #k (42¢)
OLy, ob = (e - 1). (42d)

N
= 2 I (39)

Combination of (41) and (42) with (37), (39), and (40)

Combining (36) with (38) gives

Oty - Lo~ L
P = Q{ﬁg "(Pr) + %} (40)
LH,

Ln,

yields

Pp = Q{Q_I(PF)

N
S S
N+ e -1

}. (43)
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TABLE 11
WLKN, CLT, aND CLT + | APPROXIMATIONS TO P;, FOR COHERENT

Pe

N=104 102 103 104 108 106 107
WLKN 1x100 9x10-1 8x 101 7x10°! 5x 101 3x10°1
CLT 5x10°7 5x10°1 5x107 5x1071 5x10°1 5x10°7
ML 4x1071 2x107! 1x10°1 6x102 3x102 1x102
CLT+1 | 1x107! 1x10°7 9x102 9x102 8x102 8x1072
N=105

WLKN 9x10°1 8x107! 7x10°1 5x10°" ax101 2x1071
CLT 5x10°1 5x1071 5x 107! 5x1071 5x107 5x10°1
ML 2x107! 1x107! 6x102 3x102 1x102 5x1073
CLT+1| 8x102 7x102 6x102 5x102 5x102 5x102
N=108

WLKN ax101 7x1071 5x1071 3x10°1 2x10°1 1x1071
CLT 5x 107! 5x 107 5x10°1 5x1071 5x 1071 5x10°
ML 1x 101 6x102 3x102 1x1072 5x10°3 2x103
CLT+1| 5x102 4x102 3x102 3x102 3x102 3x102
N =107

WLKN 8x10! 5x 107 4x101 2x1071 1x10°1 6x1072
CLT 5x10°1 5x 107 5x10°1 5x1071 5x10°1 5x 1071
ML 7x102 3x102 1x102 5x103 2x103 7x104
CLT+1 | 4x102 2x102 2x102 2x102 2x102 2x102
N=108

WLKN 6x10°7 4x1071 2x107! 1x1071 6x102 3x102
CLT 5x 107 5x10°7 5x1071 5x10°1 5x10°1 5x10°1
ML 4x1072 1x102 5x1073 2x103 7x104 3x10%4
CLT+1| 2x102 1x1072 1x102 9x103 8x1073 8x1073

Table I shows that the CLT approximation to the coherent
AL receiver performance is very close to the ML receiver
performance when the SNR is 3 dB. Table II, however,
shows that the CLT approximation is useless for 13 dB.
A better approximation to Pj, for larger SNR can be ob-
tained by using the Gaussian distribution for oy in (35)
and the limit distribution, also Gaussian, for '_ in (35).

We call this the CLT + 1 approximation. The rngthemat-
ical details are given in the Appendix. Data from these
approximations are given in Tables I and II. One sees that
the estimated P, using the CLT + 1 approximation is
close to Pp, for the ML receiver for P;’s greater than 107,
The CLT + 1 estimated Pp is within a factor of about 4
of Py, for the ML receiver for Py between 10~ and 1075,
Also shown in Tables I and II are estimates of Pp, obtained
using Wilkinson’s (WLKN) approximation. That is, the
sum of lognormals is assumed to have a lognormal distri-
bution. Note that for small SNR (3 dB), the CLT and
CLT + 1 approximations are almost always closer to the
ML performance than the lognormal approximation. For
larger SNR (13 dB), the CLT + 1 approximation is al-
ways closer to the ML performance than the WLKN es-

timate. While the CLT + 1 estimate is closest to P, of
the ML receiver at 13 dB, none of the three estimates is
close to the ML Pp for Pr < 107°. Recall that the ML
receiver analysis gives the exact relationship among Qp,
Op, Pp, and Pj, for the suboptimum ML receiver. It pro-
vides, therefore, a valid measure of performance for this
receiver at all values of Pr. Considering the results of
Section III-A and B and Figs. 5-8 as well as Tables I and
II, one is tempted to conclude that, for large N, the AL
(optimum) receiver performs nearly the same as the ML
receiver. Our approximate analysis is better at low SNR
than large SNR. This follows since a large SNR makes
one term in (35) dominant, a situation that, as [21, p. 194]
points out, is poor for CLT approximations. Finally, note
that letting N — oo in (43) for fixed SNR (d*) yields P,
- Pp.

We now consider the noncoherent case where /; = I, (g;)
in (35). When r(r) = n(r) in (6), i.e., the Hy hypothesis,
g; is Rayleigh distributed. When the signal present hy-
pothesis is active, N — 1, g;’s are Rayleigh distributed
and one, say g, has a Rician distribution. To proceed
with a CLT analysis, let [;; = I,(g,,), where g, is the
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TABLE 111
CLT + | APPROXIMATIONS TO P, FOR NONCOHERENT OPTIMUM AL
RECEIVER AND P, FOR ML RECEIVER, SNR = 3 dB

P

N=104 102 103 104 10°5 106 107
ML 1.01x102 | 1.02x102 | 1.03x104 | 1.06x105 | 1.09x106 | 1.13x107
CLT+1 | 1.03x102 | 1.05x103 | 1.07x104 | 1.15x105 | 1.53x106 | 3.91x107
N =108

ML 1.00x102 | 1.00x103 | 1.01x104 | 1.01x105 | 1.01x106 | 1.02x107
CLT+1| 1.00x102 | 1.01x103 | 1.02x104 | 1.02x105 | 1.03x106 | 1.05x 107
N =108

ML 1.00x102 | 1.00x103 | 1.00x104 | 1.00x105 | 1.00x106 | 1.00x 107
CLT+1| 1.00x102 | 1.00x103 | 1.00x10%4 | 1.01x105 | 1.01x106 | 1.01x107
N=107

ML 1.00x102 | 1.00x103 | 1.00x104 | 1.00x105 | 1.00x106 | 1.00x 107
CLT+1 | 1.00x102 | 1.00x103 | 1.00x104 | 1.00x105 | 1.00x106 | 1.00x 107

TABLE IV
CLT + | APPROXIMATIONS TO P;, FOR NONCOHERENT OPTIMUM AL
RECEIVER AND Pj, FOR ML RECEIVER, SNR = 13 dB

Pe

N = 10 102 103 104 105 106 107
ML 254x10" | 134x101 | 660x102 | 3.02x102 | 1.20x102 | 5.20x 103
CLT+1 | 9.16x102 | 7.16x102 | 6.42x102 | 599x102 | 567x102 | 5.42x102
N =105

ML 1.42x101 | 667x102 | 3.03x102 | 1.20x102 | 520x103 | 1.98x 1073
CLT+1 | 5.88x102 | 424x102 | 3.73x102 | 344x102 | 324x102 | 3.08x102
N =108

ML 754x102 | 312x102 | 1.30x102 | 521x103 | 1.98x103 | 7.21x104
CLT+1 | 376x102 | 239x102 | 2.03x102 | 1.86x102 | 1.74x102 | 1.64x102
N=107

ML 400x102 | 1.39x102 | 530x103 | 1.99x103 | 7.21x104 | 251 x10¢
CLT+1 | 247x102 | 120x102 | 1.05x103 | 9.47x103 | 8.79x103 | 827x 1073
N =108

ML 228x102 | 620x103 | 2.08x103 | 7.31x104 | 252x104 | 8.39x 105
CLT+1 | 1.74x102 | 6.83x103 | 512x103 | 453x103 | 417x103 | 3.90x103
N =109

ML 152x102 | 298x104 | 821x104 | 261x104 | 8.48x105 | 271 x10°5
CLT+1| 1.35x102 | 368x103 | 237x103 | 204x10-3 | 1.86x103 | 1.73x 103

value of ¢; under H,. Similarly, {;; = I,(g;;) for hypoth-
esis H,. It can be shown that [22], [24]

Q
=]
I

==
I

2
I

O <

2
= o1

(44a)

e (1,(d%) - 1) (44b)
= ik (45a)
eI, (d?) (45b)
e(I,(d*) - 1), i#+k (45¢)
o for d* < oo. (45d)

Using (44) and (45) with (37), (39), and (40) yields that
Pp —» Prpas N = o. A noncoherent CLT approximation
analogous to (43) for the coherent case has not been pur-
sued since the second moment of /,(gq;) is unknown.

We have computed the CLT + 1 approximation for the
noncoherent case [this approximation for the coherent case
was described following (43)]. To describe the CLT + 1
approximation for the noncoherent case, consider (39),

LHI = i§l Io(qil) + Io(qkl) (46)

i*k



864 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 8, NO. 5, JUNE 1990

where the g;; are Rayleigh and g, is Rician. The first term
in (46) is assumed Gaussian with the mean and variance
computed using (44). Then Pp can be computed numeri-
cally using a Rician pdf for ¢, [21, p. 139]. More details
can be found in the Appendix. The results of the compu-
tation are given in Tables III and IV. Over a considerable
range of parameters, the CLT + 1 approximation gives
results for Pp that exceed the ML case. The comparative
results between the AL and ML cases are similar to the
coherent case.

V. THE MuLTipLE-Hor AL AND ML RECEIVERS

In this and subsequent sections, the signal is assumed
to change frequency a number of times, M, per detection
interval. This may be the case where the detection interval
is the same as the symbol interval and the signal hops M
times per symbol. It may also be the case where the signal
hops once per symbol interval and the receiver integrates
over M symbol intervals before making a decision. In this
way, an interceptor concerned only with the presence or
absence of the signal may gain an advantage over a
friendly receiver. In general, let M, denote the number of
symbol periods, and My the number of hops per symbol
interval. Then in one detection interval, the signal is per-
mitted to hop M = M, - My times. That is, the MML
receiver may integrate over M, symbols a signal that hops
My, times per symbol.

Again, the SNR, d*> = 2E/N,. However, now it must
be remembered that the energy E is to be interpreted as
the signal energy per detection interval. Therefore, E =
M; - E;, where E| is the energy per symbol.

A. Interception Receiver Structures

We again consider the binary hypothesis problem, (1)
but now

M
s(t) = ; s/(t) (47a)
where
s'(1)
Acos (wt +0), (j—DIT/M=<1t=<;T/M
B éO, elsewhere.

(47b)

The angular frequency w can assume one of N values w;,
i=1, , N, in each hop interval of width T/M. That
is, there are N hopping frequencies for each chip. The
discrete distribution of w is again given by (2). Now,
however, the frequencies are spaced multiples of 1/MT
or 1/2MT apart for noncoherent and coherent systems,
respectively. Let @ = (o', , w™) be the random vec-
tor whose component w’, j = 1, , M is a random
variable that represents the angular frequency during the
jth hop. Then @ can assume one of N* values under hy-
pothesis H,. Each outcome of @ is assumed to be equally
likely. Similarly, let § = (6', , ) be a random

vector whose component 6 is a random variable that rep-
resents the phase constant for the jth hop. In the coherent
case, 6/ is known, whereas in the noncoherent case, it is
uniformly distributed on [0, 27]. The components of 8
and @ are assumed mutually independent and are also
independent of the noise n(z). As previously, n(t) is
additive white and Gaussian, having spectral density
N,/2 W /Hz and 4 is the signal amplitude.
The likelihood ratio is

) = Efo (5 [, o - )]

M 2 J(T/M)
E-7) II ex <——S r(r)s’(t dt>
"’{;:1 P N, Jiji-nr/m (1)s'(1)

I

I

[¢]

>

o
VRS

|
Sk
~

X
b

5 (T ‘
. — £)s'(t) dt
{CXP <No Su‘—mr/m r(0)s'() >}

Il
[¢]
>4
g=]
TN
|
|
N——
R=F

N J(T/M)
1 24
. EOJ{IT/ 2. exp <— S r(r)

N, Jij-na/m

- cos (w;t + 6) dt>}. (48)

The logarithm likelihood ratio is thus

In {L[r(t)]} ‘
- % In {Em& é exp <2—A SWM) r(1)

N, Jiji-na/m

_ E
. . J —
cos (w;t + 6) dt>zz N

For the coherent case, the log AL ratio test is

M 24 J(T/M)
n{L}=_Z ln{?exp< S r(t)
j=1 i=1 N, Jii-na/m

(49)

. o E
- cos (w;t + 0’)dt>} Zng+ —
Ho N(}

+MInN =17,

which may be written as

M Hi
" iz} = % m{z zf} =

i=1

(50)

U= e% (51)
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and

al = r(t) cos (w;it + 67) dt.

24 Jj(T/M)
M (52)

N, Jij-va/m

The constant 7 sets the false alarm probability, and 3’ is
then the detection threshold. The receiver statistic is a
logarithmic sum of sums of lognormal random variables
¢%. Note the relation of the optimum coherent multiple-
hop average likelihood (CMAL) receiver to the optimum
coherent single-hop average likelihood (CAL) receiver.
Conceptually, the optimum multihop receiver may be im-
plemented by adding the logarithms of the outputs of M
receivers. Each of these is the optimum AL receiver for
detecting the presence of a single signal chip. This may
be implemented using one AL receiver that is used M
times, each consecutive time corresponding to one hop.

For the noncoherent case, performing the expections in
(49), the log AL ratio test is

()= Xl S 1] 2

j=1

E
ty FMInN = (53)
where ¢’ is given by
gh = (LL) + (L) (54)
g4 [T
L. =— ‘ r(t) cos w;t dt (55)
N, 2 v/
gy T/
L, = — S r(t) sin w;t dr. (56)
N, Ji-na/my

The noncoherent multiple-hop AL (NCMAL) receiver has
the same relationship to the noncoherent single-hop AL
(NCAL) receiver as does the CMAL receiver to the CML
receiver. That is, the NCMAL receiver is a logarithmic
sum of M consecutive outputs of an NCAL chip receiver.

We have previously noted the similar performances of
the single-hop AL and ML receivers. Motivated by this
similarity, and by the forms of (50) and (53), we propose
the following suboptimum statistic for detecting multihop
FH signals:

M x

L=2XVZT, (57)

TNV =

J

In (57), I = 0, 1 according to whether signal is declared
absent or present during the jth hop by an ML receiver
for the jth hop. That is, // = 0, 1 according to whether an
ML receiver for the jth hop declares H, or H,, respec-
tively. Observe that the multihop statistic (57) has an ex-
tra parameter, 7,. Thus, there are M hops, and the mul-
tiple-hop ML (MML) receiver declares H, if signal is
declared present for fewer than T, hops. If signal is de-
tected in 7, or more of the hops, the MML receiver de-
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clares H,. The issue of choosing the value of T, is treated
in the next section.’
In the coherent case, each chip receiver is a CML re-
ceiver. Let
j(T/M)
Bl=A S r(1) cos (w;t + 6/) dr, (58)
(j=1(T/M)
then the random variable l{ assumes the values 0, 1 ac-
cording to
H=1

Bl =

o E
—Inng +— =y

=0 2 2M
and
V= max {V}. (59)
i=1--+.N
The probability of detection for each hop detector is
0= o2 - %) (60)

2/M = 2E/MN,. The probability of hop

o
QF*Q(dM‘*’ 2>-

where d3, =
false alarm is

(61)

In the noncoherent case, each hop receiver is an NCML
receiver. One has

F=1

gl Z 1" (ne?) = vy (62)
H=0
and, again
F= max {I}. (63)

i=1,--*,N

The noncoherent hop probabilities of detection and false
alarm are

Op = Ou(dy, Yu/du) (64)

and

Or = exp [ —vi/2d ], (65)

respectively.
The MML receiver detection and false alarm probabil-
ities are, respectively,

I
|
g

ji=0

Py ) ('7) (1-0-0)01-0)""Y

) {(1 - Op)(1 - QF)N-I}M*j, (66)
i Ny
Pr=1- 2 <j>{1f(1~Qp) }

S -0)" (67)

2A reviewer has pointed out that the MML receiver structure is similar
to the channelized radiometer described in [12, p. 136].
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In the next subsections, the performances of the CMML
and NCMML receivers will be examined. The MAL re-
ceivers are not analyzed. However, the performances of
the MML receivers may be viewed as lower bounds of the
performances of the corresponding MAL receivers.

B. Performance of Coherent and Noncoherent MML
Receivers

We begin our examination of the CMML receiver per-
formance by showing that P, > Pras N — oo, regardless
of the value of T,. In order to show this, we first show
that for a fixed Pr, Qp = 0 as N = oo. Equations (60)
and (61) give

Op = Q(Q_I(QF) - dM) (68)

sothat Op > 0as N = o if O = 0as N > . The
latter is proved by contradiction. Consider 0 < Pp < 1
and assume that limy_, ., Qr # 0. Then (67) leads to

llm PFZPF:I

N-o

which contradicts the original assumption that P < 1.
Hence, limy . o, Or = 0 and Qp, = 0 as N = oo. Interpret
now (66) and (67) in the following manner:

To—1 M I_QD Nj
e B (- 12% 00

(1=20-or]"

1 = O

X
I

S ey

j=0 \j |
- QF)N}M—I.

Since QOp = 0 and Qr = 0 as N — o, P, = Ppras N —
o for any choice of T,,.

It can also be shown that P, = Pras N = o for the
NCMML receiver. The proof is similar to that for the
CMML receiver, except that Q;, and Qy are given by (64)
and (65) rather than (60) and (61). Again, this is true for
any value of 7,.

The intuitive tradeoff involved in the choice of T, is the
following. The greater the value of 7, the smaller the
likelihood of a false alarm, since more hop receivers must
erroneously declare signal present. At the same time, the
smaller the probability of detection, since T, or more hop
receivers must declare signal present. That is, a greater
T, leads to a smaller P, but at the same time leads to
smaller Pp,. One wants to select 7, to achieve the greatest
Py, for a given Py.

Fig. 13 for the CMML receiver shows the ratio Pp/ Py
plotted as a function of Py for M = 3, T,=1 — 3, and
N =10 000. Analogous results for the NCMML receiver
for M = 3 and SNR = 13 dB are presented in Fig. 14.
Interestingly, the best performance is achieved for T, =

1m_|—rm||'_rwrrﬂ]_l_ﬁmﬂr_l_rmn[ﬁ_r1'rrmr‘—r‘ﬁﬂm

SNR = 13dB
N = 10000 T
M=3

g

NORMALIZED PROBABILITY OF DETECTION, Py /Py

109 107 105 103
PROBABILITY OF FALSE ALARM, Py

Fig. 13. The normalized detection probability P,/ Py as a function of P

for the coherent MML receiver with M = 3.

320Wmmq—l_mm

SNR =13dB
N =10000
M=3
240 1

280

120

NORMALIZED PROBABILITY OF DETECTION, P, /P;

109 107 105 103
PROBABILITY OF FALSE ALARM, P,

Fig. 14. The normalized detection probability Pj,/P; as a function of P,
for the noncoherent MML receiver with M = 3.

We have examined a number of cases for M < 10, and
= 1 was the best choice every time [24].

In the next two subsections, the results of Sections V-A
and B are interpreted from the point of view of a signal
that hops M times per symbol, and from the point of view
of a receiver that integrates over several symbols. In all
cases, T, = 1 is used.

1.
T,
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C. Multiple Hops per Symbol

The spread-spectrum user may elect to hop several times
per symbol to make the jamming of each symbol more
difficult. That is, in some cases the symbol may be re-
covered because the jamming has only wiped out a part
of the symbol. Hopping several times during the duration
of a symbol is also desirable from the point of view of
defeating an unauthorized interceptor. This is shown in
Figs. 15 and 16, where the ratio of the detection proba-
bility using (N, M) = (10*, M) to the detection proba-
bility using (N, M) = (M - 10*, 1) is plotted as a func-
tion of Pr at SNR = 13 dB. The coherent case is shown
in Fig. 15, and the noncoherent case in Fig. 16. Observe,
for example, that hopping 10 times per bit results in a Pp
that is 4.4 X 10° times the P, that results from hopping
once per bit over 10 times as many frequencies. This is
for Pr = 107, SNR = 13 dB, and N = 10 000 in the
coherent case. The noncoherent results are similar. For
example, P, for M = 10, SNR = 13 dB, N = 10 000,
and Pr = 107° is 5.8 x 107° times the Py, obtained hop-
ping once over 10 times as many frequencies. The com-
parisons are made on the basis of equal received energy
over one detection interval of duration T. That is, the
transmitter may, for the same bandwidth, put energy E in
one of M - 10* frequencies for the bit duration T. Alter-
natively, energy E /M is put in one of 10* frequencies for
a duration of 7/M corresponding to hopping M times per
bit. These results are obtained from (66) and (67) by set-
ting 7, = 1. One also notes from observation of these
figures that P, approaches P very rapidly as M is in-
creased.

Corresponding to (29) and (33), one can show that for
large N and M hops /symbol,

Pp(M hops /symbol) = Pr + MQp, (69)
for both coherent and noncoherent cases. Comparison of
(69) with (29) and (33) shows why hopping M times per
symbol is so much more effective in reducing Pp to Pr
than hopping M times as many frequencies once per sym-
bol. In (69), Qp is given by a Q-function of an appropriate
argument. The energy per hop enters into the argument.
One can show that for a given Pr, Qp in (69) is propor-
tional to exp (constant)/M'/?). The details are lengthy
and are omitted. This effect dominates the scaling of Qp
by M in (69). Note, for example, that hopping 10 times
per symbol at Pp = 107 and SNR = 13 dB reduces Pj
from 2.9 X 10 2t0 1.6 x 107° when N = 10 000. Hop-
ping once per symbol and increasing N from 10 000 to
10'° reduces Pj, to 8.7 X 1075,

In analogy to (32) for the single-hop ML receiver, one
may also derive an expression for the SNR at which Pj
becomes approximately equal to P for the M hop /symbol
case. Setting P, = 1.2Pr in (69), T, = 1 in (67), and
using (60) and (31) gives, for large N,

4 = VIETN, = | o' - U

~ o7 (pe/sm)|. (70)
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Fig. 15. The ratio of P, for a coherent MML receiver with (N, M) =
(10*, M) to P, for a coherent ML receiver with (N, M) = (M - 10*,
1).
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Fig. 16. The ratio of P, for a noncoherent MML receiver with (N, M) =
(10*, M) to P, for a noncoherent ML receiver with (N, M) = (M -
104, 1).

The performances of the coherent and noncoherent
MML receivers are compared in Fig. 17. The comparison
is made for N = 10 000, Pr = 107%, and M = 3 and 5.
The noncoherent receiver performs ~ 1 dB poorer than the
coherent receiver at high SNR. At lower SNR, the differ-
ence is ~2 dB.

D. Integration Over Several Symbols

The interceptor may gain an advantage by integrating
over M, symbols before deciding whether signal is pres-
ent. In this subsection, the case where the transmitter hops
M, times per symbol and the MML receiver integrates
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10-2 T I

N = 10000
Py =10

103 —

104 —

2E/N,, (dB)

106
15

Fig. 17. The probability of detection Py, as a function of SNR for the co-
herent and noncoherent MML receivers. The false alarm probability P.
is 107° and the noncoherent case is represented by a broken line.

over M, symbol periods is examined. In this case, the en-
ergy E per detection interval and symbol energy E; are
related by E = M, - E,. The MML receiver performance
is given by (66) and (67) with Q, and Qf given by (60),
(61) and (64), (65) for the coherent and noncoherent cases,
respectively. However, now

2 2ME, _ 2E,
MN,  MyM,N, MyN,

dy = (71)
Note that the energy per hop dy, in (71) does not depend
on M,. As a consequence, the probability of detection in-
creases slowly as M, increases. This is seen in Fig. 18
where Pp, is plotted versus Py for SNR = 5 dB and My =
1. That is, the signal hops once per symbol interval, and
the receiver integrates over M, symbols to improve the
detection probability. Curves for M, = 1, 10, 100, and
1000 are presented, and Py ranges from 1073 to 10~°.
Observe that Pp, is increased by less than a factor of 4.4
by integrating over 1000 symbols. Contrast these results
shown in Fig. 18 with those shown in Fig. 19 concerning
the influence of M,. Note that d,, in (71) is inversely pro-
portional to M. One sees from Fig. 19 that for a receiver
that integrates over 1000 symbols, the probability of de-
tection is decreased by a factor of 4.4 if the transmitter
hops three times per symbol rather than once per symbol.
This is at a false alarm probability , Pr = 10~°. Note that
in the examples of Figs. 18 and 19, T, = 1 has been used.
While 7, = 1 is optimum for M, < 10, a reviewer has
pointed out that optimization of 7, for M, = 100 and M,
= 1000 may yield a significant improvement in Pp. This
optimization is laborious, so we present the values of Py
in Figs. 18 and 19 as lower bounds.

102

SNR=5dB
COHERENT
Ty=1

o (Mg, Myy) = (1000, 1)

(Mg, M) = (100, 1)

10 (Mg, My =(10,1)

Mg, Mp) =(1,1)

108 ol IIH!II|7 Ll |||ou5: ST R

109 107 10" 10-3
P
Fig. 18. The detection probability P,, as a function of the false alarm prob-
ability Py. The signal hops once per symbol interval, and the coherent
MML receiver integrates over M, symbols before making a detection
decision.

102

SNR = 5dB
COHERENT
Ty=1

(Mg, M) = (1000, 1)

106
(Mg, My = (1000, 2)

(Mg, M) = (1000, 3)
10-8

cvod el vl il il
109 107 10° 1073
Py
Fig. 19. The detection probability Pp, as a function of the false alarm prob-
ability Pr for a coherent MML receiver that integrates over 1000 sym-
bols. The signal hops M, times per symbol.

VI. CONCLUSIONS

Modeling a slow-frequency-hopped spread-spectrum
signal as a sinusoid with a random, discrete frequency
distribution gives a summation of nonlinear transforma-
tions of the outputs from a bank of correlators as the op-
timum, coherent, Neyman-Pearson, interception re-
ceiver. One correlator is present for each frequency in the
discrete distribution. In the noncoherent case, in-phase
and quadrature correlators are followed by an envelope
detector.
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For both the coherent and noncoherent cases, the prob-
ability of detection of the optimum receiver tends to the
probability of false alarm as N, the number of discrete
frequencies, gets large. A related suboptimum receiver
tests each correlator output against a threshold. This re-
ceiver, the ML receiver, is not optimum, but its detection
performance is close to optimum. This receiver is easier
to both realize and analyze. For a given N and the ML
case, we have established the SNR below which intercep-
tion is not practical as the detection probability is very
close to the false alarm probability.

The optimum receiver for fast-frequency-hopped
spread-spectrum signals is a logarithmic summation of
optimum receivers for each chip. Fast frequency hopping
assumes the carrier frequency is constant over a chip but
changes a number of times over the detection interval. A
less complex receiver, the MML receiver, has been pro-
posed and analyzed. For both coherent and noncoherent
MML receivers, the probability of detection tends rapidly
to the probability of false alarm as M, the number of hops
per interval, increases. Furthermore, for a given received
energy per detection interval and a given bandwidth, Pp
tends to P much faster by increasing M than by increas-
ing N. For a given symbol energy, hopping several times
per symbol decreases Pp much more rapidly than Pp can
be increased by integrating over many symbols prior to
making a detection decision.

APPENDIX

The following are the details for the CLT + 1 approx-
imation for the coherent optimum receiver.
Consider (35) and the probability of detection,

PD=P(LH| 21’,)'

Now,
LH| =27+ eak,
where
N
Z= 2 e,
i=1
itk

If N is large, Z is approximately
1(Z, o3) = 9((N — 1)e”/%, (N = 1)e”(e”* - 1))
and P(Ly, =2 ') = P(Z =z ' — e™). Therefore,

d e—(ak—&k)2/20,2 <’1' — e — z
P, = S % . >da.
° - O V2T ¢ 0z ¢
(A-1)

Note that Py is given by (36), and hence 7' is deter-
mined by solving this equation. We have

0 = Ne®? + F/2NN(e® — 1)Q 7 (P).

The result above for 4’ is substituted into (A-1), and nu-
merical integration is used to compute Pp,.
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The CLT + 1 approximation for the noncoherent case
is analogous to the coherent case.
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Combined Tone and Noise Jamming Against Coded
FH/MFSK ECCM Radios

HYUCK M. KWON, MEMBER, IEEE, AND PIL JOONG LEE, SENIOR MEMBER, IEEE

Abstract—It is known that partial-band tone jamming (PBTJ) is gen-
erally the worst form of jamming for frequency-hopped M-ary FSK
(FH/MFSK) communication systems. Recent studies show that for some
coded systems, full-band noise jamming (FBNJ) is more effective than
worst-case PBT]J if a receiver is able to utilize jamming state infor-
mation (JSI) for decoding, when the symbol energy-to-uniform noise
jamming power spectral density ratio (E,/N,) is small. In this paper,
we conjecture that a proper combination of PBTJ and FBNJ under a
given total jamming power constraint may be more effective than PBTJ
alone, not only for the case with low E,/N, but also for the case with
high E,/N,, since the FBNJ can corrupt the JSI. Assuming this com-
bination of PBTJ and FBNJ jamming, we consider three cases of re-
ceiver processing—the hard decision (HD) metric without JSI, the HD
metric with perfect JSI, and the maximum likelihood (ML) metric using
Viterbi’s ratio threshold (VRT) to generate a 1-bit symbol decision
quality indicator. System performance is evaluated in terms of the
Chernoff bound on the probability of symbol error. From extensive
numerical analysis we conclude the following. For the case of the HD
metric without JSI, PBTJ-only jamming is the worst form of jamming
as expected since the receiver does not use JSI at all; for the other
cases, a combination of PBTJ and FBNJ is the worst, with the worst
ratio of PBTJ power to FBNJ power a function of the values of M and
E,/N,.

I. INTRODUCTION

N an electronic warfare environment, where a battle is

waged between the communicating party and a jammer
who is intent on disrupting the communicator’s link, strat-
egy plays an important and fundamental role for the op-
posing parties. In this paper, we analyze and evaluate the
effectiveness of sophisticated jamming waveforms in de-
grading the performance of a frequency-hopped M-ary
frequency shift keying (FH/MFSK) communications sys-
tem which utilizes various ECCM (electronic counter
countermeasures) techniques to mitigate the jamming ef-
fects.

The FH/MFSK system considered in this paper is a
scheme which can provide the communicator with jam-
resistant radio capabilities. The most successful type of
jamming against FH/MFSK radios has been shown to
consist of placing equal power jamming tones such that,
at most, one of the M-ary signaling frequencies is jammed
on a given hop, called ‘‘n = 1 band multitone jamming’’
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ing and Computer Science, University of Wisconsin-Milwaukee, Milwau-
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[1, vol. II, p. 113}, [7]. In this paper, we call this jam-
ming simply ‘‘tone jamming’’ or ‘‘partial-band tone jam-
ming”’ (PBTJ).

Recent studies show that for some coded systems, full-
band noise jamming (FBNJ)' is more effective than worst-
case PBTJ if a receiver is able to utilize jamming state
information (JSI) for decoding, especially when the sym-
bol energy-to-uniform noise jamming power spectral den-
sity ratio (E,/N,) is small [1, vol. II, p. 178], [7]. In this
paper, we conjecture that a proper combination of PBTJ
and FBNJ under a given total jamming power constraint
may be worse than PBTJ alone, not only for the case with
low E, /N, but also for the case with high E,/N,, since
the FBNJ can corrupt the JSI.

Because the tone jamming power is concentrated at cer-
tain frequencies, a JSI generator in the FH/MFSK re-
ceiver can easily detect whether a jamming signal is pres-
ent or not during a symbol transmission. Such JSI can be
exploited by the ECCM receiver’s decoder to emphasize
the unjammed symbol and to deemphasize the jammed
symbol [1]-[3]. As the jamming power becomes stronger
and stronger, the JSI about the PBTJ is more and more
reliable. Sometimes, a strong PBTJ may actually improve
the communication link performance if perfect JSI is
available. Hence, a more intelligent jammer will not use
PBTJ only against an ECCM receiver with a JSI genera-
tor. Instead, the jammer may choose to combine PBTJ
with FBNJ because the ECCM radio cannot easily detect
FBNIJ, and therefore FBNJ can cause the ECCM radio
receiver to generate inaccurate JSI about the PBTJ. It is
the objective of this paper to investigate how well a coded
FH/MFSK system with JSI that has been fortified against
PBTJ alone withstands a simultaneous onslaught of both
FBNJ and PBTJ. We assume the total jamming power is
fixed and the portion of total jamming power used in FBNJ
can be controlled to maximize the jamming effects.

Assuming this combination of PBTJ and FBNJ jam-
ming, we consider three cases of receiver processing—the
hard decision (HD) metric without JSI, the HD metric
with perfect JSI, and the maximum likelihood (ML) met-
ric using Viterbi’s ratio threshold (VRT) to generate a
1-bit symbol decision quality indicator [4], [5], [8]. We
consider a VRT receiver in this paper because it is a sim-
ple and practical antitone-jamming receiver. In addition,

"This is identical to the effect of classical additive Gaussian noise
(AWGN), except that the channel corruption is caused by a broadband jam-
mer.

0733-8716/90/0600-0871$01.00 © 1990 IEEE
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Fig. 1. A coded frequency-hopped M-ary frequency shift keying commu-
nication system overview.

the VRT techniques can be regarded as imperfect side
information® generators. Therefore, the ML metric with
VRT is a good candidate for the purpose of comparison
to the HD metric for the cases of perfect JSI and no JSI.
System performance is evaluated in terms of the Chernoff
bound on the probability of symbol error [1, vol. I, p.
193]. Many who are familiar with coding will appreciate
the value of the Chernoff bound’s D parameter in the com-
putation of the error probability bounds for given code
structures and in the comparison of cutoff rates, which are
practically achievable code rates for the memoryless cod-
ing channel [1]-[5]. Here the meaning of coding channel
is the effective channel as seen by the encoder and de-
coder system (see Fig. 1). Once the D parameter is ob-
tained, the cutoff rate and bit error probability bound can
be calculated for given specific codes [1, vol. I, ch. 4].
Hence, we will evaluate D parameters for coded FH/
MFSK systems. First, we will maximize D parameters
with respect to the fraction of hopping slots jammed by
the PBTJ when a portion of the total jamming power is
assigned to FBNJ and the rest of total jamming power is
used by PBTJ. Second, the worst-case combined jamming
with respect to the portion of total jamming power used
in FBNJ against the three cases of receivers mentioned
above will be numerically calculated for some specific
E;/N,. Finally, we plot D versus E,/N, with the portion
of total jamming power used in FBNJ as a parameter.

The paper is organized as follows. A general system
description is given in Section II. In Section III, the HD
metric cases are analyzed. Section IV examines the ML
metric case with imperfect JSI generated by the VRT. In
Section V, numerical results are discussed, and conclu-
sions are given in Section VI.

II. SysTeEM DESCRIPTION

Our analysis neglects thermal noise, which is assumed
to be dominated by the effects of the jammer. We assume
contiguous MFSK modulation and one hop per transmit-

*Actually, this side information is not restricted to JSI. that is, the qual-
ity bit indicates the general quality of the channel itself.

ted symbol. In addition, we consider ‘‘n = 1 partial-band
multitone jamming’’ [1, vol. II, p. 79] which jams at
most one of the M-ary signaling frequencies. The PBTJ
chooses randomly the jamming portion of the total fre-
quency-hopped system bandwidth W.

Let J be the total jamming power and e be a portion of
J used by the FBNJ, 0 < ¢ < 1. Then the PBTJ uses
power (1 — €)J. Let N, = J /W denote the uniform noise
jamming power spectral density over the total frequency-
hopped system bandwidth W, with N = €N, /T, as the
FBNJ power measured in a frequency hopping slot, whose
bandwidth is the inverse of a hopping time interval Tj,.
Let Ny, = WT), denote the total number of frequency hop-
ping slots, g the number of jamming tones chosen by the
PBT]J, I the power in a single tone (equal to (1 — €)J/q),
S the received signal power, E, the symbol energy, and K
= log, M the number of bits in a channel symbol. Then,
the fraction of hopping symbols jammed by the PBTIJ, p,
is given by

- Mq

p = ) (1)
th

0<p=l.

This p corresponds to the probability that any symbol in
a contiguous M-ary band is tone-jammed. (Our p is p in
[1, vol. 1II, eq. (2.28), p. 80].) Note that this p is also
analogous to the fraction of the full spread-spectrum
bandwidth W jammed in the case of partial-band noise
jamming. The worst-case PBTJ chooses p to make the
FH/MFSK system have the worst performance for given
PBTJ power, (1 — €)J. The signal-to-FBNJ power ratio
S/N, the single jamming tone-to-FBNJ power ratio I/N,
and the signal-to-single tone power ratio S/ are then
(1 —e)M S

— D _ pEx/NJ
’ I (1 —e)M
(2)
The ratios in (2) will be frequently used in the analysis

and numerical computations of D parameters in Sections
II-V for a given M and E/N,.

S_1E

1
N €N, N pe
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Let the vector z; denote an M-dimensional PBTJ state
vector whose (M — 1) components are 0 for frequency
slots unjammed, and 1 for the ith frequency slot jammed,
for an M-ary channel orthogonal symbol transmission,
i=1,--,M(seeFig. 2). And let z, mean that no M-ary
symbols are tone jammed. Since at most one of the M-ary
signaling frequencies is tone jammed, there are (M + 1)
possible PBT]J states. The probabilities of possible PBTJ
states are then

Priz] =Pr[g] =" = Pr[zy] =

’

N

Priz]=1-op. (3)

Without loss of generality, we can assume the transmitted
channel symbol is the first symbol because the M-ary
symbols are equiprobable.

Under a PBT] state vector z;, the transmitted signal and
the jamming tone fall in the same frequency slot, and the
conditional probability density functions of envelope de-
tector outputs, R, - - - , Ry, after dehopping [1, vol. I,

p. 206], are
R, (AR, R + 4
== ——L__x 4
N°<N>eXp< ) ()

for the signal channel, and

P(R1|Zl)

R, R}
p(R|z) = —léem <——i>, k=2,--+,M, (4b)

for the nonsignal channels, where I, is the modified Bes-
sel function of the first kind, 4> = 285 + 21 + 228

V21 cos ¢, and ¢ is the relative tone phase to signal, uni-
formly distributed over [0, 27].

Under a PBTIJ state vector z,, the signal and the tone
fall in different frequency slots, and the conditional prob-
ability densities [1, vol. I, p. 206] are

V2SR, 2
P(R1|ZZ)=%[0< N >CXP<—R—;V—2—§> (5a)

for the unjammed signal channel,

R, <J27R2> < R + 21
Iy exp | —

p(Rs]es) = g (20 ) o)

N

for the jammed nonsignal channel, and

R, R;
= - —_— =3 e
p(Ri|z,) NeXP< o) k=3

(5¢)
for the unjammed nonsignal channels.

Under z,, no channels are tone jammed, and the prob-
ability density of R, is that shown in (5a), and the prob-
ability densities for nonsignal channels are given in (4b).

For a memoryless M-ary orthogonal coding channel,
and given jammer’s choices of € and p, the cutoff rate R,
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Fig. 2. Examples of partial-band tone jamming events z; = (0,0, 1, 0)7,
zy = (1,0,0,0)7, and z, = (0, 0, 0, 0)”, for a frequency-hopped
M = 4-ary FSK modulation, where T is the transpose of a vector. With-
out loss of generality, we assume the transmitted symbol is the first sym-
bol because the M-ary symbols are equiprobable. A frequency hopping
slot bandwidth B is equal to the inverse of a frequency hopping time
inteval T),. We consider one hop per symbol in this paper.

is a function of the parameter D [1, vol. I, pp. 193-195],
given by

Ry(e, p) = 1 = logy[1 + (M = 1)D(e. p)]. (6)
where

0 = D(e, p) = min D(¢, p, \) < 1, (7)

A=0
where A is the Chernoff probability bound parameter and
D(e, p, \) = E{exp (N [u(Y, X =m, Z)

— w(Y. X = m, 2)])|X = m,
m' % m}. (8)

In (8), “*E’" means the expectation over the random re-
ceived vector Y (here ¥ = R) and PBTJ state vector Z.
The metric u( y, x = m, z) is the receiver’s decision met-
ric when the transmitted symbol is m, | < m < M, and
the PBT]J state vector is z. We assume m = 1 for the trans-
mitted symbol, and m’ = 2 for the nontransmitted sym-
bol, without loss of generality. The D parameter is the
Chernoff bound on the probability that the decision metric
for the nontransmitted symbol, m’ = 2, is larger than that
for the transmitted symbol, m = 1, on a single symbol
transmission. The average of conditional D parameters
over possible tone jamming conditions is then

D(e, p, N) = Pr(z,)D(e, p, )\|z,)
+ Pr(z;)D(e, p, N|25)
+ (M = 2) Pr(z3)D(e, p, \|23)
+ Pr(20)D(e, p. N|2). (9)

Jammer’s goal is to maximize D (e, p) by choosing the
best ¢ and p. The general relation of the parameter D to
the coded bit error probability is P, = G(D ), where G(*)
is a function determined solely by the specific code,
whereas the parameter D depends only on the coding
channel and the decoder metric [1, vol. I, pp. 194, 199].
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III. HArRD DECISION METRICS

When hard decisions are made and JSI about PBTIJ is
available, the metric is

”'(y’x =m, zi)

¢
o

for an M-dimensional observation vector y of envelopes
where the weighting coefficients are

1
C; =
C

A practically implementable JSI generator with weights
(10a) can be built as follows [1, vol. II, last paragraph,
p- 113]. When only one energy detector output among M
detector outputs is high on a given transmission, use rel-
atively large weight 1, and when two or more energy de-
tector outputs are high, use relatively small weight c. In
this weighting, the decoder makes use of the PBTJ event
that helps the communication link, and discards the PBTJ
events that disturb the communications, together with the
transmitted information. If there is only PBTJ, then such
JSI becomes perfect. But if FBNJ shares the total jam-
ming power with PBTJ, then such JSI cannot be perfect
because FBNJ can cause the JSI generator to generate
wrong JSI about PBTJ. In this paper we assume that this
JSI with weights (10a) is perfect for an ideal case. Using
the HD metric with perfect JSI in (10) and (10a), we can
express the parameter D in (9) as follows:

forall m" # m

(10)

otherwise,

fori =0, 1,

(10a)
fori=1,2, -, M.

D(e,p,hc) = 1 [e M1 = (M~ 1))

+ M+ (M - 2)A]

+ (M = o ;ll)p {e')‘"B + e”";/l__li
LM =2)(0 - B)}

M- 1
+ (1= p)[e ™M1 = (M~-1)C)
+eMC+ (M- 2)C] (11)
where

A=Pr[R, >R forallj#m, m # 1|z]

M2 Sy . |
k%0< k >(_1) (1 + k)(2 + k)

S+11+kJ1<2~/§71+k>
0 5

I

'CXP[_N 2 +k N 2+k

(11a)

M2 (M -2
B=Pr[R >R forallj|z2]=k§)< ) >

(-1 S k
' 1+keXp[_NT_+_k}
1
X{l—Q(\/i;,\[ZZ)-Fm
cexp [~ (a + b)]10(2«/£)}, (11b)

M2 (M =2 k 1
=k§0< k >(_1) (1+ k)(2 + k)
.exp[_%%:_ﬂ, (11c)

Q(x, y) is the Marcum Q function, @ = (I/N) (1 +
k)/(2 + k)yand b = (S/N) (1/(1 + k)2 + k)). In
derivations of (l11a)-(11c), binomial expansions were
used.

forall j = m', m" # 1|z]

A. Hard Decision Metric Receiver with Perfect JSI

With perfect JSI, the receiver can optimize c. After
minimizing D (e, p, N, ¢) with respect to N\ and ¢, we
obtain

D(e, p) = Dy (e, p) + Dy(e, p) (12)
where
D\(c. p) = NS+ v ifa = B
nepr= (M — 1)p/M  otherwise,
Dy(e. p) = 2V apBo + Yo ifao%ﬁo (13)
1 — (M- 1)p/M  otherwise,
a =A%(M— 1)B,
o =+ (1= (M~ 1)4)
+ (1= p)(1 = (M= 1)C), (14)
Bi=1(1=B). By= A+ (1-p)C (15)
m = (M =2)(1 - B),

7(,:1%(M—2)A+(1 — p)(M - 2)C.

(16)

As an extreme case, assume that there is no FBNJ and
only PBTJ is active, i.e., ¢ = 0, and that the perfect JSI
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is available. From (11), probabilities A and C are zero and
probability B is

1
B =
0

Then, the parameter D in (12) can be simplified to the
well-known form [1, vol. II, eq. (2.138)]

ifS/1=1

otherwise.

(17)

M -1 i E, - M
if = =
E,/N; N,
D = (18)
—-M— otherwise.

As another extreme case, suppose only FBNI is active,
i.e., € = 1. From (11), probabilities 4 and B are equal to
zero, and the parameter D in (12) becomes

2VaB + if @ =
b= {1 e otherwisi; (19)
where
a=(1-(M-1)C), B=C ~y=(M-=-2)C
(20)

In (19) and (20), the probability C is as in (11c) with
e =1.

B. Hard Decision Metric Receiver without JSI

Suppose the receiver cannot derive JSI. Then the metric
must be independnet of the PBTJ states, which implies
¢ = 1l in (11). After minimizing D (e, p, N) with respect
to N, we have

D(e. p)={2@B+y ifaz‘B 21)
1 otherwise,
where
a=]%(1 — (M - 1)4) +A%(M— 1)B
+(1=p)(1 = (M-1)C),
3=%A+A%(l——3)+(l—p)c,
7=A%(M-2)A+1%(M—2)(1—B)
+ (1 = p)(M - 2)C. (22)

When € = 0 (tone jamming) and JSI is not available,
A = C = 0in (11) and the parameter D in (21) becomes

D= max [2V(o/M + 1 = p)o/M

0<p<min((1,M/Es/Ny)

+ (M - 2)p/M]. (23)
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If M = 2, then (23) becomes well-known result [2]

D 1 if E,/N; < 2
~(2V{1 = 1/(E/N)}/(E,/N;) otherwise. (24)
When the FBNJ-only is active against FH/MFSK with

the HD metric without JSI, the D parameter is the same

as that for the HD metric with perfect JSI in (19), since
JSI about PBTJ is meaningless.

IV. ML METRrIC WITH VITERBI’S RATIO THRESHOLD
TECHNIQUE

For the purpose of comparison to the HD cases dis-
cussed in Section III, we consider the VRT receiver [4],
[5], [8] which can be regarded as a receiver with imper-
fect side information about the channel (not just PBTJ
state information). In [5], the performance of the VRT
receiver against PBTJ in the presence of background
noise, which is not under the control of jammer, was in-
vestigated. In this section, we take the same model as in
[5], with the following three main differences. First, here
the FBNJ power can be controlled by the jamming in con-
trast to [5]. We will numerically try to find the worst-case
value of e, the portion of total jamming power used in
FBNIJ. Second, in [5], a Gaussian quadrature numerical
integration method was used for computation of the pa-
rameter D, while in this paper we avoid numerical inte-
grations as much as possible by expanding the corre-
sponding probability expression in binomial expansion
form, and by using Massaro’s results [6. eq. (16)]. Third,
our analysis is given for the original M-ary channel, which
is in contrast to the binary decomposed channel analyzed
in [5].

A coding channel with VRT techniques takes M-ary in-
put symbols interleaved (e.g., 1, 2, 3, or 4 in Fig. 3 for
M = 4) and produces 2 M-ary soft decision symbols. The
2M-ary soft decision symbol consists of a hard decision
symbol (from MFSK maximum envelope detector) and a
quality bit Q (from VRT side informaiion generator)
(e.g., 1G, 1B, - -+ , 4B in Fig. 3 for M = 4). After
deinterleaving, the quality bit is exploited to predict which
bits are jammed, and hence discount potentially bad de-
cisions in the decoder. The quality bit Q is derived as
follows. If the ratio of the largest of the filter output en-
velopes, Ry, * * * , Ry, to the next largest is bigger than
a threshold 6, then Q = G (good), otherwise Q = B (bad).
The threshold value is one of the parameters that can be
controlled by the receiver. Notice that there are many pa-
rameters, i.e., €, p, and 6, for our worst-case analysis. To
make the problem solvable in a reasonable time period,
we fix the threshold value, 6, in the numerical analysis of
the next section.

The coding channel with M-arv inputs and 2 M-ary out-
puts can be characterized by dis ‘rete transition probabil-
ities, P¢ (correct, Q = G ), P¢x (correct, Q = B), Pry
(error, Q = B), and P (error, Q = G). In Fig. 3, a
coding channel with 4-ary input and 8-ary output is shown
as an illustration similar to the analysis in [5]. These tran-
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CODING CHANNEL
8-ARY OUTPUT SYMBOL
(DECISION + QUALITY)

CODING CHANNEL
4-ARY INPUT SYMBOL

P
1 < 16

Pcx /

28
/ / 3G

/ /
/ 38

Vard —* a6

4 - a8

Fig. 3. M-ary input 2M-ary output coding channel with ratio-threshold
quality measure (here M = 4).

sition probabilities will be used in computations of the
parameter D. For the ML metric with VRT techniques,
the parameter D is
D(e, p, 0) = 2NPcPp + 2NPcxPix
+ (M — 2)(Pg + Pgx). (25)

The transition probabilities are functions of the average
exceeding probabilities F,. and F,,

PC=Pr[R1 ZGRI

j=2, ", M|R]=F(0,0), (26)
P =Pr[R, = 0R,
Jj=1,3, -, M|R] =F.(6, p), (27)
Prx = Pr[R, < R, < 6R,
i=13 -, M|R]
= Pr[R, = R|R] — Pr[R, > 6R/|R|]
= F.(1, p) = F(8, p), (28)

Py =1— (PC + (M — 1)Pegx + (M — I)PE)
=Fc(1’ p) - Fc(o’ p)’ (29)

where F.(6) is the probability that the correct detector
output is 6 greater than the other detector outputs, and

F.(6) is the probability that an incorrect detector output
is 6 greater than the other detector outputs. By using a
binomial expression and (16) of [6], we express the aver-
age exceeding probabilities F,. and F, over the PBTJ states
for a combined jamming of PBTJ and FBNJ as given be-
low:

Fc(a’ ,D) = Fc(e’ ptzl) PI'(Z])
+ (M = 1)F.(6, p|2,) Pr ()

+ F(8, p|20) Pr (z)

=L x G+ M- x ()
+ (1 = p) x (33). (30)

From (5) and (6), the conditional correct exceeding prob-
abilities (31)-(33) given the jamming states can be de-
rived as

M
F6.0l2) = Pr| 0 (R = 9R)]a |

M-l M-1 62
k
,Eo(_l) < k >02+k

kK S+1
P TR N

X 10[2Tﬁk fez}’ (31)
F.(9, p|z,) = Pr {Dz (R, = 0Rj)|z2}
M-2 i (M —2 e
=k§0(_1) < k >02+k
kK S
- exp [_k n ozﬁ}
<[ e )
© exp [—(a + b)]lo(Z@)}, (32)
and

F.(6,p|2) = Pr [joz (R = aRj)lzo] = (31)

with I = 0, (33)
wherea = (I/N)(6%* + k)/(1 + 6>+ k)andb = (S/N)
6%/((6% + k)(1 + 6% + k)). Note that if § = 1, then
(32) becomes (11b) for ordinary HD metric. Similarly,
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we can derive a binomial expansion form for F, as
F(6,0) =2 x(35) + (M- 1) 2 x (37)

M M

+ (1 = p) x (36), (34)

M
E(ﬂ,p!z,)=Pr{ﬂl (R, > 6R)), j#=2[z,]
j=

M-2 M-2 2
Eo( A ’ 92+k
';x[_SJrI
1+62+kP N

. 2SI 62 + k
\N 1+60%+k
_ M-1 M_l
M—-1 = !
2
‘(—l)ll 0 1

0> +1—-16%+1

S+16>+1-1
TP TN Ty

<2J§02+1—1>
X I ,

I

0% + k ]
1 +6%+k

N 6% + 1 (35)

M
F,(6,p|z0) = Pr[n (R, = 6R),j + 2|zn] = (35)
ji=1

with / = 0,  and (36)
F, (0, p|2) = =1 < (38)
1
(M= 2) 5 — % (39), (37)

where
M

Pr{ﬂ (R, = 6R)),j # 2|z2}
j=1
= (32)

replaced S by I, and I by S, (38)

M
j=1
Mi_’» M_3 lk 02
T ko k (_)02+k
y ;[ex S 0 +k
L+ 02+ k| P\ " NT 07k

PATNT F 02+ &

o, e ro(asv. )
Al o
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As an extreme case, suppose the PBTJ-only is active, i.e.,
e = 0. Then (30) and (34) can be simplified as

_ 1 —p+p/M ifJS/T<6

F.(0, p) = .
1 otherwise,

— o/M ifNS/I < 1/6

F,(6, p) = , (40)
0 otherwise.

Furthermore, for the PBTJ-only case, by defining D, ( p)
=2VJ(1 —p + p/M)o/M + (M =2)p/M, Dy(p) =
(M—2)p/M P M/O E,/N;, and p, = M/E./N/,
we can simplify the parameter D in (25) from (40) and
(26)-(29) as follows:

max (D, (py), D;(p,))
fOrEs/Nj > M9
max (D (), D,(1))
for M/6° < E,/N, < M,
i.e.,pl <

i.e., P < 1,

1 <p,

1 forE/N, < M/#? ie., 1< p,.

(41)
The closed form in (41) says that for E,/N, < M/6?,
i.e., low E;/N;, D = 1; and, for E,/N, > M, i.e., high
E / N;, Dis propomonal to the inverse of the square root
of 6°E, /N,. As another extreme case, suppose only FBNJ
is active, i.e., ¢ = 1. Then (35) = (38) = (39) = (37)
= (36), and (31) = (32) = (33). Our general equations
(30) and (34) become (2) of [5] as a special case.

V. NuMERICAL RESULTS

In this section, for a given M and receiver type, we
compute the D parameter numerically for the three re-
ceivers considered. To see the intermediate results, we
first compute D(E,/N,, €, p) versus p, the fraction of
hopping slots jammed by PBTJ, 0 < p < 1, for a given
E,/N; and e. Second, after maximizing D with respect to
p, we observe D(E,/N,, €, p*) versus ¢, the portion of
total jamming power used in FBNJ, 0 < ¢ < 1, with
E,/N; as a parameter. The p* is the worst-case jamming
fraction for a given E;/N; and e. Finally, we plot
D(E;/Nj, €, p*) versus E, /N, with € as a parameter.

A. Hard Decision Metric with Perfect JSI

In Fig. 4, for the HD metric with perfect JSI against an
FH/4FSK system, plots of D(E,/N,, €, p) versus p are
shown, with € as a parameter, for four different values of
E,/N,. For BFSK, the behavior of the D versus p curves
is similar to that for 4FSK.

We observe the following three facts in Fig. 4(a) for a
low E; /N, example. First, the worst-case jamming frac-
tion p of the PBTJ is 1, for any €. The PBTJ tries to hit
as many M-ary bands as possible when E,/N, is small.
Second, the FBNJ-only (i.e., ¢ = 1 extreme case) is seen
to be more effective jamming than the PBTJ-only (i.e.,
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Fig. 4. D versus p for 4-ary FSK, hard decision with perfect tone jamming
state information and ¢ as a parameter (step 0.1) when E,/N, = 0 dB
(a), 3 dB (b), 10 dB (¢), 13 dB (d).

e = 0 extreme case), if perfect JSI is available to the
decoder. The reason for this result is that PBTJ-only can
cause the receiver to have a maximum D equal to (M —
1)/M [see (18)] while the FBNJ-only can cause D to be
equal to 1 if E;/N, is small. Finally, as e changes from
zero to one, the combined jamming becomes the more
effective jamming, because the FBNJ becomes more ef-
fective with increasing FBNJ power, while the PBT]J ef-
fect does not change much with decreasing PBTJ power.

We observe the following three facts in Fig. 4(d) for a
high E, /N, example. First, D(E,/N,. €, p) increases and
then decreases as p varies from zero to one for a given
E,/N, and €. The peaks occur at p less than M /(E,/N,)
[ = 0.20047 in Fig. 4(d)] at which D is maximum for the
PBTJ-only. [See (2), (17), and (18).] Second, the PBTJ-
only is the more effective jamming than the FBNJ-only,
which is a known result [1, vol. II, p. 178], if perfect JSI

is available to the decoder. The reason for this is that the
D for the PBTJ-only with the worst-case jamming fraction
p is a linearly inverse function of E, /N, [see (18)] while
D for the FBNJ-only is an exponentially decreasing func-
tion of E; /N, [see (19)], and, after the crossing point of
the two curves, the exponentially decreasing function
drops faster than the linearly inverse one. Finally, we ob-
serve in Fig. 4(d) that D(E,/N,, €, p*), for some com-
bined jamming (for example, ¢ 0.1) with the worst
jamming fraction, denoted by p*, can be larger than that
of the PBTJ-only, if E,/N; is high.

For intermediate E,/N, examples, D/(E;/N,, €, p)
versus p with e as a parameter is shown for a given E, /N,
in Fig. 4(b) and (c). We can see that there is a tradeoff
between FBNJ power and PBTJ power in order to make
the HD metric with perfect JSI have the worst perfor-
mance.
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Fig. 5. D versus e for 4-ary FSK, hard decision with perfect tone jamming
state information and E, /N, as a parameter.
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Fig. 6. D versus E, /N, for binary FSK, hard decision with perfect tone
jamming state information and ¢ as a parameter (step 0.1).

In Fig. 5, we draw D(E,/N,, €, p*) versus € with E, /N,
as a parameter to see the worst case ¢ for M = 4.
D(E,/N,, €, p*) versus E;/N; with € as a parameter is
shown in Fig. 6. The corresponding results for M = 2 are
shown in Figs. 7 and 8. The FBNJ-only is the worst-case
jamming if E /N, is less than 1.14 dB for M = 4 (see
Fig. 6), and the FBNJ-only is the worst case jamming if
E /N, is less than 8.23 dB for M = 2 (see Fig. 8). For
other E,/N,, as shown in Figs. 6 and 8, we can design
more effective combined jamming than the PBTJ-only or
the FBNJ-only, to be active against the HD metric with
perfect JSI.

B. Hard Decision Metric Receiver without JSI

For the HD metric without JSI, D(E,/N,, €, p) is max-
imized by some worst-case value of the jamming fraction,
denoted p*, for given € and E,/N,. The maximized value
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Fig. 7. D versus € for binary FSK, hard decision with perfect tone jam-
ming state infromation and E,/N, as a parameter.
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Fig. 8. D versus E,/N, for binary FSK, hard decision with perfect tone
jamming state information and e as a parameter (step 0.1).

of D, D(E,/N,, €, p*), is inversely proportional to both
e and E;/N,, as shown in Fig. 9. Furthermore, as € in-
creases from O to 1, the combined jamming scheme uni-
formly becomes less effective, which says that PBTJ alone
(e = 0) is the most efficient jamming, and FBNJ alone is
(e = 1) the least, when the JSI is not available to the HD
metric.

C. Maximum Likelihood Metric Receiver with VRT

The receiver with VRT techniques can change the
threshold value to minimize the combined jamming ef-
fect. In this paper, however, we fix the threshold value
equal to 2.5 for our numerical analysis because this
threshold value was shown to be near optimum for the
performance of evaluation of ratio threshold for FH/
MFSK under PBTJ plus background noise [5]. In Fig. 10,
for an FH/4FSK system using an ML metric with VRT,
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Fig. 10. D versus p for 4-ary FSK, maximum likelihood metric receiver
with Viterbi’s ratio threshold techniques of threshold 2.5 and ¢ as a pa-
rameter (step 0.1) when E, /N, = 3 dB (a), 7 dB (b), 10 dB (c), 13 dB
(d).



KWON AND LEE: COMBINED TONE AND NOISE JAMMING

curves of D(E,/Nj, €, p) versus p are shown with € as a
parameter, for four different values of E,/N,.

For the extreme case ¢ = 0 (the PBTJ-only case), we
observe that there are two disconnected functions if p; =
M/(8%E,/N)) < 1,i.e., E,/N, = M/6?. The first func-
tionis D;(p) in (41) for 0 < p < p,, and the second one
is D,(p) for p; < p < minimum (1, M/E;/N,) [see
(41)]. These two pieces are monotonically increasing with
p, and two local maxima occur at the ends of each piece.
If p, > 1, i.e., E;/N, < M/6* (low E,;/N,), then for
the PBTJ-only with the worst-case p, D is equal to 1 [see
4n].

When the FBNJ begins to share total jamming power
with the PBTJ (i.e., ¢ > 0), the behavior of the D(E,/N,,
€, p) versus p curves in Fig. 10 becomes smooth, al-
though we can still observe two local peaks for small e.
As € approaches 1, we generally observe one peak.

D(E;/N,, €, p*) is plotted against e with E,/N, as a
parameter in Fig. 11, and versus E, /N, with € as a param-
eter in Fig. 12, for 4FSK with the ML metric. In Fig. 12,
we observe that PBTJ-only is the most efficient jamming,
with D = 1, if E,/N, < M/§? = —1.93 dB (i.e., low
E,/N;), for M = 4 and 6= 2.5 [see (41)]. We observe
also that, for high E; /N, (for example, E,/N, = 9.43 dB
in Fig. 12), the PBTJ alone (e = 0) is again the most
efficient jamming against the ML metric with VRT. We
explain this result as follows. Assume that only PBTJ is
active at first. Now, let the FBNJ take a little jamming
power of the total jamming power, the PBTJ loses that
amount of jamming power. Then, the FBNJ contribution
to the jammer is less sensitive to the type of receiver,
while the PBTJ effect due to the reducing of PBTJ power
is more sensitive if E/N; is high. We can observe this
sensitivity depending on the receiver type of comparing
Fig. 12 to Figs. 6 and 9. From the comparison of the gap
between the e = 0 and e = 1 extreme cases for high E; /N,
in Figs. 6, 9, and 12, the HD metric without JSI is seen
to be the most sensitive to an incremental PBTJ power
change, the ML metric with VRT less sensitive, and the
HD metric with perfect JSI is the least sensitive. Also, for
high E,/N,, the ML metric with VRT behaves as the HD
metric without JSI with reduced signal power. (Compare
the first equation of (41) with (23) for e = 0 extreme case.
They are equivalent.) This is why the PBTJ alone is the
most efficient jamming against the ML metric with VRT
for high E,/N,.

In the medium range of E,/N,, the behavior of the ML
metric with VRT is similar to that of the HD metric with
perfect JSI (see Figs. 6 and 12). The most efficient jam-
ming involves a combination of tone and noise.

Notice that the D parameter is constant, 0.5, for the
interval of 5 dB to 6 dB, when only the PBTJ is active
(see Fig. 12). The reason for this result is that the maxi-
mum of two peaks in the middle equation of (41) is D, (1)
= (M — 2)/M (equal to 0.5 if M = 4) for this interval.

The corresponding results for M = 2 are shown in Figs.
13 and 14. The general behavior of the M = 2 case is
similar to that of M = 4.

Many days of CPU time were used to obtain one
D(E,/N,, €, p*) versus E, /N, curve for a given € in the
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ML metric with VRT recciver when a VAX-780 machine
was used with a time-sharing load of 2-3. We could not
produce sufficient data for many €’s because of the long
computation. With our data, it is, however, interesting to
try to draw the upper envelopes of D(E,/N,, €, p*) ver-
sus E,/N, curves for the comparison of three receivers.
They are shown in Figs. 15 and 16.

In Fig. 15 for BFSK, we observe that the ML metric
with VRT is the best among three receivers for the me-
dium range of E;/N,, —4.57 dB < E,/N, < 5.73 dB,
and the HD metric with perfect JSI is the best for E,/N,
< —4.75dB or E,/N, = 5.73 dB. The difference be-
tween these two receivers is less than 1 dB in the E,;/N,
for a given D if E;/N, is less than 5.73 dB, and the dif-
ference increases for E,/N;, = 5.73 dB. The HD metric
without JSI is the worst among the three receivers for any
E,/N;, and 4 to 7 dB (or more) worse in E, /N, for a given
D than the receiver with the second worst performance.

In Fig. 16, for 4-ary FSK, we observe that for the me-
dium range of E,/N,, 5dB < E,;/N, < 10.86 dB, the
ML metric with VRT is the best, the HD metric with per-
fect JSI is the second best, and the HD metric without JSI
is the worst. For E,/N, < 5dB or E,/N, = 10.86 dB,
the HD metric with perfect JSI is the best, the ML metric
with VRT is second, the HD metric without JSI is the
worst. The difference in E,/N; between the HD metric
with perfect JSI and the ML metric with VRT is less than
2.3 dB for low or high E,/N,, and less than 1 dB for the
medium range of E,/N,. The HD metric without JSI is
3.42 dB to 6.29 dB worse for a given D than the receiver
with the second worst performance.

VI. CONCLUSIONS

We have considered combined tone and noise jamming
against coded FH/MFSK systems under given total jam-
ming power. The performances of three receivers were
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Fig. 15. Comparison of three receivers—hard decision metric receiver with
perfect tone jamming state information, HD MR without JSI. and max-
imum likelihood MR with Viterbi’s ratio threshold techniques in terms
of the worst-case D versus E,/N,, when M = 2-ary FSK.
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Fig. 16. Comparison of three receivers—hard decision metric receiver with
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imum likelihood MR with Viterbi’s ratio threshold techniques in terms
of the worst-case D versus E,/N,, when M = 4-ary FSK.

examined when combined jamming was used against them
and evaluated in terms of the D parameter.

From the numerical analysis, we observe the following.
As expected for the HD metric without JSI, PBTJ alone
is the worst-case jamming from the communicator’s view,
as expected, since the receiver does not use JSI at all. For
the HD metric with perfect JSI, if E,/N, is low, then
FBNIJ-only is the worst-case and PBTJ-only the least ef-
ficient jamming; otherwise, the most efficient portion of
the total jamming power used in FBNJ is determined by
the values of M and E, /N,. For the ML metric with VRT,
if E,/N, is high, or low as E,/N, < M/6°, then PBTJ-
only is the worst-case; otherwise, the most efficient por-
tion of the total jamming power used in FBNJ depends on
M and E,/N,. If the three receivers are compared to each
other when the worst-case combined jamming is used
against them, then the HD metric without JSI is the worst
receiver for any F,/N,, the HD metric with perfect JSI is
the best receiver for high or low E, /N,, and the ML met-
ric with VRT is the best receiver for the medium range of
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E,/N,. The difference in E,/N, between the case of the
HD metric with perfect JSI and the case of the ML metric
with VRT is less than 1 dB for the medium range of E; /N,
to achieve the same D.

As even more powerful hybrid jamming scenario is the
combination of PBTJ and two-level partial-band noise
jamming in place of the less effective FBNJ. However,
the corresponding analysis is much more difficult, and this
major extension of the authors’ current paper is reserved
for a follow-up effort, which will also include M = 8-ary
FSK results.
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Performance of FH/BFSK with Generalized Fading in
Worst Case Partial-Band Gaussian Interference

PAUL J. CREPEAU, SENIOR MEMBER, IEEE

Abstract—For FH/BFSK on a worst case partial-band Gaussian in-
terference channel, the bit error probability results are well known for
the extreme cases where the signal is either nonfading or Rayleigh fad-
ing. This paper fills in the region between these extremes by consid-
ering the general Nakagami-m fading model. Here the worst case par-
tial-band Gaussian interference results are given by a one-parameter
family which for m — oo gives the Viterbi-Jacobs nonfading result,
and for m = 1 gives the Rayleigh fading result. In the latter case, a
broadband interference strategy is optimal. Thus, the Nakagami-m re-
sults provide a smooth one-parameter bridge between the Viterbi-Ja-
cobs channel and the Rayleigh fading channel. The results show that
the worst case interference fraction p increases as the fading variance
increases, up to Rayleigh fading. Any fading less severe than Rayleigh,
however slight the departure from Rayleigh, requires a partial-band
strategy for sufficiently large E,/N,.

I. INTRODUCTION

FOR frequency-hopped noncoherent binary frequency
shift keying (FH/BFSK) on a worst case partial band
Gaussian interference channel, the bit error probability
performance results are well known for the extreme cases
where the signal is either nonfading or Rayleigh fading.
In this paper, we construct a smooth one-parameter bridge
between the nonfading and Rayleigh fading channels by
using the Nakagami-m fading generalization. With the
Nakagami-m fading model, we varying a single parameter
m from one to infinity to obtain a continuous transition
from a Rayleigh fading channel to a worst case partial
band Gaussian interference channel.

In the next section we establish the basic channel defi-
nitions and review the known results. In Section III, we
give new results for the generalized channel. Finally, in
Section IV, we consider extension of the results to other
modulation types.

II. BACKGROUND AND DEFINITIONS

Viterbi and Jacobs [1] derived the probability of error
for worst case partial-band Gaussian interference of FH/
BFSK when the transmitted signal is received with con-
stant amplitude. The partial-band interference model is
characterized by additive Gaussian noise interference with
flat spectral density N;/p over a fraction p (where 0 < p
=< 1) of the total hopping bandwidth and negligible in-

Manuscript received February 6, 1989; revised October 10, 1989. This
paper was presented at MILCOM 89, Boston, MA, October 1989.

The author is with the Information Technology Division, Naval Re-
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IEEE Log Number 9035813.

terference over the remaining fraction (1 — p) of the
band. Background thermal noise is neglected. It is as-
sumed that the two candidate tone slots are either both
interfered with, or they are both noise free. As a worst
case condition, the parameter p is chosen so as to maxi-
mize the probability of error. Finally, it is assumed that
the channel is memoryless, which can be achieved by
hopping once per tone symbol or by interleaving. With
these assumptions, the well-known probability of error re-
sult of Viterbi and Jacobs is

1 E
—exp (—E,/2N)); 2 <2, p=1
2 N,
Pr=0 o E 2
E,/N, N, E,/N,

(1)

Although worst case partial-band Gaussian noise inter-
ference is highly detrimental to nonfading signals ( chang-
ing the exponential dependence of P, on E, /N, to an in-
verse linear dependence), it has been shown by Omura
[2] that if the FH/BFSK signal has Rayleigh amplitude
fading, then the worst case partial-band Gaussian inter-
ference is always full band interference, independent of
E,/N,. Here the result becomes that of the standard Ray-
leigh fading channel with additive white Gaussian inter-
ference, that is,

1 E
all =2

P, = ,
T2+ E,/N, N;

p =1 (2)

where E, is the average energy per bit. Omura’s result
shows that, for Rayleigh fading, the performance is so
poor for full band interference that there is no advantage
for the interferer to concentrate on a fraction of the hop-
ping bandwidth. In this paper, it will be shown that a par-
tial-band strategy is required for any fading less severe
than Rayleigh fading. That is, we show that Rayleigh fad-
ing is the limiting case where a full band strategy is op-
timal for the interferer regardless of signal-to-noise ratio.

The Viterbi-Jacobs result in (1) and the Rayleigh fad-
ing channel result in (2) have the common characteristic
that the probability of bit error, P, is inversely propor-
tional to the signal-to-noise ratio, E, /N, for large values
of E,/N,. This similarity of behavior for these channels
has been noted frequently, but the exact relationship be-
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tween these channels has been only vaguely understood.
Imprecise statements are sometimes made that a partial-
band interference can make a nonfading channel behave
like a Rayleigh fading channel. In this paper we clarify
this relationship and give a precise connection between
these two well-known channels.

III. WoRST CASE INTERFERENCE FOR GENERALIZED
FADING

There are two fading channel generalizations which en-
able us to traverse continuously the range of channels from
Rayleigh fading to nonfading. These are the Rician (non-
central chi with two degrees of freedom) and the Naka-
gami-m (central chi with 2m degrees of freedom, gener-
alized to noninteger m). In this paper we choose the
Nakagami-m generalization because it leads to results of
greater mathematical simplicity. This simplicity of results
is characteristic of the Nakagami-m channel and has been
observed in a variety of situations starting with the orig-
inal work of Barrow [3] (see also [4]) and continuing in
several recent papers [5]-[7].

For orthogonal BFSK on a Nakagami-m fading channel
with partial-band interference, the received signal in the
interval (0, T) has the form

r(t) = RN2E,/T cos (w;t + 0) + ny(1) (3)

where E,, is the average received bit energy (under a nor-
malization described below), n;(t) is the partial-band
Gaussian interference process, 6 is a uniform random var-
iable (0, 27), w, is one of two orthogonally spaced fre-
quencies, and R is a Nakagami-m random variable whose
pdf is given by

p(R) = %exp (-mR*/Q), R =0 (4)
where
Q = R?,
and
I |
~var (R?) T 2

are the two parameters of the distribution. Form = 1 we
have a Rayleigh fading channel, and as m — o we have
a channel that becomes nonfading (as the pdf tends to an
impulse function).

We restrict our discussion to slow nonselective fading.
With no loss of generality, we adopt the convenient nor-
malization @ = 1 so that the received energy in the fading
channel R’E, has an average value R’E, = QF, = E,.
With @ = 1, the pdf in (4) is reduced to a one-parameter
distribution so that all of the results can be expressed in
terms of the single parameter m.

The partial-band interference process n;(¢) in (3) is the
same as that used in the Viterbi-Jacobs channel model.
That is, for a fraction p of the hops, the interference is
Gaussian with flat spectral density N,/p, and the interfer-
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ence is zero over the remaining fraction 1 — p of the band.
Furthermore, the channel is assumed memoryless from bit
to bit.

Following Viterbi and Jacobs, we start with the broad-
band results and then proceed to derive the partial band
results. For broad-band Gaussian interference with con-
stant spectral density N;, the performance of noncoherent
BFSK on a Nakagami-m fading channel was found by
Barrow [3], [4] to be

m

1 m

P ==|———o
b7 +1E,,
m o+ o2
2N,

(5)

For partial-band interference with arbitrary interference
fraction p, this can be modified to become

m
m
o E,

+_
"TIN,

Py(p) =5 (6)

As a worst case condition, we choose p so as to maximize
the probability of bit error, subject to the constraint (0 <
p < 1). By differentiating the right-hand side of (6) with
respect to p and setting it equal to zero (along with veri-
fying that the second derivative is negative), we find the
worst case probability of error and associated worst case
interference fraction to be given by

GL B () =
2 L 1E N, m— 1
mTIN,
m_lm—l
n=d (")
E,/N,
E g ofm p=—2 (M
Q,‘ m—1) E,/N\m—1)

(7)

The results of (7) are presented graphically in Fig. 1 for
selected values of m. On each curve we indicate by a dot
the transition point between the two functional forms in
the right-hand side of (7). This point marks the onset of
inverse linear behavior of P, as we increase E, /N,. In the
inverse linear region, the multiplicative constant [(m —
1)/m]™"" decreases monotonically from 1 to e~ ' as m
increases from 1 to o. For m — oo, the result in (7) be-
comes identical to the Viterbi-Jacobs result of (1), and
for m = 1 it is identical to the Rayleigh result of (2).
Thus, the Nakagami-m solutions provide a smooth one-
parameter bridge between the nonfading Viterbi-Jacobs
channel and the Rayleigh fading channel. The results show .
that the worst case interference fraction increases as the
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Fig. 1. Performance of FH/BFSK with worst-case partial band Gaussian
interference in a Nakagami-m fading channel.

fading variance increases, up to Rayleigh fading. Any
fading less severe than Rayleigh, however slight the de-
parture from Rayleigh, requires a partial-band strategy for
sufficiently large E,/N,.

IV. RELATED PROBLEMS

The probability of error for frequency-hopped differ-
entially coherent phase shift keying (FH/DPSK) on a
memoryless Nakagami-m channel with worst case partial-
band Gaussian interference is given by (7), replacing E,
by 2E, everywhere. This follows from Barrow’s original
DPSK result which is given by (5) with E, replaced by
2E,. Graphically, the new DPSK worst case interference
result for Nakagami-m fading is given by Fig. 1 with all
curves shifted 3 dB to the left.

The basic approach used for FH/BFSK can be used for
the more general case of M-ary orthogonal signaling al-
phabets. For FH/MFSK in Nakagami-m fading with ad-
ditive broad-band Gaussian interference, the exact prob-
ability of bit error expression is given in [7]. By applying
the Viterbi-Jacobs procedure to this result, we conjecture
that worst case partial band results can be found which

form a smooth one-parameter transition from the Rayleigh
fading to the nonfading channels. For the M-ary case, the
level of computational difficulty increases greatly with in-
creasing alphabet size, and the numerical results remain
to be determined.
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On the Symbiotic Nature of Key Antijamming and
Antiscintillation Functions for MFSK and DPSK
Channels

RICHARD A. YOST, MEMBER, IEEE

Abstract—Differentially coherent phase shift keying (DPSK) and
M-ary frequency shift keying (MFSK) are modulation formats widely
used in frequency hopping applications. These formats, coupled with
diversity techniques such as multiple transmissions and convolutional
coding with Viterbi decoding and interleaving, prove to be very pro-
ficient antijamming (AJ) and antiscintillation (AS) techniques. It is in-
teresting to note that the relationships between the detector, diversity
combiner, and soft decision generator are unique in the way they re-
spectively contribute to providing the AJ and AS capability. This paper
places its primary focus on describing this symbiotic relationship and
does so with an approach that permits possible architectures for detec-
tion, diversity combining, and soft decision generation to surface as its
secondary focus. Considerable time will be spent on the soft decision
generators for DPSK and MFSK channels since such generators pre-
sent a variety of implementation problems related to automatic gain
control and jamming sensitivity.

INTRODUCTION

IFFERENTIALLY coherent phase shift keying

(DPSK) and M-ary frequency shift keying (MFSK)
arc modulation formats widely used in frequency hopping
applications. The attribute that makes these formats so
appropriate for frequency hopping systems is that their
individual detections may be carried out in a differentially
coherent or noncoherent manner. However, simply com-
bining one of these formats with a frequency hopping syn-
thesizer does not guarantee a successful antijamming (AJ)
or antiscintillation (AS) system. It has been previously
shown [1] that an optimized jammer can force the bit-
error-rate (BER) dependence on signal-to-noise ratio to
one that is inversely linear as opposed to one that is in-
versely exponential. An optimized jammer that causes
such a dependency change can reduce the system jam-
ming margin by 30 dB or more. Likewise, it has been
shown [2] that a similar fate awaits the BER performance
in a scintillating (or fading) channel as well. To counter
such jamming and fading effects, frequency hopping sys-
tems usually incorporate diversity that may take the form
of repetitive transmissions of the same symbol and sub-
sequent combining of said transmissions at the receiver,
or forward error correction coding. The latter is preferred
from a performance basis because of its greater efficiency
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in diversity combining [3], although in practice a hybrid
scheme combining the attributes of both is usually more
feasible.

In these frequency hopping types of systems, there ex-
ists a symbiotic relationship between the elements of those
systems, particularly the channel characteristics, the di-
versity approach, the modulation format, the detector im-
plementation, and, for the case of the error correction
coding, the generator of the decoder soft decisions. Pre-
vious literature, examples of which include [7], [8], [10],
[12], [13]. has considered various subsets of the above
clements and identified unique relationships between the
elements within those subsets. For example, in [7] var-
ious diversity combining receivers were evaluated in par-
tial-band jamming, or in [10] an analysis of different soft
decision metrics was conducted in a pulse jamming chan-
nel. In contrast, the purpose of this paper is to focus on
the relationship encompassing all of the above elements
simultaneously, to provide comparative results for both
the jamming and fading channel, and to draw conclusions
that highlight the symbiotic nature of this relationship.
Specific attention is given to those systems incorporating
DPSK and 8-ary FSK modulation formats and rate 1/2,
K = 7 convolutional coding with Viterbi decoding.

Throughout this paper, key functional architectures for
diversity combining, detection, and soft decision gener-
ation will be offered as examples and potential candidates
for implementation. In some cases, these architectures, or

techniques, will be no different from those previously re-

ported in [7], [8], [12], and [13]; however, the primary
focus is not on the techniques themselves, but on the re-
lationships between the elements comprising a frequency
hopping system. Because soft decision decoding presents
a variety of implementation problems related to such areas
as automatic gain control (AGC) and jamming sensitivity,
the paper addresses these problems specifically and pro-
poses soft decision techniques that minimize their effect.
It is not the intent of this paper to provide an exhaustive
tradeoft analysis of the key functional architectures, and
so the conclusions drawn from the limited data provided
herein should be consumed accordingly. However, argu-
ments will be presented to demonstrate the utility of the
architectures and the credibility they offer with respect to
optimality.

0733-8716/90/0600-0887$01.00 © 1990 IEEE
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DPSK CHANNEL

There are two elements of a DPSK receiving system
that will be addressed here. They are the detector and the
soft decision generator.

DPSK Detector

Detection of DPSK corresponds to determining the
presence or absence of a phase change from one bit to the
next. This can be accomplished in the traditional matched
filter approach by passing the incoming signal through two
filters having impulse responses as those shown in Fig. 1.
A power-dependent functional calculation is performed on
each filter output, and in the uncoded situation a compar-
ison is made to determine the bit polarity. This is shown
in Fig. 2 for the case of an envelope detector. For the
coded situation, which is of greatest interest herein, the
two outputs are subsequently processed by a soft decision
generator prior to the decoding function and instead of the
comparison process.

Note in Fig. 1 that the filters perform the detection over
a two-channel-symbol time window. When combined with
the power-dependent calculation, these filters essentially
perform a noncoherent detection of two orthogonal wave-
forms, which is an accurate signal representation of DPSK
over the duration of two symbols. It is this DPSK orthog-
onality over two symbols that gives rise to the 3 dB per-
formance advantage DPSK has over noncoherently de-
tected binary FSK in an additive white Gaussian noise
channel.

An implementation architecture does evolve directly
from the above functional description; the most straight-
forward approach is shown in Fig. 3(a). In this architec-
ture, the IF-carried DPSK signal is downconverted to
baseband, both I and Q branches are integrated-and-
dumped (I&D) and sampled, a matched filter envelope de-
tection is performed for each hypothesis, and a difference-
comparison with zero is conducted. It is assumed in Fig.
3(a), and without a loss of generality, that the bit ‘0"’
corresponds to the lack of a phase transition, and the bit
‘1"’ to the occurrence of a phase transition.

The difference-comparison process motivates a second
architecture that is mathematically equivalent and consid-
erably less arithmetically intense; it is shown in Fig. 3(b).
Assuming the bit “‘0’’ is transmitted, the mathematical
equivalence can be demonstrated as follows:

Ry < R,
R} < R}
B+ 20l + P+ 02+ 20,0, + 0
<L =2L1 + 1T + 03 — 20,0, + Qi
LI, + 0,0, < 0.

When consideration is given only to the detection pro-
cess, and since both of the above architectures produce
the same output statistics and thus the same BER, the lat-
ter architecture is preferred because of the lesser com-
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Fig. 1. Impulse response of matched filters for DPSK.
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Fig. 2. Generic matched filter detector for DPSK.
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Fig. 3. Two implementation architectures for the DPSK matched filter de-
tector.

plexity. However, once coding is included into the sys-
tem, the desired detection architecture is dependent upon
the soft decision generator which in turn affects perfor-
mance. Thus, the first evidence of the interrelationship
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spoken of earlier has surfaced. In order to see this more
quantitatively, the soft decision generator for DPSK will
be presented.

DPSK Soft Decision Generation

In lieu of the difference and comparison process in the
functional architecture of Fig. 2, consider a 3-bit soft de-
cision generator. There are at least two methods of pro-
ducing reliability information from the two matched filter
outputs. One technique would form the difference Ry —
R, (or R% - R%) and then quantize the result, while the
second technique would form the ratio R;/R, and then
quantize the result. Note that the former technique is made
possible with both of the implementation architectures
presented since both are capable of generating a differ-
ence. On the other hand, the specific values of R, and R,
are necessary to generate the ratio R, /R,. Therefore, only
the architecture in Fig. 3(a) can be used for generating a
ratio soft decision.

Since the statistics out of the soft decision generators
are different, BER performance can possibly be different.
In order to assess the performance of these two soft de-
cision generators, a detector/soft decision generator/de-
coder simulation was constructed. The simulation is a
direct implementation based on Monte Carlo principles.
The code used is a rate 1/2, constraint length 7 (genera-
tors: 171,133 [9]) convolutional code. Fig. 4 presents the
BER results for the two generators (3 bit quantization is
used) in an additive white Gaussian noise environment.
Here it can be seen that the difference soft decision gen-
erator is approximately 0.5 dB more efficient than the ra-
tio approach in this benign channel.

A similar result is experienced when the coded, DPSK,
signal is transmitted through a Rayleigh fading channel,
which is typical of certain scintillating environments. Fig.
5 illustrates the BER results for the difference and ratio
soft decision generators in this Rayleigh fading channel
where each DPSK bit is assumed to be independently
faded in the computer simulation. In this instance, the
performance difference between the two soft decision
generators can be attributed to the optimality of a linear
diversity combiner [11, p. 538] in a Rayleigh fading
channel. Since the maximum likelihood decoder is essen-
tially a diversity combiner, one would assume that a soft
decision generator which could preserve the linearity of
the input would produce superior performance. That is
exactly what has been illustrated here since the ratio tech-
nique is a nonlinear operation in contrast to the linear op-
eration performed by the difference technique. As will be
shown next, the ratio does exhibit powerful capabilities
in a jamming environment.

Fig. 6 illustrates the difference and ratio soft decision
comparison for worst case jamming threats with a maxi-
mum jamming-power-to-thermal-noise-power of —3 dB.
This value was chosen for illustrative purposes and should
not be considered the worst case instantaneous ratio; the
jammer is permitted to trade average for peak power and
full band for partial band strategies. The performance
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Fig. 6. Ratio versus difference soft decisions for DPSK in optimized par-
tial band noise jamming.

curves reflect the optimum jamming strategy in that the
jammer is permitted to select the percentage of the band
jammed for greatest degradation. Note that the difference
technique suffers significantly under jamming while the
ratio tends to neutralize the jamming optimization through
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its inherent normalization [12], [13]. Whereas the differ-
ence statistics vary significantly enough to ‘*deoptimize”’
the quantization thresholds, the normalization of the ratio
approach decouples the jamming strategy from the thresh-
old settings.

What these three performance comparisons indicate is
that a system designer must first decide which channel
environment is the most critical within the system under
consideration. Once that is decided, the soft decision gen-
erator is known and, because of the close relationship be-
tween detection and soft decision generation, the designer
also knows which of the two detectors must be used. For
example, if performance in a jamming channel is the most
critical performance element of a system, the system de-
signer is led to the use of the ratio soft decision technique
and subsequently to the more complex detector imple-
mentation.

MFSK CHANNEL

The symbiotic relationship between the receiving ele-
ments for an 8-ary FSK channel will be discussed in a
manner similar to that just conducted for DPSK. In con-
trast, however, it is over the MFSK channel that multiple
transmissions of the same symbol can be made and sub-
sequent diversity combining performed. As a result, this
section will add an additional element into the interrela-
tionship of the receiving elements, that is, the diversity
combiner. Initial focus will be placed on the detector.

8-ary FSK Detector

Detectors for 8-ary FSK signals traditionally incorpo-
rate a bank of filters, each of which has a center frequency
matched to one of the 8 frequencies and whose duration
is equal to the signal duration, followed by a device that
evaluates either the power or some function related to the
power out of each filter. Practically, this filter bank can
be accomplished with SAW filters [4], fast Fourier trans-
forms [5], or separately with lumped-element fil-
ters. In this section we will not dwell on the benefits of
these detailed implementation techniques for the filter
bank, but rather on the power related device and what
function it needs to perform.

In the DPSK receiver, it made little difference what
power-related function was used because the soft decision
thresholds could be optimized for each type with very lit-
tle performance variation. However, the diversity com-
bining that takes place subsequent to the MFSK detector
does have an impact on the type of detector used in the
MFSK receiver. The major tradeoff in the detector area is
whether to use a magnitude (envelope) or a magnitude-
squared (square-law) type of detector. It was felt that the
envelope detector, being more compressive than the
square-law detector, would be more beneficial in the
suppression of high-powered jammers in a diversity re-
ceiver. These benefits are supported in Fig. 7, where it
can be seen that the envelope detector is approximately
0.6 dB better at 10~° BER than the square-law detector.
In Fig. 7, second-order time diversity (2 hops per 8-ary

AN
- \& Square-Law

TN
TN

4 5 6 7 8
Eb/No (dB)

Log Probability of Error

Fig. 7. Square-law versus envelope detector for 8-ary FSK in optimized
partial band tone jamming (second-order diversity).

symbol), worst case tone jamming with J/N = —3 dB
and optimum soft decision thresholds were assumed in a
Monte Carlo computer simulation that included the FSK
detector, diversity combiner, and decoder. The actual soft
decision algorithm will be discussed later. Although the
amount of variation may change as J/N or the diversity
order change, no evidence surfaced to indicate that the
envelope detector was any more or less effective than that
shown in Fig. 7.

A similar simulation comparison was conducted for
these detectors in a scintillating channel that is described
as a slow, independent, Rayleigh fading environment.
Again the FSK detector, diversity combiner, and decoder
(rate 1 /2, K = 7) are integrated into the simulation. With
a diversity order of 8, Fig. 8 illustrates the comparison
between a square-law and envelope detector. In contrast
to the jamming results, the square-law detector appears to
be slightly superior in performance over the envelope de-
tector in the fading environment. While this difference is
minor, the superior square-law performance can again be
traced back to the optimum receiver being of the square-
law type [11, p. 538].

While the specific examples cited above cannot sub-
stantiate general conclusions regarding the ‘‘best’’ detec-
tor, they have pointed out that unlike the DPSK receiver,
there does appear to be a performance difference between
different types of power-related detectors, and that this
difference has been caused primarily by the need to per-
form diversity combining. Furthermore, the examples
have pointed out that the channel through which the di-
versity transmissions must pass can significantly influence
the performance and choice of the ‘‘best’” detector: en-
velope detector for jammed channels [10] and square-law
detector for fading channels.

Diversity Combining

A simple, multihop, diversity receiver for 8-ary FSK is
shown in Fig. 9. It is extremely sensitive to high-powered
Jjamming signals dominating the accumulated output even
when the jammer “*hits’” only one of the N hops. Some
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Fig. 8. Square-law versus envelope detector for 8-ary FSK in Rayleigh
fading (8th-order diversity).
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Fig. 9. Linear diversity combiner (receiver 1).

method is needed to mitigate this dominance and force the
jammer to ‘‘hit”’ more hops than just one and to do so
with less power.

One such method is shown in Fig. 10, where a signal
weighting has been applied to the received signal. The
weighting is the instantaneous S /N that exists during each
diversity element (or hop). When the S/N is low, as dur-
ing jamming, the weight is correspondingly low so that
the influence on the accumulated output is minimized.
When the S/N is high, as during nonjamming conditions,
the weight is correspondingly high so that the influence
on the accumulated output is maximized. Such a weight-
ing process has been shown to be optimum [6] for partial
band noise jamming. And while not proven to be optimum
for tone jamming, a similar weighting would seem appro-
priate. In either case, the generation of an instantaneous
and accurate S/N weighting is quite difficult, if not im-
possible. Nonetheless, the consideration of this method is
appropriate for it establishes the performance benchmark
for comparison with practical implementations [12].

A number of ‘‘weighting’’ techniques have been eval-
uated in the literature [7]. The weighting function used in
this paper is known as signal normalization and is shown
in Fig. 11. In this method, and prior to the accumulators,
the largest 8-ary FSK detector output on each hop is se-
lected and used to normalize to it all the outputs on that
hop. As a result, the largest value into the accumulators
is the value one, originating from that detector output
which was the largest on that hop. Moreover, a high-pow-
ered jammer that ‘‘hits’’ just one hop is limited in its ef-
fect on the accumulated output to a value of unity.
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Fig. 11. Normalized diversity combiner (receiver 3).

Figs. 12 and 13 compare these three diversity receivers
(no coding) in worst case partial band noise jamming and
independent multitone tone jamming [15] environments,
respectively. The results are worst case in that the per-
centage of the band jammed has been optimized in favor
of the jammer. Exact expressions [8] were used for the
noise jamming performance for receivers 1 and 2, whereas
the nonlinear signal normalization of receiver 3 required
computer simulations. Furthermore, instead of relying on
loose Chernoff bounding techniques to assess the tone
jamming performance, computer simulations of all three
receivers were conducted for this specific jammer. Under
tone jamming conditions, the weighting in receiver 2 is
the signal-to-tone jamming ratio when jammed and sig-
nal-to-thermal-noise ratio when not jammed. For illustra-
tive purposes, fourth-order diversity has been used and no
error correction coding is assumed.

Even though no error correction coding is used in this
comparison, the point at which the comparison is ex-
tracted is however based on coding; that point being the
channel error rate required to achieve a decoded BER of
107> with a rate 1/2, K = 7 Viterbi decoder using hard
decisions. From [9], that channel error rate is 0.0175.
From the noise jamming case of Fig. 12, receiver 1 re-
quires an E, /N, of 5.7 dB whereas receivers 2 and 3 re-
quire 5.2 dB and 5.4 dB, respectively. From the tone jam-
ming case of Fig. 13, the respective E,/N, values are
11.0 dB, 4.8 dB, and 5.0 dB. Under noise jamming, the
optimum S/N weighting receiver (receiver 2) betters the
simple linear diversity receiver (receiver 1) by only 0.5
dB. However, under independent multitone jamming, the
difference jumps to 6.2 dB which clearly substantiates the
claim made earlier regarding the sensitivity of receiver 1
to high-powered jammers. Upon comparing receivers 2
and 3, it is evident that the normalization receiver (re-
ceiver 3) is only 0.2 dB inferior to the optimum S/N
weighting receiver (receiver 2). Therefore, the signal nor-
malization technique is a valid weighting function for di-
versity combining receivers in a jamming channel.
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Fig. 13. Fourth-order diversity receiver comparison for 8-ary FSK in op-
timized independent multitone jamming.

The optimum diversity combining receiver in an inde-
pendent, slowly Rayleigh fading chanmel is none other
than receiver 1 [11]. And although this linear diversity
combining receiver is practical to implement, it should
not be used for receiving a signal through a combined
jamming and fading channel since its performance against
specialized jammers has just been shown to be severely
degraded. Fortunately, as Fig. 14 illustrates, the subop-
timum weighting function presented earlier (receiver 3)
performs only slightly worse (about 1 dB) than the opti-
mum linear diversity combiner in a fading channel.
Therefore, in light of its excellent jamming performance
and acceptable fading channel performance, the signal
normalization receiver is an appropriate diversity combin-
ing receiver, and as such is appropriate for the next dis-
cussion on soft decision generators for MFSK channels.

MFSK Soft Decision Generation

The rate 1/2, K = 7 convolutional code with genera-
tors 171,133 [9] is a very often used error correction cod-
ing scheme. Its use with 8-ary FSK is somewhat structur-
ally unusual when soft decisions are required because a
mapping is necessary to generate soft decisions repre-
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Fig. 14. Linear versus normalization combiner comparison for 8-ary FSK
with fourth-order diversity in a Rayleigh fading channel.

senting bit statistics from the 8-ary symbol statistics at the
output of the FSK detector. Certainly the decoder could
be fashioned theoretically into an optimum processor that
uses symbol statistics, but the complexity of generating
symbol branch statistics and performing branch decisions
makes its use less practical [8]. A mapping such as this
can further be avoided if a code more appropriately
matched to the 8-ary modulation format were used. The
class of Trumpis codes [14] is one example. However,
the Trumpis code [14], which is optimized for 8-ary mod-
ulation, is one selected from a class of rate 1/3 codes,
and as such is not guaranteed to be superior to a code
selected from a larger class of codes whose use might re-
quire a symbol-to-bit mapping. In fact, while the Trumpis
code [14] has a greater free distance on a symbol basis
than the rate 1/2 code considered here (7 versus 5), this
additional coding gain is considerably offset by the in-
creased noncoherent combining loss in a multiple diver-
sity system and by the fact that the rate 1 /2 code actually
has 1.5 bits per symbol versus the 1 bit per symbol of the
rate 1 /3 code. As such, the mapping is potentially worth
what amounts to approximately 0.5 dB improvement in
performance of the rate 1,/2 code over the Trumpis code
[14].

For the 8-ary format, there exist three bits for each
8-ary symbol. Generation of soft decisions for each bit
requires information pertaining to the possibility of the bit
being a ““1’" or a *‘0.”” The example mapping to be pre-
sented here was first presented in [8] and is described
mathematically below:

Bit 1

=
]

max (Ry, R, R, R3)
M, = max (Ry, Rs, Ry, R;)
Bit 2
My, = max (Ry, Ry, Ry, Rs)
M,, = max (R,, R;, R¢, R;)
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Bit 3
M03 = max (R(), Rz, R4’ Rb)
M|3 = max (R], R3, R5, R7)

Here, M, is related to the probability that the jth bit of
the symbol is equal to a 0, and M|; is related to the prob-
ability that the jth bit of the symbol is equal to a 1. Fur-
thermore, the parameters {R;: j = 0, 1, - - -, 7) corre-
spond to the eight outputs of the diversity accumulators
after all diversity transmissions are accumulated. This
mapping assumes the following relationships between the
three encoded bits and the matched filters which respec-
tively generate Ry, * * - , Ry:

Matched Filter Encoded Bits

R, 000
R, 001
R, 010
R, 011
R, 100
R, 101
R, 110
R, 11

The algorithm generating M, is motivated by the fact that
if the first bit were a 0, it could have been sent only by a
tone matched to one of the filters generating Ry, R;, R>,
R;. In general, the algorithm generating M;; is motivated
by the fact that if the jth bit (out of 3) were an ““i’” (0 or
1), it could have been sent only by a tone matched to one
of the filters generating R,, where R, can be determined
by selecting it if there is an ‘“i>’ in the jth column of the
above matched-filter/encoded-bit relationship.

Once the bit statistics are generated, the respective M;
and M; values (j = 1, 2, 3) can either be subtracted or
used to form a ratio, from which the actual soft decisions
could be determined. This is exactly the same tradeoff
performed for DPSK, however, the result turns out to be
different. In the ratio case (M,;/M,;), problems begin to
appear as the diversity order increases. Fig. 15 presents
two sets of performance curves in an additive white
Gaussian noise channel. The first set, curves A and B, are
for a second-order diversity system with the difference
generator performance reflected through curve A and that
of the ratio generator through curve B. The second set of
curves, C and D, are for an eighth-order diversity system
with the difference and ratio soft decision generators in-
dicated by curves C and D, respectively. Note that as the
diversity order increases, so does the relative difference
between the two soft decision generators. These problems
are manifested in the ever-increasing compression of the
ratio statistic near the value of unity as the diversity order
increases. Such a compression requires ever-increasing
resolution of the quantizer, and ultimately results in a soft
decision BER performance that is limited to that obtained
with hard decisions. On the other hand, this compression
does not occur if the difference, My; — M), is used instead
of the ratio. And furthermore, the difference technique
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used here does not suffer the degradation caused by signal
level variation as in the DPSK case because the signal
normalization has removed all signal fluctuations.

In a jamming and fading channel environment, there
does not exist much difference in the comparative perfor-
mance between the difference and ratio soft decision gen-
erators from that which was just presented in an additive
white Gaussian noise channel. In fact, a partial-band noise
jamming signal is mitigated from any partial-band advan-
tage once the diversity order reaches about four. And, at
that point, the comparative performance is identical to that
for the benign, additive white Gaussian noise channel
since the jammer is forced to be full band. In contrast to
the DPSK soft decision generation, where the ratio tech-
nique decoupled the jamming strategy from the threshold
settings, the decoupling in the FSK case is achieved by
the signal normalization process in the diversity combin-
ing receiver. Fig. 16 illustrates the comparison between
the difference and ratio soft decision generators in a Ray-
leigh fading environment. Again, the difference technique



894 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 8, NO. 5, JUNE 1990

shows a superior performance over that of the ratio gen-
erator, but not much more than that experienced in an ad-
ditive white Gaussian noise channel. In both the jamming
and fading channel cases, it is suspected that the com-
pressive nature of the ratio statistic is the reason behind
this performance differential as well.

SUMMARY

Detection and soft decision generation routines have
been described for frequency hopped, DPSK and MFSK
channels experiencing optimized jamming strategies and
scintillating signals. Results have been presented to sub-
stantiate the utility of these routines, while primary dis-
cussions have been offered to establish the symbiotic re-
lationship that exists among the routines, and the critical
role each routine plays in mitigating the jamming and fad-
ing effects. In the case of DPSK, it was shown that a soft
decision generator formed by taking the ratio of the two
detector outputs was preferred over a generator taking the
difference of the two outputs. The preference was based
on the ability of the ratio to neutralize the jamming strat-
egy more effectively; however, the ratio approach re-
quired a more complex detection implementation. For
8-ary FSK, it was found that the combination of an en-
velope detector, a signal normalizer and diversity com-
biner, and a symbol-to-bit statistical mapping with differ-
ence soft decisions formed a powerful architecture to
combat jamming. Some results were shown that indicated
the same architecture, but with the envelope detector re-
placed by a square-law detector provided improved per-
formance in a fading channel although the differences were
slight. It was finally shown that the channel and the ex-
istence of the signal normalization/combiner forced the
acceptance of the detector type, while the signal normal-
ization/combiner itself allowed the difference soft deci-
sion to be once again acceptable since the ratio approach
became too compressive in its statistics as the diversity
order increased.
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Probability Distribution of DPSK in Tone Interference
and Applications to SFH/DPSK

QIANG WANG, MEMBER, IEEE, T. AARON GULLIVER, anp VIJAY K. BHARGAVA, SENIOR MEMBER, IEEE

Abstract—Much recent attention has been focused on slow frequency
hopped differential PSK (SFH/DPSK). The main reason for this inter-
est in SFH/DPSK is that it can sustain a much higher data rate than a
fast frequency hopped system while having the same hop rate.

In this paper we present a study of the probability distribution of
the received DPSK signal under tone jamming. These results will fa-
cilitate the analysis of the SFH/DPSK system.

The results given in this paper are more general than those previ-
ously published, in several aspects. First, the differential phase of the
transmitted DPSK signal can assume any value. Second, probability
distributions are derived instead of a set of probabilities calculated over
certain symmetrical regions. This allows analyzing performance for
arbitrarily selected decision regions as well as determining optimum
decision regions for demodulating the DPSK signal. Third, the joint
probability distribution of both the magnitude and differential phase
of the jammed DPSK signal is given. This can be used in the analysis
where both tone jamming and Gaussian noise are considered.

Applying these results, we analyze the error probability perfor-
mance of a general uncoded SFH/DPSK signal under worst case tone
jamming and Gaussian noise.

I. INTRODUCTION

N much previous work, the performance of fast fre-

quency hopped (FFH) systems has been considered
(see, e.g., [1, ch. 2] and [2]-[4] and their references). In
an FFH system, the information bit rate R, is low enough
to require that an M-ary symbol be transmitted over one
or more hops. If R, exceeds the hop rate R;,, FFH is im-
possible. For example, it may be required to transmit 1.5
Mbit /s information at R;, = 20 khop /s. In this case, slow
frequency hopping (SFH) must be used.

In slow frequency hopping, several symbols are trans-
mitted during each hop. This paper is concerned with
SFH/DPSK where the transmitted symbols are modulated
in the form of differential PSK. Differential PSK is used
because the hop period in SFH is usually not long enough
to allow the receiver to recover the carrier phase, and to
maintain the phase coherence between different hops at
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the transmitter. Thus, genuine coherent detection is usu-
ally impossible. However, since there are many symbols
transmitted over one hop, differential coherent detection
is possible. Because differential coherent detection out-
performs noncoherent detection such as that used in FFH/
MFSK, it is a logical choice for an SFH system.

In this paper, both binary and nonbinary (4-ary, 8-ary,
etc.) DPSK, i.e., general M-ary DPSK, are considered.
Anticipated interference may be both Gaussian noise and
tone jamming. Unlike FFH/MFSK, little has been pub-
lished on SFH/DPSK in the literature. There are many
basic questions yet to be answered. In this paper we focus
on the effects of jamming. Coded systems are not consid-
ered. The intent is to study the effects of jamming against
SFH/DPSK and to provide some tools for the analysis of
such a system.

At the receiving end of an uncoded SFH/DPSK system,
the differential phase between two consecutive received
symbols is detected, and this is used to decide which in-
formation symbol was transmitted. Houston [S] and Si-
mon [6] (which is also a part of [1, ch. 4]) have analyzed
the performance of SFH/DPSK under multiple continuous
tone jamming for a specific set of signal phases and
equally spaced decision regions. Recently, Gong ana-
lyzed the performance of a specific binary SFH/DPSK
scheme in both tone and noise interference [7].

If the jamming tone over a jammed hop is continuous,
i.e., the amplitude and initial phase are constant over a
particular hop, then the received symbols over that hop
are subject to an interference which is highly correlated
from symbol to symbol. Recently, Winters has suggested
that in correlated noise, the performance of DPSK de-
pends on the set of signal phases and decision regions [8].
In order to minimize the demodulator output symbol error
rate, we must consider the dependence of the performance
of SFH/DPSK, under highly correlated tone jamming, on
the signal phases and decision regions.

While the probability distribution of a received differ-
ential phase in Gaussian noise has been widely studied
and well documented [9], [10], no general results have
been published on the probability distribution of DPSK in
tone interference. Therefore, we will derive in the next
section the general probability distribution of a received
DPSK signal corrupted by continuous tone jamming. By
‘‘continuous tone jamming’’ we mean that a jamming tone
interferes with two consecutively transmitted DPSK sym-
bols (with the same amplitude, frequency, and initial

0733-8716/90/0600-0895%$01.00 © 1990 IEEE
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phase). When DPSK symbols are jammed by a single
tone, the jamming tone is assumed to have the same fre-
quency as the DPSK carrier frequency. In Section III, we
apply the results obtained in Section II to the evaluation
of SFH/DPSK systems.

II. PROBABILITY DISTRIBUTIONS OF THE RECEIVED
DPSK UNDER TONE JAMMING

In complex form, the transmitted DPSK signal in the
ith signaling interval is represented by

o (204D
S(l = Eef T )’

where 0%~ ") is the total accumulated phase in the (i —
1)th signaling interval and 26 is the differential phase
transmitted in the ith signaling interval with 0 < 6§ < 7.
The jamming tone is represented by

— 7,0
J* ejj’

where 0 is a random phase uniformly distributed in an
interval of length 27. Let 8 denote the ratio of the ampli-
tude of the jamming tone to that of the signal tone,

The received signals (on which a decision on the trans-
mitted differential phase in the ith signaling interval is to
be based) are represented by Y~ " and Y). The re-
ceived differential phase is then

¥ =arg (YOYU-DY,

where the phase angle function arg has a main value in
the range ( —m, ] and the asterisk denotes complex con-
jugation.

Simon [6] derived the probability of ¥ — 26 within
equally spaced decision regions for a specific set of 6. The
final results are very complicated. This might seem to
suggest that for any 0, the derivation of the probability of
¥ or ¥ — 20 (or equivalently the probability distribution)
over any region would be prohibitively complex. How-
ever, we have found that unlike ¥ or ¥ — 20, " = ¥ —
6 has some symmetry that can be utilized to simplify the
derivation significantly, as is shown below.

Under continuous tone jamming, we have

P spli=1) 0
YU = Ee/'T 4 L,
and
YO = Ee/ 0 o peits
We define
R = |y'~V
and
R, = |Y"].

To analyze the bit error rate (BER) performance under
strong tone jamming and negligibly low system thermal
noise, only the probability distribution of T' is required.

Otherwise, we must consider the joint probability distri-
bution of I', R, and R,, as will be seen later. To clarify
the derivation procedure, we first derive the probability
distributions of I', R, and R, separately, and then con-
sider the joint probability distribution.

A. Probability Distribution of Differential Phase Under
Continuous Tone Jamming

We first consider the probability distribution of I', and
those of ¥ and ¥ — 26. For I", we have

I' = arg [Y“)(Y”_”)*e‘je]

arg [(¢/9 47" 1 el
(e 4 Be ity e )
arg [(ejzo + Be_iw‘;*%ze-o})

oy (i—1) ;
+ Be./(@J—OT ) 4 Bl)e—ﬂ]

arg [e” + pre ™
n B(ej(o!;"“w—ej) + e-jw‘,"”"w—o)))]

arg [e” + B%e ™" + 28 cos 6,]

I

(1)
where
0,=0;, — 0% " — 9.

Since 8 can be assumed to be uniformly distributed over
(04" + 6 —x, 04" + 6 + =], 6, is uniformly dis-
tributed over ( —7, m]. Suppose 8 > 0 and denote

(1 +B?%)cos 6 (1 — B?)sin @
U= +

28 J 28 )
and
V =U + cos 0,.
Then we have
' =arg (V).

It is clear that 6; does not change the value of the imagi-
nary part of V. Consequently, Im (V) is equal toIm (U ).
Let

® =arg (U).

Obviously, if § = 0, T" is always equal to O and the
probability density function (pdf) of ' is

pr(y) = d(v),

where 6 (x) is the Dirac delta function.

If3=1,U=cosfand V= cos 6 + cos 0,. Consider
cosf + cosB; > 0,i.e.,cosf; > —cos 6. Then we have
|6;] < arc cos (cos (m — 6)) = w — 6. Thus, T equals
0 with probability 1 — 6 /7 and = with probability 6 /.
For0 < 6 < ,

pr(vy) = <1 - %) 6(v) +%5(v - 7).
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Now we assume 6 # Oand 8 # 1, i.e., sin ($) # 0.
Suppose 8 < 1 (i.e., Im(V) > 0). Then0 < & < =
and

Prob {-7 < T <0} =0.
Now we calculate
Pr(y) = Prob {0 < T' < v},

where 0 < v < w. As shown in Fig. 1, the intermediate
variable d is defined as

d=lUl(sin(|¢I>|)cot|'y]—cos<I>). (2)

Noting that | cos 6, | < 1, we have a symmetric region of
6, centered at 0 in which 0 < T' < . Specifically, for
—1 < d < 1, the corresponding 6, is in [ -0y, 0], where

Op(y) = arccos (d), |d| = L.

For d < —1, the corresponding 6, can be anywhere in
(—m, w]. Ford = 1, there is no such 6, that may result
in0 < T' < 4. Then we have

I, d = —1;
Or
Pr(y) =¢{—, -1l<d< 1 (3)
™
0, d = 1.
The cumulative distribution function (cdf) of T" is then
0, v = 0
Pr(y) =4{Pr(y), 0<y<m (4)
1, Yy = .

Note that, from (2), for y = 0, we have

ty = ————— + cot | &,

o |U| sin | ®] cot |
and

od ) )

- |U| sin (| @]) esc’ v.

Then the pdf of ' is

,
|U| sin (|®]) csc® v
a1 —d* ’

pr(y) =

0, elsewhere.

Suppose 3 > 1 (i.e.,Im (V) < 0). Then —7 < ¢ <
0 and

Prob{0<T <7} =0.
By symmetry, and noting the term | ® | in (2), we have
Prob { -y =T < 0} = Pr(y), (6)

< v < arc cot ——~I—+cot|<i>| ;
! U] sin | 2| ’

897

where 0 < y < 7 (note Fig. 1). Then the cdf of " is

0, v < -
Pr(y) =41 = Pr(—v), —r<y<0; (7)
1, vy =0,

and the pdf of T for0 < 6 < 7 is

pr(v) =

(IUI sin (| @) csc® y
a1 — d*

—arc cot ——:l——— + cot l<1>|>
|U| sin | @]

< y < —arc cot _ + cot |<b|>;
|U| sin ||

elsewhere.

o
(8)

Note that using the absolute value of vy in (2) is only for
conciseness in (8), where we actually have

d = |U|(sin (|®]) cot (=) — cos @).

Using the cdf’s or pdf’s given above, we can calculate
the arbitrary probability

Prp (71, v2) = Prob {'y, <T = 'yZ},

where v, < 7., and both are main-valued bounds (both
are in the main value interval of the argument). To use
Prr to calculate the probability distribution of ¥ or ¥ —
20, all we need to do is shift the specified region and con-
vert it into one or two pairs of main-valued bounds for use
in Prp. For example, for main-valued bounds b, and b,,

arc cot <-—1— + cot |<I>|>
|U| sin | 2|

(5)
we want to calculate
P, =Prob{b, < ¥ —20 < b}
=Prob{b +0 < ¥ -0 <b, +06}
=Prob{b +0<T <b, +6}. (9)
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Im

~N

\

Ulcore |0 {Upsin(jo]) cot v Re

Fig. 1. Tllustration of the relation between the intermediate variable ¢ and
U and . Note that |U | sin (|®|) cot |y| and |U| cos & are real co-
ordinates that can assume both positive and negative values.

By adding multiples of 27 to b, + 6 and b, + 0, respec-
tively, we can obtain a pair of bounds bm, and bm, (cor-
responding to b, + 6 and b, + 6, respectively) such that
both bm, and bm, are in (==, «]. If bm; < bm,, they
are main-valued bounds and

Pl = PrF (bm,, bmz).
If bm, > bmz,
Py = Prp (bmy, w) + Prp(—m, bm,).

In terms of pdf’s, we can obtain the pdf’s of ¥ and ¥
— 20 by periodically extending pp and then shifting by
16. The periodic extension of py(y) (with period 27) is

+ o

pr(vy) = 1=Z—;oo pr(y — 27).

Then the pdf of ¥ is

pr(¥ —0), T <y =T
pv(¥) = (10)
0, elsewhere,
and the pdf of ¥ — 26 is
pr(¥2 +0), -—m<y,=m
Py -u(¥) = (11)
0, elsewhere.

For later use in deriving the joint probability distribu-
tion, we define

He(0,) {1, ifI' < v; (12)
r(0) = 0, otherwise.
For 6 = 0,
1, ify = 0;
HI‘(HJ) = . (13)
0, otherwise.

For=1and0 < 6 < m,
I, ify = m

Hy(6,) =1 <7r

0, otherwise.

(14)

0_’0>, if0s~vy<m

Here II(x) is the rectangular function which is equal to 1
if [x| < 1 and O otherwise. In the above equation, it is
implied that arg (X) = 0 if | X| = 0. In this case, we
have
< o f
a_;ﬁ_{a(v), if [6,] <= — 0 (15)
o(y — m),

dy
Forf # 1and 0 < § < =, from (3)-(8), it is clear that
for [d] < 1 (or y, < y < 7, where y, = arc cot
((1/]U]sin| @) + cot |®]), v, = arccot ((—1/|U|
sin [®]) + cot |®]|) for B < 1, and v, = —arc cot
((=1/]U] sin |®]) + cot |®]), v, = —arc cot
((1/|U|sin |®]) + cot [®]) for 8 > 1), we have

H<ﬁ>, ifg < 1;

Or

H‘<&>, if3 > 1.
O

Here II ™ (x) is a function which is equal to 1 if |x| = 1
and 0 otherwise. Then we have

otherwise.

Hr(ol) = (16)

6r

oH,
a—; = (8(6; + 6r) + 8(6, — 6r)) oy c(B), (17)
where
1, if B < 1;
<(B) = {—1, if8 > 1.

We can also write the inverse function of

.
arc cot ﬂ—y——kcotﬂﬂ ,
|U]| sin | |
br-1(6,) = it < 1 0
—arc cot &——+cot|¢| ,
|U|sin|<I>|
L if@ > 1.

(18)

B. Probability Distribution of the Amplitude Under
Continuous Tone Jamming

In this section we consider the probability distributions
of R, and R, as functions of 6,. They will be used in de-
riving the joint probability distribution.
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Note that R, and R, are nonnegative. For R; we have
R? = Iy(i'ne-ijro‘T"")l?
B 4 ey eiers )2
= |E(e™ + ei®i=0% "-0)|?
= ‘E(e‘ﬂ’ + Be/“)’)l2
= E?[(cos 8 + B cos 6;)° + (—sin 6 + Bsin6,)’]
= E*[1+ 8%+ 2Bcos (6 +6,)]. (19)

Ifr, = (1 + B)E, Prob{R, =r}=11fr < |1 -
B‘E,Prob{Rl Srl} =0.If|1 _B|E< rn < |1 +
B| E, then we have

Prob {R, < r,} = Prob {cos (6, + 6) < cos 9R1},

2
g, = arc cos [(Er—lz -1- Bz> 2—16-]

This implies a symmetrical region of 8, centered at 7 —
# with a width of m — 6, on either side in which R; =
r,. Thus, the cdf of R, is

where

1, n=(1+RB)E;

OR!
Pg,(ry) = 1__1r—’ [1-B|E<r < |l +B|E;
0, rn=|1-8|E

(20)
The pdf of Ry is

100 _ 2

™ 0r 5 5
E? 42_<LL_1_62>
pe(n) = " JB E’

|1 = BlE<r, < (1+B)E;

s

0, elsewhere. (21)
Similar to Hp (68, ), we define
1, if Rl =ry
Hg,(0;) = . (22)
0, otherwise.

For|[1 -Bl|E<r <(l1+B)Eand —7 < 0, < m,
we have

He (6,) = f H<0’ “r o9 - '2”>,

(23)

899

and
= Zo}o [6(6, — (7 —0) — 127 + = — b&,)

|=—o

+8(6, — (r — 8) — 121 — (7 — 6g)]

ar,

We can also write the inverse function of g,
Or; (0r,) = EV1 + 8% + 28 cos (6,,).

OHp,
ar,

(24)

(25)
Similarly, for R, we have
R% - |Y(i)e—j(0+0‘ri"’)|2
= |E(ej(o‘T"““+2e) + 3eje})e—j(e+o‘;"")|2
= |E(e? + Bl "m0)|?
= ‘E(eﬂ’ + Bejo’)|2
= E*[(cos 6 + B cos 0,)2 + (sin 6 + B sin 0,)2]
= E*[1 + B% + 2B cos (0 — 6,)]. (26)

Ifr,=2(1+B)E,Prob{R, =nr}=11Ifrnb=<|1-
B|E,Prob{R, <r,} =0.1If|1 =B|E<r<|l+
B| E, then we have

Prob{st

r,} = Prob {cos (6, — 0) < cos GR:}’

2
- gL
_arccos[<E2 1 6>26].

This implies a symmetrical region of 6, centered at § +
« with a width of m — 0, on either side in which R, <
r,. It can be seen that the cdf and pdf of R, are the same
as those of R,. That is, the cdf of R, is

where

Ox,

Pg,(ry) = Pg,(r2). (27)
The pdf of R, is
Pr.(12) = pr,(12). (28)
As was done above, we define
1, if R, < ry;
Hg,(6,) = ) (29)
0, otherwise.

For|l = B|E<r,<(l+B)Eand -7 < 6, < =,
we have a slightly different result from Hp,,

He(6)) = ,}E‘o n<0’ — (7 +0) - l27r>’

7l'_0R2

_7|'<0_]S7|',

(30)



900 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS. VOL. 8, NO. 5, JUNE 1990

and
+ oo

e _ [8(6,

arz l=—-o

+8(6, = (w +6) — 121 — (7 — 6g,))]

X(‘—%), —-7r<OJS7T
or,

We can also write the inverse function of 6,
O, (6,) = EN1 + 8% + 28 cos (6,,).

—(m+0) - 20 + 7 — Og,)

(31)

(32)

C. The Joint Distribution and the Expectation

Using Hy, Hg,, and Hy, defined previously, we have the
joint cdf of I', R, and R,,

+7
| o) Hu0)) He0) i,
r(vs 1) = o7

Pl“RL

(33)
The joint pdf, pr g,z (v, r1, r2), has a somewhat uncon-
ventional form. Considering

prorer (Y, 115 12) dy drydr,
=Prob{y<T <y+dy,r,<R <r
+dry,rn <R <r,+ drz},

we can see that pp g, g, (v, 1y, r;) is nonzero only over a
line (or several lines) in the three-dimensional space which
consists of values of y, r,, and r,. In fact, it can be shown
that over these lines, the pdf assumes infinite values.

For the analysis of the BER performance, all we need
to know is the expectation of G(T', R,, R,) where G is
assumed to be an arbitrary continuous function. This will
be shown later. When 0 < 6 < 7 and 8 # 1, the expec-
tation is given by

+ oo
G = S g S_oo G(v, r, rz)PF.Rl,Rz('Ya ry, r;) dy dry dr,

(1+B)E 72
= d d,S G(v, r, _J‘M
S S“_” nodry | Glvnn) 8

1 (+B)E "
T S S,Hﬂg dry dr, Sw dyG(y, ri, 1)
| g OH(8,) 0Hy,(0,) 9H,(6,) "
- Oy ar, ar,
OHpg,(6,) 0Hg,(6,)

1 (1+8 s
= g S S“__Blg a'r, dr2 S_"r ar‘ ar2 dﬁj

X S“ dyG(y, ri, r)(8(6, + 6r) + 6(6, — or))

Yi

a6\
'<gy—>t(5)

1 (1+B)E
= S S dr| dl"z

2w [1-B|E
. S’r aHRl(oJ)aHRz(el)do
-x  0r ar, !

X S: doFG(0r~l(0p), ry, rz)
~(8(0, + 60r) + 8(8, — or))
(1+B)E T
1 S S dr, dr, S_ OHpg,(6,) 0Hg,(6;)

N 27 [1-B|E ar, or,

( - (|61|)’ ry, "2) dﬂj

1 (1+3E ks
=—S drzg de_/S dOR]
2 Jji-glE - 0

3Hp,
or )

X (HF l(l@_[') 6R|I (eR] ’ 2)

(o{arg (e0) + )
+ 6(arg (e/*P) — )

1 (1+B)E T
= — d S db Or -
27 S|l Bl E " - jG( r I(

),
, 0Hp,
Or; ('arg (e’ )’r2)6_r2
1 ™
= S_” G(or-1(16,1).
0Ri] (‘arg (ej(0.1+0))|)’ GR;' (|arg(ef”’"‘”|)) do
(34)
From (18), (25), and (32) we can slightly simplify (34) to
G=_L S G(0r 1(6,). 6r-1 (6, + 6),
GR;I (0] - 0)) d@,

27
If = 0, it is clear that T" is independent of R, and R,.
Thus,

(35)

PF.R.,Rz(% r, ) = 5(7)PR|.Rz(r1, rz)

where pg, g,(71, ;) is the joint pdf of R, and R,. Note that
the joint cdf of R| and R, is given by

+
[ Het0)) o)

P rory, 12) = .

Then, following a procedure similar to that of deriving
(35), we have

_ 1 ("

G = . g G(O, Ot (6;), Og; (0,)) do;. (36)
T J—7 -

When# =0,® =0and |U| = (1 + 8?)/26, and lim, _,,

cotx — 1/sinx = 0 (for B # 1), so (18) gives

(6,) = 0. (37)
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When 8 = 1, (37) is also valid except for 6, = (2k +
1) w, where k is an integer. Since G is a continuous func-
tion, (35) also applies when 6 = 0. From the point of view
of numerical computation, (36) provides a good approx-
imation when 6 = 0.

For 8 = 1and 0 < 8 < = using (15), we similarly
have

_ 1 b k.
G = 5‘]—[‘ So d’y S_l G('Y, ORI—I (0] + 0),
0Hr(8,)
Or;r (6, — 6)) P db,

Y

1 Sr—@

= — dé;G(0, - (6; + 6),
21‘,[ ey T ( R; (0, )
Orst (8, — 0))

—(m—0)
+ S dOJG(W, OR;l (01 + 0),

-

Or;' (6, — 0))
+ SI_G dGJG(ﬂ', 0Rl"| (0] + 0) 0R2‘1 (OJ - 0))]

1 T—0
" [ [ ooy /000000 0 0,
OR;' (6, — 0))

0
+ S dejG(’"', GRI“ (0] -7+ 0),
-0

Op;1 (0, — ™ — 9)):\ (38)

Now we examine the relation between (35) and (38).
When8 =1, U=cosfand ® = Oor 7. If cos § = O,
® = 0 and from (18),

__COS—O_.L__ + cot l(pl

|U| sin |<I>|

1

1
___<cos07+1> + cot |®] — .
cos 0 sin | ®| sin |®|
Then, except for the single point §, = 7 — 6, we have

when 8 — 1
o, if|6,|<m-86;
lim 6r-1(0,) = )
-0 , if # > |0.,| > — 0.
Ifcos ® < 0, ® = 7 and from (18),
cos 6,
|U| sin |<I)|

_ ( cos 07 _1
—cos 0

(39)

+ cot | @]

> 1 + cot |®| + L )
sin‘fbl sinld)l
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Note lim, . , cot x + 1/sin x = 0. Then we can get (39)
again. In conclusion, (38) is the limit form of (35) when
B8 — 1, and when 8 = 1 we have a continuous point. For
numerical computation, (38) may be used to provide a
good approximation for 8 = 1.

III. PERFORMANCE OF SFH/MDPSK UNDER
MULTITONE JAMMING

In this section we consider the performance of uncoded
SFH/MDPSK under multitone jamming. The transmitted
M-ary DPSK signal has M possible differential phases 26;
fori = 1, - -+, M, with equal probability of transmis-
sion. The signal is hopped over N frequencies and is
jammed with probability p. When the signal is jammed,
it has the probability distribution as calculated in Section
II. We assume that there are enough symbols per hop so
that the energy loss due to the first dummy symbol of each
hop is negligible. We assume that all jamming tones have
equal power I?/2. With a total jamming power J avail-
able, the number of jammed frequency slots is

J I

/2 Sg*

where § = E2/2 is the signal power. Suppose the hop
frequency spacing is 1/7;, where T is the M-ary symbol
period. Then the total number of hop frequency slots with
total spread spectrum bandwidth W, is

Q=

WYS
N=——= WssTb ]Og: M,
1/T;
where T, is the bit period. Then
o J/(sBY) 1

p === = , (40)
N W.,T,log; M log, MB’E,/Jo

where J, is the equivalent broadband jamming power

spectral density given by

JO = J/ Wss'
E,, is the signal energy per bit. Therefore, 3 is defined as

1
= 41
’ Vlog, MpE,/Jo #1)

Note that p < 1 is a constraint, which implies 8 =
(1/~log, ME,/J,). The above result is derived in [1].
Since Q and N are integers, p is not continuous, as it ap-
pears to be. Nevertheless, when N is large we may assume
that p is continuous for computational simplicity.

A decision region is specified for each of the M phases
representing the M-ary signal. The probability that the re-
ceived phase falls outside the decision region is the sym-
bol error probability conditioned on the transmission of
that signal. The sum of all M such conditional probabili-
ties divided by M and averaged over the jamming state
(whether a hop is jammed or not) is the average symbol
error probability P,. Specifically, when there is AWGN
with one-side spectral density Ny (system thermal noise)
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which is not negligible,
Ps =pPsl + (1 _p)PSZ

p(Psl -

1
- L,
log, ME, /J,3

1

Viog, ME,/J,’

P52)+P32

Ps2) + Ps2’

v

(42)

where P, and P, are the symbol error rates (SER) con-
ditional on that hop being jammed or not, respectively.
Py, is a function of both E,/J, and E, /Ny, and P,, is a
function of E, /N, only. Py can be calculated by consid-
ering the signal as first being jammed and then further
contaminated by the additive noise. Then we can use (35)
and (38) to compute P;,. Let G; be the SER conditional
onI' =+, R, =r,and R, = r,. Let b;; and b,,, with b;,
< b;,, be the bounds determining the decision region for
differential phase 26;. b;; and b;, lie within the particular
27 interval of interest (not necessarily ( —m, w]). Then if
20; is transmitted, we have the conditional SER [9]

F(bi) — F(bi2),
by — 8, <y <b,—0;
Gj(')/, ry, r2) =
1 — F(b;) + F(by),
by —0; > yory > by, — 0,
(43)
where
Wsin (y + 6, — b) (/2
F(b) = S dt
47 —7/2
e—[U—Vsint—Wcos(7+93—b)Cost]
U-Vsint — Wcos (y + 6, — b)cos t
(44)
and
U=13(n+mn), =1(m—-m) W = Nnn,,
and
_r%TblngM _r%T,,lngM

1= 2N, ) M = 2N,

Then we can write

Gi s Iy, T = G,* ) >
(v, 11, ) <7 N, 2N,

r%Tb r%Tb> (45)

For 8 # 1, from (35), we have
Pa=ra(6 ) L3 (" 4
st ol "Ny M27r:-1 e

E
X G¥ <0F‘I(e,)|0=0i, X,ﬂ (1+8%+28
o

* COS (61 + 0,’)),

1%)(1 + 8% + 28 cos (01—0,')))' (46)

For 8 = 1, from (38), we have

1 M T—0;
Py=—— 2 S
YT M2 S [ —(r—6)

-<0 L L(1+ 8%+ 2Bcos (6, +6,)),
No

ds; G}

E(l + 62 + 2B CoS (0] - 0,)))
No

0,
' E
+ | d,GH|w 2(1+8% -
S—()i le <7|', NO ( g 28

- cos (6, + 6,)),
152(1 + 8% — 28 cos (0,—0))>}. (47)

Similarly, we have

P, = P,| =2 Z * —b b
2 X2<NO> el <"N0’N0 (48)

Note that for a given E, /Ny, Py, is a constant and P,; is
the function of (.

To determine the worst case p, p,., which maximizes
P, for a given E, /J, and E, /N,), we rewrite (42) as

(49)

Suppose that, with the constraint 8 = 1/+vlog, ME, /J,,
B = B, gives the maximum {( B, (E,/Np)) = {max. Then

1

Pye = ——————— (50)
lOgZ MEb/‘]OBu('
and the worst case SER is
g‘max Eb
P, = + P, .
W Eb/.]o 2<N0 (51)
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Note that, in general, 3, and ¢, are functions of both
E,/No and E,/J,. In two special cases which are com-
monly encountered, B, and {,,, are functions of E, /N,
only.

If B, = 1/log, ME, /J, for a range of E}, /J, (Which
may occur for small E, /J, when, e.g., ¢ is a function of
B with a single maximum), then p,,. = 1 which corre-
sponds to full-band multitone jamming and

P =Py 22} (52)
Vlog, ME,/J, No

If B = Bu.(E,/Ny) for a range of E, /J, (which may
occur for large E, /J, when, e.g., {is a function of 3 with
a single maximum), then

1 1
Puc = (53)

~ log, MBL E,/Jo
which corresponds to an inverse linear function of E}, /J
with a slope (or the vertical shift in the logarithmic scale)
dependent on E, /N, and

(54)

which corresponds to a similar inverse linear function plus
a floor SER due to the AWGN.

If the system thermal noise can be neglected, then P,
= 0 and

bi2

M >
1 _
P.s‘l =1- Mizzl Shn pF(FY)Igzoi d'y (55)

The function P, may be optimized with respect to the
signal phases and decision regions. For example, for bi-
nary DPSK (M = 2), we can have: 1) phase 26, = = /2
corresponding to 0 and phase 26, = 37 /2 corresponding
to 1; reasonable decision regions in this case are [0, 7]
for 0 and (—m, 0) for 1; or 2) phase 26, = 0 correspond-
ing to 0 and phase 20, = = corresponding to 1; reasonable
decision regions are [ —y,, ¥;] for O and the rest of the
phasor plane for 1. In scheme 2), without thermal noise,
¥, = 0 would make P, = 0 because when 0 is transmitted,
the continuous jamming tone could ever alter the trans-
mitted differential phase. Thus, in this case, inclusion of
the thermal noise in the analysis is indispensable and the
desirable ¢, is greater than 0. The peculiarity in scheme
2) does not exist for similar signal phase schemes with M
> 2.

To compare system performance for different M, we
must convert P, into an equivalent bit error rate (BER)
P,. For a small signal-to-noise ratio, we can use an orthog-

onal model which results in
M
P,= — P,

2(M - 1)

If a Gray code is used, so that the Hamming distance of
the binary representation of adjacent differential signal
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Fig. 2. Worst case BER versus E,,/J,(dB) for E,/Ny(dB) = 4,5, 6, 8,
10, 28, for binary DPSK with 26, = 0 and 26, = w. Decision regions
are equal and symmetric.

phases is 1, we may have, for a large signal-to-noise ratio
[11]
1

P, = P
b log, M

A. Performance Analysis

In this section we present some numerical results based
on the analysis in the preceding sections. As examples,
we give results for M = 2 and 4. Performance is measured
by the worst case BER for the DPSK signaling scheme,
and specific E, /J, and E, /N,. Two configurations were
given in the preceding section for binary DPSK. One had
26, = 0 and 26, = , and the other 20, = 7 /2 and 26,
= 3w /2. Fig. 2 shows the worst case BER performance
of the first of these schemes for E,, /J,(dB) from 2 to 28,
and E,/N,(dB) = 4, 5, 6, 8, 10, 28. This figure is the
same as Fig. 3 in [7]. Note the threshold effect due to the
noise level. The corresponding plot of E,, /N, (dB) versus
BER for E,/J,(dB) = 0, 2, 4, 6, 10, 15, 20 is given in
Fig. 3. This plot also shows the threshold effect, this time
due to the fixed E,/J,. The worst case jamming param-
eter versus E, /J, is given in Fig. 4. This is the same as
Fig. 4 in [7]. The second signaling scheme is 20, = w /2
and 20, = 3w /2. The BER performance of this scheme,
versus Ej, /Jy, is given in Fig. 5. Comparison to the first
scheme shows that using 26, = 0 is best, as indicated in
the previous section. Asymptotically, they are identical in
performance, but for large E, /J,, the first scheme is bet-
ter, i.e., when E,/J, >> E,/N,. The two previous
schemes were evaluated with symmetric decision regions.
If we now take the first scheme and distort the decision
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Fig. 3. Worst case BER versus E, /N, (dB) for E,/J,(dB) = 0. 2, 4, 6,
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are equal and symmetric.

Pwe
107°

v = E,/No (dB)

107!

5
[N
102 &7 =6

1073

10

8 11 14 17 20 23 26 29
Ey/Jo (dB)
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20, = 0 and 20, = . Decision regions are equal and symmetric.

regions so that b, = w/4 and b;; = —7 /4, and b,, =
7 /4 and by, = 77 /4, we get the result shown in Fig. 6.
The performance of this scheme is worse than those with
equal decision regions when E, /N, is large, but superior
when E, /N, is small. Thus, the choice of the best DPSK
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Fig. 5. Worst case BER versus E,/J,(dB) for E,/N,(dB) = 4,5, 6, 8,
10, 28, for binary DPSK with 20, = 7 /2 and 26, = 37 /2. Decision
regions are equal and symmetric.
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Fig. 6. Worst case BER versus E,/J,(dB) for E,/N,(dB) = 4, 5, 6, 8,
10, 28, for binary DPSK with 26, = 0 and 26, = =. The decision region
boundaries are 7 /4 and —w /4.

signaling scheme is dependent upon the relative strength
of the noise and tone jamming.

For M = 4, we look at two symmetric signaling
schemes with equal decision regions. The first has 26, =
0, and the second has 26, = v /4. Figs. 7 and 8 give the
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BER performance of these schemes, respectively, for
E,/Jo =21t028,and E,/N,(dB) = 4, 6, 8, 10, 20, 28.
From these figures, it is clear that choosing 26, = 0 is the
best when E,/J, is large, as was the case for binary
DPSK. As expected, the performance of 4-ary DPSK is
better than binary DPSK.
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IV. CoNCLUDING REMARKS

This paper has addressed some basic problems associ-
ated with SFH/DPSK. General probability distributions
are derived for arbitrary DPSK signals. Applying these
distributions, we have evaluated the performance of SFH/
DPSK under both tone jamming and system thermal noise
for M = 2 and 4. The performance results indicate that
choosing 20, = 0 is best under tone jamming, and equal
and symmetrical decision regions are best when the noise
is predominant, with the choice of 26, arbitrary.
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Performance of Direct-Sequence Spread-Spectrum
Receiver Using Decision Feedback and
Transversal Filters for Combatting
Narrowband Interference

MIROSLAV L. DUKIC, memBER, 1Eee, ZORKA D. STOJANOVIC, MEMBER, IEEE,
AND ILIJA S. STOJANOVIC, SENIOR MEMBER, IEEE

Abstract—A direct-sequence spread-spectrum (DSSS) receiver using
both decision feedback (DFB) and two-sided transversal filters for
combatting narrowband interference (NBI) is proposed. The receiver
is made up of two branches. In the first branch, the conventional de-
modulator is followed by a DFB filter, while in the second auxiliary
branch, a demodulator with the carrier in quadrature is followed by a
two-sided adaptive transversal (AT) filter. Performance of this re-
ceiver has been analyzed on the basis of the calculated mean-square
error and the probability of error at the output of the receiver. Special
attention was paid to the effects caused by the propagation of errors in
the DFB filter. The results obtained show that NBI rejection is fairly
high, and practically does not depend upon the difference of frequen-
cies of the desired and interfering carriers nor upon the interfering
carrier level.

I. INTRODUCTION

HE inherent property of DSSS systems is their in-

creased immunity against interference. This increase
is proportional to the system processing gain. However,
in real conditions, mainly in those characterized by an
adverse electromagnetic environment, the processing gain
is often insufficient to ensure the desired interference re-
jection. Then, special means are applied to protect the
system against the interference.

Recently, several papers in the literature have been de-
voted to the rejection of NBI in DSSS systems [1]-[12].
They dealt with different proposals aiming at an addi-
tional interference reduction besides that inherent to DSSS
systems. This is of particular importance in the case of a
narrowband interferer which can be considered as a very
efficient jammer of the DSSS systems, especially when
the processing gain is not as high as desired. However,
none of these solutions is completely satisfactory.

In his review paper [13], Milstein has described differ-
ent interference rejection techniques, concluding that there
is still much to be learned in the area of interference re-
jection. Following this idea, the attention of the authors

Manuscript received March 8, 1989; revised December 17, 1989. This
work was presented at the Mediterranean Electrotechnical Conference, Lis-
boa, Portugal, April 11-13, 1989.

The authors are with the Department of Communications, Faculty of
Electrical Engineering, Bul. Revolucije 73, Belgrade, Yugoslavia.

IEEE Log Number 9035816.

of this paper has been paid to the improvement of those
NBI rejection techniques which only make use of adaptive
transversal (AT) filters without and with decision feed-
back.

In this paper, a new DSSS receiver is proposed in which
good features of the receivers described in earlier papers
[2], [5], [6], [10], [11] are combined. The receiver is
made up of two parallel branches. In the first of them, the
conventional demodulator is followed by a DFB filter,
while in the second, auxiliary branch, a demodulator with
the carrier in quadrature is followed by a two-sided AT
filter. Thus, using the DFB filter instead of the AT filter
[10], the distortion of the desired signal has been avoided.
This is particularly important when carrier frequencies of
the desired and interfering signals are equal.

It may be worthwhile to mention that the idea of using
a DFB filter in OQPSK systems for combatting the NBI
was treated in [15]. The role of this filter was only to
decrease the useful signal distortion, while in this paper,
the DFB filter is applied just to reduce the NBI.

The analysis of the receiver performance is presented
in detail, and the explicit expressions for the average error
probability and the mean-square error are deduced. Spe-
cial attention has been paid to the analysis of the decision
error propagation through the DFB filter.

The results obtained are improved in respect to those
previously known, and show that NBI rejection practi-
cally is not dependent on the carrier frequency offsets, nor
upon the interfering signal level. In addition, the effect of
the error propagation through the DFB filter on the total
error probability can be neglected.

This paper is divided into seven sections. In Section II,
a brief discussion of the DSSS receiver, previously pro-
posed [11], using AT interference rejection filters without
decision feedback, is presented. Theoretical analysis of
the receiver proposed in this paper is presented in Section
III, while in Section IV, the signal-to-interference ratio
improvement is evaluated. In Section V, the probability
of error analysis is presented. Some examples and discus-
sion of the results obtained are given in Section VI. The
last section summarizes the conclusion.

0733-8716/90/0600-0907$01.00 © 1990 IEEE
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II. BACKGROUND OF THE DSSS RECEIVERS EMPLOYING
INTERFERENCE SUPPRESSION FILTERS WITHOUT
DEecisioN FEEDBACK

The process of NBI reduction using AT filters is based
in its very nature on the absence of correlation between
adjacent chips of the desired signal. Namely, on the as-
sumption that the pseudorandom sequence used is long
enough, it can be assumed that the values of the desired
signal in different taps of the AT filter are mutually un-
correlated, the delay of each tap being equal to the chip
duration. Therefore, by using such a filter, the estimation
of signal parameters cannot be done. On the other hand,
when considering the NBI signal, the situation is quite
different, for the interfering signal values at the tap out-
puts of the AT filter are mutually correlated. That means
that in the process of the linear mean-square estimation of
the total signal entering the AT filter, only the estimation
of the NBI signal can be performed. This yields the ref-
erence output interfering signal, which can be subtracted
from the input signal thus reducing the interference.

The structure of the DSSS receiver based on the above-
mentioned idea, using two two-sided AT filters, is shown
in Fig. 1 [11]. In the upper branch of this receiver, the
conventional coherent demodulator is followed by one of
the transversal filters, TF1, while the other, TF2, has been
placed in the parallel quadrature branch. The performance
of such a receiver is much better than that of those pro-
posed earlier [2], [5], [6]. The average probability of er-
ror when both filters, or only TF1 or only TF2, are used,
as a function of the interference-to-signal power ratio I'
and the product QT for this receiver, is shown in Figs. 2
and 3, respectively [11].

Analysis of these diagrams clearly indicates that the ef-
fect of the filter TF2 is the quadrature branch on the re-
jection of the interference is much more significant than
that of TF1 in those cases in which Q7 > 5°. For QT =
0, the filter TF2 contributes almost nothing to the inter-
ference rejection.

However, from Fig. 3 it can be seen that even this re-
ceiver, while having a very small error probability deter-
mined practically by the additive white Gaussian noise
(AWGN) for frequency offsets Q7 > 5°, does not give
satisfactory error probability in the vicinity of the desired
signal carrier frequency, i.e., when Q7T is small ( <5°).
Just this region of frequency offsets is the most critical.
Namely, the desired signal together with the interference
and the AWGN are transmitted through TF1. This filter
acts as a notch filter against the interferer, and a part of
desired signal energy is excised. The consequence is sig-
nal distortion manifested as intersymbol interference (ISI),
thus causing the increase of the error probability. The rea-
son for such distortion lies in the residual correlation be-
tween the adjacent chips of the desired signal, a phenom-
enon which has not drawn due attention in the literature
as yet.

In order to emphasize the impact of this distortion on
the performance of the receiver from Fig. 1, in Fig. 3 the
dashed line shows average error probability under the as-
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n(t)

2sinw t
)
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Fig. 1. The block diagram of the receiver [11]; /&D is integrate and dump,
u(t) and i (1) are desired and interfering signal, respectively, n(z) is
AWGN, T is the chip interval, L is processing gain, N and M are the
number of AT filters taps, and Dec is decision circuit.
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Fig. 2. The average error probability at the output of the receiver [11], as
a function of the ratio I' of the interfering and desired signal powers. M
and N are the numbers of taps on each side of the filters TF1 and TF2,
L = 7 is the processing gain, QT = 2n /L, where Q is the interfering
carrier offset from the DSSS signal carrier, and T is the chip interval,
and signal-to-noise ratio is 4, = 12 dB.

sumption that there is no signal distortion and that the tap
weights have the optimum values. These results show
clearly that when the processing gain is not sufficient, the
distortion of the desired signal due to the filter TF1 sig-
nificantly decreases the protection against co-channel
NBI.

In the receiver proposed in this paper, the filter TF1 is
replaced by a DFB filter, as in [10]. Now, assuming that
the signal at the output is error-free, when fed back at the
DFB filter input, it is subtracted from the sum of the sig-
nal, interference, and AWGN. In this way, the desired
signal is not transmitted through the DFB filter and, as a
result, there is no signal distortion.

III. THEORETICAL ANALYSIS
A. Description of the Proposed Receiver

The block diagram of the proposed receiver is shown
in Fig. 4. The received signals are demodulated to base-
band, integrated, and then sampled at the chip rate of the
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Fig. 3. The average error probability at the output of the receiver [11], as
a function of the product 2 7. M and N are the numbers of taps on each
side of the filters TF1 and TF2, L = 7 is the processing gain, signal-to-
noise ratio is 4, = 12.dB. and I' = 20 dB is interference-to-signal ratio.
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Fig. 4. The block diagram of the proposed receiver; I&D is integrate and
dump and Dec is a decision circuit.

pseudorandom sequence (PRS). The DFB AT filter in the
upper branch has N taps, while the number of taps in the
two-sided AT filter in the lower branch is 2M + 1. The
duration of a chip in the PRS is T, while the duration of
a bit is denoted with 7, = LT, where L is the system
processing gain.

The desired signal at the receiver input is

u(t) = Ud(tr) PRS (1) cos w,t, (1)

where U and w, are the amplitude and the angular fre-
quency of the carrier, respectively, and d(¢) is a random
binary signal representing the message given by
d(t) = 2dI(t — iT,), dief{l,-1}. (2)
II(z) is the rectangular pulse of the unit amplitude and
of the duration T},.
The PRS is described by

PRS (1) = 2 ¢II(t — iT), ¢ e{l, —1}. (3)
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The NBI signal at the receiver input is:

i(1) = Re {1(r) exp [je ()] exp (jw,1) |, (4)

where I(t) exp [ jo(7)] is the complex low-frequency
equivalent of the signal i (¢) and Re [ -] stands for the
real part.

In addition to the signals given by (1) and (4), AWGN
is present also at the receiver input:

(5)

The in-phase and quadrature noise component n,.(r) and
n,(t), respectively, are assumed to be independent of each
other. The one-sided power spectral density of the AWGN
is denoted by 7.

It is assumed that all the signals at the receiver input
are mutually statistically independent.

n(t) = n.(r) cos w,t + ny(t) sin w,t.

B. Analytical Analysis

The signal samples x; in the upper branch and y; in the
lower branch of the receiver in Fig. 4, at the ith sampling
instant in the jth bit interval considered, are given by

Udie;T + I.; + n. .

(6)
(7)

The time dependence of the terms in (6) and (7) has
been omitted for the sake of simplicity. The first term in
(6), Udic;T, is desired signal sample, where d; is the
transmitted bit, /. ; and I, ; are the NBI signal samples in
the corresponding branches, and n, ; and n; ; are the sam-
ples of the noise n.(7) and 1, (1), respectively.

Since during the decision process an error can be made,
the signal at the receiver output is appropriately described
as

X

vi=1IL; + ng,.

r = Ud,LT + q + qn + qp. (8)
where
L-1 N-1 M
q1 = % Ci|i1c'.i - 2 ale iy — 2 bklx.i—k}’
i=0 k=0 k=-M
(9)

represents the output signal component due to the inter-
fering signal, and

L-1 N—1 M
qn = Z Ci | Re,i — 2 QN i~k — 2 byng i |,
i=0 k=0 k=-M

(10)

describes the output signal component caused by the
AWGN.

The last term in (8) is the ISI at the receiver output,
caused by the erroneous decisions in the previous bit in-
tervals, which propagated through the DFB filter. If a rea-
sonable assumption is made that the number of taps in the
DFB filter is less than the processing gain, then the signal
value in the jth bit interval can be affected only by the
decision errors in the two foregoing bit intervals. If &
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and §; _, are two decision errors at the input of the DFB
filter in (j — 1)th and (j — 2)th bit intervals, respec-
tively, the following sets of events are possible:

(i) §-2. =0, (i) &-»=2d_,, (i) §-» =24,
fj—l =2dj—|, fj—l =0 Ej—l = 2d;_
(11)

Consequently, the distortion gp at the receiver output
is given by

é [Z akE,—lcl L—k

N-1
+k; ar&j 2Ci-p - I\:| (12)

Now, the total error at the receiver output is
§ 1+ av + 4b. (13)

In accordance to the principle of linear mean-square es-
timation [14], the mean-square error at the receiver output
in the jth bit interval will have a minimal value when the
error ¢; is orthogonal both to the signal at the DFB filter
input in the upper branch, and to the signal y; in the lower
branch of the receiver. These conditions are written as
follows:

E{ei[UTci—L—Igj—l Lot ”c.i—L—/]}

=0|l=0,1, N -1, (14)
E{ei[Is.i—m + ns.i—m]} = O|m =-M, -+, M.
(15)

Using these conditions, expressions (6)-(13), and if it
is assumed that the PRS is sufficiently long, the following
expression for the minimum mean-square error at the re-
ceiver output is obtained:

L1

2

€m.DFB = 'ZO El:I(ZI + n2 -

i=

N—-1

2 apde il i«
k=0

M N-1

2
- k;_:M bide il + k}i;H (a,UTE; _5) },

(16)
where

E(ng;) = E(n{;) = n’

E(n,;) = 0.

C. Determination of the Tap Weights Under Single-
Tone Interference

and

E(nc.i) = (17)

The optimal values of the tap weights of filters in the
receiver proposed are those for which the mean-square
value of the error at the receiver output reaches its mini-

mum. They are determined by means of [14] and [15]. In
stationary operating conditions, when no decision errors
at the output of the receiver have occurred, the error prob-
ability is very small, say <107®. Then, it is justified to
assume that the optimal tap welghts of filters can be de-
termined for the case when there are no decision errors.
This assumption is also justified furthermore by the speed
of adaptation of the filter tap weights [13].

When a single-tone interfering signal is present at the
receiver input,

i(t) =1Icos [(w, + Q) + 6], (18)

where I is the amplitude of the interferer and  is its car-
rier frequency offset from the DSSS signal carrier. The
random phase 6 is uniformly distributed over the interval
[0, 27).

The interfering signal samples will be

(i+1)T
S Icos (Qu + ) dt

iT

Ic.i

L (19)

(i+ 1T
S —1Isin (Q + 0) dr.

iT

Replacing these expressions in (14) and (15), under as-
sumption that there is no error propagation, the system of
the following (2M + N + 1) equations is obtained:

cos (L + 1)QT — a,(L/TA,u?)
N-1
- IZ:O aycos (I — k)QT

M
~ k_ZM bysin (k — L —1)QT =0, (20)
sin mQT — b, (L/TA,u*)
N-1
- /Z:o asin(m — L — k)QT
M
- kZ by cos (m — k)QT = 0, (21)
=M

where =0, -+ ,N—-1,m=-M, -+, M.
Their solutions give the following values for the opti-
mal tap weights:

(N+ a+ v)cos (k+ L)QT — ysin(k + L)QT

% = ()\+B+x)()\+a+v)—'y ’
(22)
_ vy coskQT + (N + a + v)sinkQT (23)
TN+ B ) (Nt at ) —
In these expressions,
N1
x = 5_]0 cos’ (L + k)QT,

N-l

y = EO sin® (L + k)QT, (24)
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N-1
v = k;‘o sin (k + L)QT cos (k + L)QT,
p = sin (QT/2)/(QT/2), (25)
M M
a= 25 cos’kQT, B = 2 sin®kQT,
k=-M =-M
N =L/TA,p’, (26)
A, =UT/y, T =1*/U% (27)

A, is the signal-to-noise ratio and T is the ratio of the
mean power of the interfering and desired signals at the
receiver input.

IV. SIGNAL-TO-INTERFERENCE RATIO IMPROVEMENT

The signal-to-interference ratio improvement gained by
the proposed receiver is defined as the ratio Gppg of the
signal-to-interference ratio at its output (S//)pgg to the
signal-to-interference ratio at the output of the conven-
tional DSSS receiver (§/1)con, in which the AT filters
for NBI rejection are not used.

If the assumption is made that only the single-tone in-
terferer is present and that there is no error propagation,
the signal-to-interference improvement Gpgg is given by

_ (S/I)DFB _ 6’(2:0N — InT
DFB — S/N) - 5
( CON €mprs — LnT
A+ B+ x Yy’
= - . 28
A AN+ a+ ) (28)

In this expression, egoy is the mean-square error at the
conventional DSSS receiver output given by (16) when a,
= bk = 0.

Let us assume now the AWGN can be neglected, i.e.,
that the signal-to-noise ratio A, >> 1. Then, according
to (26) A = 0, and the signal-to-interference improvement
from (28) Gprg — 0. In other words, it can be considered
that the NBI is completely reduced regardless of the level
and the frequency of the carrier.

The improvement Gpgg as a function of the product Q T
is shown in Fig. 5 together with the improvement of the
receiver from Fig. 1, according to [11], and is defined in
the same way as in (28). It is to be noted that the improve-
ment of the proposed receiver with the DFB is much
higher than that of the receiver from Fig. 1 for the case
when the carrier frequencies of the desired and interfering
signals are close, i.e., when QT < 5°. This is due to the
signal distortion in the AT filter in the upper branch of
the receiver from Fig. 1.

Having in mind jamming, it can be concluded that the
case QT = 0 is particularly important. Then, it is evident
that the proposed receiver with the DFB offers much
higher protection against NBI than the receiver with con-
ventional AT filters.

According to the block diagram from Fig. 4, the trans-
fer function of the filters in the proposed receiver are given
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Fig. 5. The signal-to-interference ratio improvement as a function of the
product QT; L = 7, = 20dB, 4, = 12dB, N = 4, and M = 4.
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Fig. 6. Amplitude characteristics of the filters in the proposed receiver; A4,
=12dB, T =20dB, QT =27 /L., N =4,and M = 4.

by
N—-1

Hppg(jw) =1 — EO acexp [—j (L + k)wT], (29)

M
Hpp(jo) = k-Z.JM byexp [—j(k + M)wT],  (30)
where Hppp( jw) and Hyp ( jw) correspond to the DFB
and AT filters, respectively. For the case of the single-
tone interferer, their amplitude characteristics are shown
in Fig. 6, while the influence of the number of taps of
these filters on the signal-to-interference improvement is
given in Fig. 7.

V. THE ERROR PROBABILITY ANALYSIS

If the binary symbols are equally probable, the condi-
tional error probabilities in the jth bit interval at the re-
ceiver output are given by

Py(c, 0, &) = 0.5P[UTL + q; + qy + qp
< 0|d; = 1] + 0.5P[-UIL + ¢, + gy

+4qp>0|d = —1], (31)
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Fig. 7. The signal-to-interference ratio improvement at the output of the
proposed receiver as a function of the number of taps; L = 7, 4, = 12
dB, I =20dB, QT = 2« /L.

where the (¢, 0, £) denotes the dependence of the prob-
ability upon the PRS structure, the phase shift, and the
polarity of the decision errors.

In accordance with (11), the index n has the following
meaning:

n =0, no propagation errors; qp = 0, state s,,,
n=1, § ,=0, £ = 12, state s,
n=2, £, = 12, §-1=0, state s,,
n =3, §. = 12, £ = 12, state s3.

(32)

However, the computation of the error probability ac-
cording to (31) is rather difficult. Therefore, the problem
has been simplified so that the worst case as a function of
6 has been solved. For the worst case of 8, the error prob-
ability will be

P,(c, £) = 0.25[erfc (Z,) + erfc (Z_)] (33)
where
V4,
Z, =
- M
P+ 2 bl
k=-M

\/1 + i a
k=0
L—1

-{1 F X
i=0

N-1
+ 2 ak&j—ZQ—L—ki!

k=i+1

+ “—L\/E <[<l - ké() aycos (L + k)QT

5

M F'a
- 2 by sin kQ T>
k=-M

~D

i
{ 2 aykj 1Ciop -k
k=0

N-1
+ <k§0 aysin (L + k)QT

M 29\ 172
- kzZ_lek cos kQT> }>
L-1 2
. <[<i§) ¢; CoS iQT>
L1 297\ 1/2
+ <i20 ¢; sin iQT> }) }

The tap weights of the filters are given by the expres-
sions (22) and (23). The average values of the conditional
error probabilities at the receiver output, including each
case in (32), are given by the expression

P, = E[P,(c. £)]|n =10,1,2,3. (35)

The operator F stands for the averaging over the deci-
sion error polarities and different structures of the PRS
over the ( j — 2)th, (j — 1)th, and jth bit.

(34)

A. The Effect of Error Propagation on the Error
Probability

The nonlinear system in the proposed receiver consist-
ing of the decision circuit and the DFB filter is modeled
as an irreducible ergodic Markov’s chain of length 22 [15].
That means that the number of taps in the DFB filter is
less than the processing gain, N < L, so that only the
errors originated from the two preceding bit intervals can
affect the decision process in the interval under consid-
eration.

The state transition diagram of the DFB filter is shown
in Fig. 8, assuming N = 4, L = 7, and that its states are
defined by means of (32). The tap content of the tapped
delay line is denoted by “‘0’’ when there is no error prop-
agation, while the errors in the (j — 2)thand (j — 1)th
bit intervals with respect to the jth bit interval, which is
under consideration, are denoted by &, and &, respec-
tively.

As an example, the first block corresponds to the state
s, when there is no propagation through the DFB filter. It
means that in all L = 7 chips in the frame of a bit of the
useful signal, the state in delay line will be ‘0000, as
shown in Fig. 8, in which the symbol ‘‘0’" stands for the
case of no error propagation. Insofar as in the previous
decision instant there was an error at the receiver output
£,, then the process of the propagation of this error
through the delay line in the DFB filter is as in the second
block in Fig. 8 (state s;). It can be noticed that the error
£, after the first tact interval, i = 0, appears at the output
of the first memory element in the delay line, so that at
the end of the last tact interval, i = 6, this error in the
frame of the considered bit is present in the whole delay
line. Also, for the two remaining states, s, and s3, the
analogous process is developed.

In the diagram, the state-transition probabilities are
separately indicated.

Consequently, the total error probability at the receiver
output, taking into account the possible error propagation,
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Fig. 8. The state-transition diagram.

3
P, = }_]0 P,P(s,)|N < L, (36)
where the conditional error probabilities P, are given by
(35). The probabilities P(s,) represent the state proba-
bilities in the two preceding bit intervals, the combina-
tions of which are given by (32), and they are

3
P(s)) = 2 P(s;) Py 1 =0,1,2,3, (37)

where P, _, , is the state transition probability from the kth
state to the nth state, as shown in Fig. 8. Adding the equa-
tion

3

2 P(s,) =1,

n=0

(38)

and solving (37) for the P(s,), the total error probability
at the output of the proposed receiver, including the pos-
sible error propagation, is given by
_ Py(1 + P, — P3)

PyP, + 2Py(1 — P3) + (1 = Py) (1 — P3)’

(39)

P,

VI. NUMERICAL EXAMPLES AND DISCUSSION OF THE
REsuLTS OBTAINED

The results of computer simulation of the proposed re-
ceiver are shown in Figs. 9 and 10. They give the con-
ditional error probabilities according to (35) and the total
error probability according to (39), as a function of the
ratio of the interfering and desired carrier powers at the
receiver input, and as a function of the product of the fre-
quency difference between the desired and interfering car-
riers and a chip duration, respectively.

The following conclusions can be drawn from these re-
sults.

1) In the case of perfect decision, the error probability
is practically constant, of the order of 10~ for the as-
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Fig. 9. The conditional error probabilities P, — P; and the total error
probability P, at the output of the proposed receiver, as functions of the
ratio T' of the interfering and desired signal powers; A, = 12 dB, L =
7,N=4 M =4,and QT = 27 /L.
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Fig. 10. The conditional error probabilities P, — P; and the total error

probability P, at the output of the proposed receiver, as functions of the
product QT; A, = 12dB, T = 20dB, L =7, N =4, and M = 4.

sumed value of A4,, and it does not depend upon the fre-
quency difference between the desired and interfering car-
riers nor upon the relative level of the latter.

2) The proposed receiver shows much better protection
against NBI than the receivers [2], [S], [6], [11], espe-
cially for the case when QT = 0.

3) The role of the DFB filter is dominant for the case
QT = 0. Then, the tap weights of the AT filter in quad-
rature branch of the receiver are equal to zero.

4) Having in mind the values of the transition proba-
bilities from Figs. 9 and 10, it follows that P,, P,, P,
<< Pj, so that the total error probability is P, = P,. This
leads to the conclusion that the propagation of the error
in the proposed receiver can be neglected.
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VII. CONCLUSION

In this paper, a new DSSS receiver using combined ef-
fects of DFB and AT filters in combatting NBI has been
proposed. The receiver performance analysis is carried out
on the basis of the error probability at the receiver output
and the obtained signal-to-interference ratio improvement
in the presence of the single-tone interferer.

Comparing this receiver to those using either the AT
filter (or filters) or the DFB filter only, it can be noted that
the proposed receiver offers a higher protection against
NBI, particularly when the carrier frequencies of the de-
sired and interfering signals are equal or close to each
other. Having in mind that this case is particularly im-
portant in the presence of the NBI jammer, the results
obtained appear to be important.

A weakness of the receiver proposed might be sought
in the possibility of the propagation of decision error
through the DFB filter. However, if the assumption can
be made that the nonlinear system—decision circuit and
DFB filter—can be considered as an irreducible Markoff
chain, it has been shown that the effects of the error prop-
agation can be neglected.

In conclusion, it can be said that the receiver proposed
is one of the most efficient in combatting NBI in which
the AT filters are used.
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Presence Detection of Binary-Phase-Shift-Keyed and
Direct-Sequence Spread-Spectrum Signals Using a
Prefilter-Delay-and-Multiply Device

JOHN F. KUEHLS, MEMBER, IEEE, AND EVAGGELOS GERANIOTIS, SENIOR MEMBER, IEEE

Abstract—The specific problem of detecting the presence of either
binary-phase-shift-keyed (BPSK) signals or BPSK direct-sequence
spread-spectrum (DS/SS) signals with a prefilter-delay-and-multiply
(PFDM) device is considered. Using stationary process theory and Fou-
rier analysis, the optimum PFDM structures for signal presence detec-
tion of BPSK signals with known bit rates and carrier frequencies, and
BPSK DS/SS signals with known chip rates and carriers, in additive
colored Gaussian noise are derived. The structures are optimum in the
sense that they maximize the spectral signal-to-noise ratio (SNR) of an
output periodic waveform which has fundamental frequency equal to
the bit or chip rate of the signal. Two of the optimum structures that
are derived and analyzed herein are the optimal prefilter-square de-
vice, and the optimal PFDM with delay set to one-half of the signal’s
bit or chip duration 7. The latter structure has not been reported as
of yet, and it is significant because it specifies the optimum prefilter for
a T/2 delay-and-multiply detector.

Exploiting a general expression for the output spectral SNR that was
needed to derive the optimal structures for known bit or chip rates, a
robust structure for the presence detection of BPSK or BPSK DS/SS
signals with unknown bit or chip rates is also found. Finally, the spec-
tral SNR is related to true performance measures when probabilities
of detection and false alarm for both known and unknown bit or chip
rates are derived, and the tradeoffs between SNR, length of observa-
tion interval, and time or bandwidth mismatch are studied. Addition-
ally, the detection probability for an optimal PFDM is compared to
that for a standard ad hoc configuration.

I. INTRODUCTION

OW does one detect the presence (presence detection

differs from what is usually called detection in that a
presence detector only seeks to determine whether or not
a signal is on the air, whereas the usual detector seeks to
determine the transmitted message) of a signal in Gauss-
ian noise? Standard techniques are available, and for one
class of signals—the known signal—they are well estab-
lished. A known signal may be detected by either passing
the received waveform through a filter matched to the sig-
nal, or by correlating the received waveform with a ref-
erence that is proportional to the signal. These approaches
are equivalent mathematically and optimum (follow from
the likelihood ratio test) when the additive Gaussian noise
is white (AWGN) [1]. When the signal is not known, the
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matched filter/correlator approach is not particularly use-
ful because it requires knowledge of the signal. With re-
gard to signal presence detection, any digitally modulated
signal cannot be considered known unless the sequence
which modulates the signal is known. Matched filters/cor-
relators cannot therefore be used to detect the presence of
a binary-phase-shift-keyed (BPSK) signal unless the un-
derlying message sequence, which shifts the phase, is
known. BPSK direct-sequence spread-spectrum signals
are BPSK signals with a pseudonoise (PN) spreading se-
quence overlaying the message sequence; hence, matched
filters/correlators cannot be used to presence detect BPSK
DS/SS signals unless the PN spreading sequence is
known.

Because of the random nature of the sequence which
shifts their phase, BPSK signals are not periodic; hence,
they have continuous Fourier spectra (DS/SS signals have
a pseudocontinuous spectrum—spectral lines separated in
frequency by the reciprocal of the duration of the PN se-
quence). This, consequently, makes them difficult to de-
tect using a conventional analog spectrum analyzer or Fast
Fourier Transform (FFT) [2], which are the optimal de-
vices for detecting unknown signals that have discrete
spectra in AWGN [1]. It is known, however, that when
certain nonlinear operations are applied to BPSK signals,
discrete spectral components arise. These components are
then often detectable using spectrum analyzer/FFT tech-
niques. A nonlinear operation can thus serve to map BPSK
signal presence detection from the detection of an un-
known continuous-spectrum signal to the detection of a
discrete-spectrum signal (with known or unknown spec-
tral line frequencies, depending upon the extent of a priori
knowledge of the BPSK signal’s parameters).

In practical systems currently used for the detection of
BPSK signals, nonlinear operations are employed. In gen-
eral, the nonlinearity is quadratic, as is the case with the
delay-and-multiply detector, which will be discussed in
this work. Another feature that characterizes these nonlin-
ear transformations is that they are typically ad hoc. Little
has been done with regards to determining optimal trans-
formations. The work of Gardner [3], [4], however, has
provided some insight. He has applied the theory of cy-
clostationary processes [5], exploiting the spectral cor-
relation [6] properties of PSK signals to determine locally

0733-8716/90/0600-0915$01.00 © 1990 IEEE
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optimum (LO) (low signal-to-noise ratio (SNR), long ob-
servation time) detectors. In particular, he has established
that, under the LO conditions for BPSK, the optimized
quadratic continuous-to-discrete-spectrum-transformation
detector can be realized by a filter followed by a squarer,
and that this configuration has a relation to the optimum
detector, which is based upon the likelihood ratio.

In this paper, we investigate the detection of BPSK sig-
nals using a detector that employs a particular quadratic
transformation known as a prefilter-delay-and-multiply
(PFDM). The PFDM will be configured to generate dis-
crete spectral components at the signal’s bit frequency and
the harmonics of the signal’s bit frequency. (It is under-
stood that for DS/SS, we are dealing with the chip fre-
quency.) On the basis of a very practical figure of merit,
we will derive the optimum form of the PFDM for pres-
ence detection of signals with known bit rates. The tools
used in the derivation will be Fourier analysis and sta-
tionary process theory.

It will be shown that there is a countably infinite num-
ber of possible realizations for the optimum PFDM. One
of these structures—the optimized prefilter-squarer (men-
tioned above)—has been previously reported by Krasner
[7] and Gardner [3]. We will establish, however, that the
prefilter-squarer is not as robust with respect to small un-
certainties in the bit rate as another of the optimum real-
izations, the optimized prefilter-delay-and-multiplier with
delay equal to one-half of the signal’s bit duration.

With regard to the detection of BPSK signals with un-
known bit rates, this problem has not received much at-
tention in the literature. Here, however, we will find a
very simple robust quadratic structure, the rectangular
prefilter-delay-and-multiply with delay equal to the recip-
rocal of the prefilter bandwidth.

Our investigation concludes with an analysis of the de-
tection of the discrete-spectrum signals at the output of
the quadratic devices. For three practical cases of interest
(known bit rates with known and unknown bit timing, and
unknown bit rates), we arrive at expressions for signal
presence false alarm and presence probabilities Pr and Pj,.
The central limit theorem is used to approximate the dis-
tribution of the detection statistics. The long observation
times required for the low input SNR’s that are of prac-
tical interest make these asymptotic results valid. We then
use the Pp and Pj, expressions to study the impact of the
tradeoff between SNR, length of observation interval, and
time or bandwidth mismatch on the detection and false
alarm probabilities. No study of this type has ever ap-
peared in the literature. This paper provides such a study
and sheds light on the true performance of PFDM detec-
tors for BPSK signals.

We emphasize here what this paper provides, an anal-
ysis of how a specific detector (the PFDM) will work on
a specific signal (BPSK). Although our analysis is fairly
complete, we do not address the more general problems
of arbitrary detection structures for arbitrary PSK signals
and the relation of continuous-to-discrete-spectrum-trans-
formation detectors to the likelihood ratio. These prob-

lems have been considered by Gardner [3] and Krasner
[71.

The paper is organized in the following manner. In Sec-
tion II, we describe the model under which the analysis
was performed. The PFDM, noise process, signaling for-
mat, and the figure of merit are all discussed. In Section
III, the noise and signal components of the figure of merit
are derived by using stationary process theory (for the
noise) and Fourier analysis (for the signal). After maxi-
mizing the figure of merit, the criteria for realizable op-
timum detection structures are established; this is done in
Section IV. In Section V, we use the figure of merit to
compare the performance of the optimal systems against
that of some suboptimal ad hoc approaches. It is here that
the simple robust structure for presence detection of BPSK
signals with unknown bit rates is reported. Section VI
contains the derivations for signal presence detection and
false alarm probabilities, as well as numerical results il-
lustrating the performance of the various systems consid-
ered. Finally, in Section VII, we summarize our work and
make concluding remarks.

II. MopeEL DESCRIPTION

A block diagram of the system considered in this anal-
ysis is shown in Fig. 1. The system consists of a filter
with real impulse response £ (¢) followed by a delay-and-
multiply circuit with delay d. We choose the PFDM sys-
tem for two reasons. First of all, the optimum general
quadratic structure can be realized with a PFDM since the
optimized prefilter-square is a special case corresponding
to d = 0. Second, most of the ad hoc detectors employ
the PFDM structure. It is therefore of interest to optimize
that structure.

The noise process n(t) is, by assumption, zero-mean
wide-sense stationary Gaussian noise with power spectral
density S,,( f) and autocorrelation R,,,(7) = E[n(t) n(t
+ 7)], where E[ - ] is the expectation operator. A special
case to be considered later is the white case; here

N,
Su(f) =5
and
N,
Rnn(T) = 6(7)
2
where 6( - ) is the Dirac delta function.
The signal s(t) is BPSK or BPSK DS/SS. We assume

in this paper that the carrier frequency is known so that
we can use the baseband representation

(= ¥ api-a-ar) ()

where {a, } is a sequence of binary random variables with
states +a, T is the bit (or chip, for DS/SS) duration, A is
a constant on (0, T), and p( -) is a baseband pulse. Both
BPSK and DS/SS signals can be written as in (1). For
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s(?) + n(?)

h(t) ﬁ} o(t)
d

Fig. 1. Prefilter-delay-and-multiply device.

BPSK signals, {a,} is the random message sequence,
while for DS/SS, a, is the product of the random message
bit and the random chip.

The figure of merit will be defined now. Remember that
our detector is to be configured so as to generate tones at
the signal’s bit frequency f, (= 1/T) and the harmonics
of the signal’s bit frequency. Therefore, our figure of
merit is the ratio of the following two quantities: 1) the
amplitude squared (intensity) of the kth coefficient of the
Fourier series expansion of the prefilter-delay-and-multi-
ply output o () about the fundamental frequency f,, and
2) the amplitude of the power spectral density of o(¢) in
the immediate vicinity of the frequency kf,. This figure
can be interpreted as a spectral SNR since it is a measure
of the relative strengths of a composite (discrete plus con-
tinuous) spectrum, the discrete spectrum being the ‘‘sig-
nal’’ and the continuous spectrum the ‘‘noise.’’ As shown
in the sequel, it directly effects the detectability of the
output harmonic signal in the output process o(t). Spec-
tral bin SNR has also been proposed and used as a figure
of merit by Gardner [8] in his work on synchronizers.

III. DERIVATION OF THE FIGURE OF MERIT

The output o(t) of the PFDM contains three terms: a
signal - signal term, a noise - noise term, and a signal -
noise cross-product term. The signal - signal term con-
tains a deterministic component, which is periodic, and a
random (or pseudorandom, for shift register generated
(SRG) sequences) component. We can separate the four
output terms into those which have a discrete spectrum,
and those which have a continuous (or pseudocontinuous)
spectrum. The periodic component of the signal - signal
term has a discrete spectrum. All other terms have con-
tinuous (or pseudocontinuous) spectra. To derive the nu-
merator (signal component) of the figure of merit, we only
need consider the periodic part of the signal - signal term.
To derive the denominator term (noise component), we
must consider each of the other three terms. However, in
the derivation that follows, we assume that the noise -
noise term dominates so that we can safely neglect the
other two terms. This assumption implies a low input sig-
nal-to-noise ratio. (Imbeaux [9] has expressions which
may be used if one wants to include the contributions of
the signal - noise cross product and signal - signal self-
noise terms.)

There are two parameters which completely describe a
PFDM, the delay d, and the filter response A (t). So that
the optimal PFDM can be specified, the expressions for
the signal and noise components of the figure of merit are
derived in terms of the delay d and the filter response A (¢)
[or H( f), the Fourier transform of A (¢)].

n(t) x(2)

h(8) (F 2(t)
d

Fig. 2. Prefilter-delay-and-multiply driven by Gaussian noise.

A. Noise Component

Given Fig. 2, our problem is to determine the power
spectrum of z(2) (S, ( f)) in terms of d and h(¢). It turns
out that complete derivation of S,,( f) is fairly straight-
forward, so we table it to Appendix A. Here, we obtain
S..(f) by applying an underived formula in [10] for the
power spectrum of the delay-and-multiply product of a
Gaussian process. Note that, because n(z) is Gaussian,
x (1) is also Gaussian, so that z(r) = x(t) x(t — d) is
the delay-and-multiply product of a Gaussian process.
From [10, p. 237], we have then

)

S.(f) =R2(d)8(f) + S_m [1 + cos (4md)]

: f _z
suln+ D) suln - L)

The power spectrum of the process x (¢) can be written in
terms of the filter response via

Sec(£) = |H(F)| Suu( )

so that (2) becomes

S.(f) =R3(d)s(f) +2 S:, cos? (27\d)
[+ D )]

: s,,,,<>\ ; §> s",,<>\ - g) i (3)

after applying a simple trigonometric identity. Thus, we
have an expression which exhibits the power spectrum of
z(t) in terms of the filter response H( -) and the delay
parameter d. The noise component of the figure of merit
is obtained by evaluating (3) at f = kf,,.

(2)

B. Signal Component

In this subsection, we derive the amplitudes of the dis-
crete spectral components at frequencies kf;, in the PFDM
output waveform. Fig. 3 depicts the model to be used.
The filtered signal c(¢) is expressed as

)= T aalt-A-nT) (&)

where

(=]

a0 = | _p)ae- )

is the filtered pulse. The output b(¢) is the product of ¢ ()
and ¢(¢t — d). As will be shown below, regardless of the
properties of the binary random sequence { a, }, the wave-
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s(t) c(t)

h(®) {’)——— b(®)
d

Fig. 3. Prefilter-delay-and-multiply driven by baseband binary-modulated
pulse train.

form b(t) contains a nonrandom component that is peri-
odic with fundamental frequency f, = 1/T. (For the spe-
cial case of {a,}, an SRG sequence [11] shows the spec-
trum of b(1).)

From (4) we see that

b(r) = =Z_oo a,q(t — A — nT)

2]

2 a,q(t—d—A—mT)

= Z Z a,,a,,,q(t — A —nT)
-q(t—d—A-—mT)

= Z Z a,,a,,,q(t — A - nT)
n=-—o0 m=—

cq(t —d — AmT)
+ _Z alq(t — A — nT)

gt —d - A
b (1) + b,(1), (5)

where the prime in the summation indicates exclusmn of
the m = n term, and b,(¢) is nonrandom because a’ =
a’, for each n.

We now write

— nT)

b,(1) = k:@m bye <2,

Orthogonality and (5) give us the amplitude of the coef-
ficient b;:

1 T/2 =3
bk=—S 2 a¥q(t— A

T T/2 n=—-
~q(t —d — A — nT)e X gr, (6)

The filtered pulse ¢g(7) can be expressed in terms of its
Fourier transform

a0 = | _otrer

Substituting this expression into (5) and isolating the terms
that depend upon rn leads to

2 pT/2 © o
a .
b, = — S—r/z S_ S- exp [121r(f,t — A + for

—fd = hA = KiD]Q(f) Q(f)
S eI af dfy dr.

n=—o

— nT)

Due to the periodicity of the complex exponential func-
tion, the infinite sum of phasors can be expressed as an
infinite sum of impulses [12] giving

T/2 e o
b, = % S—T/Z S_m S_m exp [j2n(fit — fid + fut
- fid = LA - K,D]O(f) ()

2 8(fi o~ i) df dfs dr

) T/2 oo o
(LT eoletn

o = —

— (ify = £)A + fit = HA — fod — Kfy1)]

- Q(—f + ify) Q( o) dfy dt

a2 ® . il oy
=G| o) B o(—r+ iy

T/2
. S ejZW((f'k)fbt) dt df
T/2

aZ

= 7 S_m e—j21r(fd+kfbA)Q(f) Q(kﬁ, —f) df,

where we integrate with respect to f; to eliminate the im-
pulses, isolate the terms that depend upon i, and integrate
with respect to 7, remembering that f, = 1/T and i is an
integer.

Assuming that the filtered pulse has an even spectrum,
and after making a change of variables, we are left with

a’ . z I
by = — e IhTAY S cos (27rfd)Q<f+ k>

T
elr-d)w

Expressing Q( - ) in terms of the filter response,

2 oo
b = f’f g AT L) S cos (27rfd)H<f+ k —?)

fo T fo
s — Jo _ k Z2
P< f+k > H{f—k > P{f > dt
(7)
where P () is the Fourier transform of the unfiltered

pulse. The intensity of the kth coefficient, written in terms
of the delay parameter d and the filter response H( - ), is
a4

therefore
=T S_m cos (27rfd)H<f+ k—?) P<f+ k§>

) rlr-et)of

The above expression can also be derived by applying a

| b |”

(8)
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general result [ 8, eq. (15) ] for the strength of regenerated
spectral lines at the output of arbitrary quadratic devices.

The figure of merit is obtained by forming the ratio
| b1/ S, (kf,). From (3) and (8) we have

a4

b T

S: cos (27rfd)H<f+ k%) P<f+ k—gﬁ> H<f— k—jzi’> P(f— k%)

The criterion for optimization (11) is a nonlinear func-
tional equation. We have been unable to obtain a general
solution for the filter response H(-). We can, however,

Su(Kfy) 2 Sm cos (%rfd)) <f Tk fb)

Note the similar structure of the definite integrals in the
numerator and denominator.

IV. CRITERIA FOR OPTIMIZATION

To specify the form of the optimum PFDM, we maxi-
mize (9). This is done with the Cauchy-Schwarz in-
equality, which establishes an upper bound on
| b |*/ S, (kf,,) as well as the condition required to achieve
the upper bound. These are given in (10) and (11), re-

spectively:
2
(18
P k= |P{f— k=
Ibklz<a4s°° <f+ 2) P45 .
S.(kf) = 27 /

a4 ) s (-1 2)
with equality when
- Bl
* *
P(rexd) p(r-kd)

cos (21rfd)S,,,,<f+ k f"> S, <f—— kﬁ>

2
(11)

[0 d

where o denotes proportionality and * denotes complex
conjugation. The maximum spectral SNR (10) that we
have obtained here, assuming a PFDM structure, is the
same as that obtained in [8] where an arbitrary quadratic
structure was assumed. This confirms that the optimum
general quadratic structure can be realized with a PFDM.

Equation (10) gives the maximum value of the ratio of
the kth coefficient’s intensity to the noise power spec-
trum, at frequency f = kfj, that is attainable with any
PFDM. Equation (11) specifies the condition which must
be satisfied in order to attain the maximum. Notice that,
because the maximum is achieved whenever (11) is sat-
isfied, the optimum PFDM is not unique. Also, note from
(11) that the same PFDM maximizes the figure of merit
for each value of k.

Sun <f + kf—h>

. )

Jo
2 Snn<f—_ k_2_> df

Jo
H(r- )

treat a few specific cases by fixing the delay d. When d
= 0, the optimum filter is given by

P(f)*
nn(f)

(This is the prefilter-square structure that has been derived
by Gardner [3].) Some other cases for the delay d can be
treated by noting that

H(f) o (12)

cos (2wfd) = 2 cos (wfd + mw/4) cos (wfd — mm /4),
m = %1, £3, £5,
Ford = mT/2k, m = +1, +3, 5,

P(f)*
cos (mafT/2)Sp(f)

We see that the optimum prefilter-delay-and-multiply
structure can be realized for delays equal to zero and for
delays not equal to zero. The zero-delay version maxi-
mizes the spectral SNR for each harmonic of b, (). The
nonzero-delay version, however, maximizes the spectral
SNR of only the kth harmonic where k is obtained from d
= mT/2k. The example system that we will consider in
the sequel is the m = 1, d = T/2 PFDM, which maxi-
mizes the spectral SNR of the fundamental component.
Finally, note that (12) is really only a special case of (13),
provided we allow m = 0. Equation (13), with m = 0,
+1, £3, +£5, -, is therefore a general expression
which specifies the form for all optimal PFDM structures.

The noise power spectrum S,,( f) in the denominator
of (13) can be interpreted as a factor which whitens the
spectrum. This is intuitively pleasing because classic op-
timal receivers for colored Gaussian noise channels al-
ways incorporate whitening filters [1].

In the special case of white Gaussian noise, (13) be-
comes

, we have then

H(f) o (13)

P(f)* _
H(f) & — (a7’ (d = mT/2k,
m=0, +1, £3, £5, ---). (14)

The m = 0 version of (14) states that in the case of white
noise, one of the optimum quadratic structures is simply
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a filter that is matched to the signal’s pulse, followed by
a squarer, a result that has also been reported by Krasner
[7] and Gardner [3]. The m # O versions of (14) give the
other possible realizations for the optimum PFDM when
the noise is white.

Notice that, in the derivation of the optimum PFDM
detectors, we assumed knowledge of two signal parame-
ters, the bit duration T and, as implied by the baseband
analysis, the carrier frequency. In practice, these param-
eters may in fact be unknown, thus limiting the utility of
the optimum PFDM detectors. In the following, we dis-
cuss a reasonable PFDM detection scheme for the case of
unknown bit durations. Unknown carrier frequencies,
however, are not considered, although it is readily appar-
ent that a possible such scheme would involve adjusting
the PFDM’s prefilter center frequency.

One signal parameter that was not assumed to be known
a priori is the bit timing A. This did not influence our
results (12) and (13) because A effects only the phase of
the coeflicient b, [cf. (7)], whereas our spectral SNR fig-
ure of merit was based upon | b, |*, which is phase inde-
pendent. The bit timing, however, will be important when
we discuss detection of the discrete spectral components
in Section VI.

V. OpTiIMUM VERSUS AD HoC QUADRATIC SCHEMES:
F1GURE OF MERIT COMPARISON

In Section III, we derived an expression for the spectral
SNR at the output of a PFDM when a baseband BPSK
signal plus Gaussian noise is input. The generality of the
derivation gives (9) considerable utility. It can be used to
compute figures of merit for any BPSK signal (specifi-
cally, we consider those with known and unknown bit
rates) and any detector in the PFDM class. Applications
include: 1) assessing the performance of currently used or
proposed detection schemes, and 2) determining the ro-
bustness of different systems to variations in their param-
eters, such as filter bandwidth and delay time d. Our anal-
ysis here is for rectangularly pulsed signals in AWGN and
PFDM’s which employ both optimal and rectangular pre-
filters.

The spectral SNR at the output of an optimal PFDM is
given by (10). This is the maximum value that the figure

of merit can assume. For white Gaussian noise, it be-
comes
2
| by |
x 4 KL
.. (kfy)
2a* (” 5 A\
b b
= —— =P\ f— k= df.
TZN%S—C» P<f+k2> <f 2> f
(15)

The above integral is most readily evaluated in the time
domain. We apply Parseval’s identity and the Fourier

convolution theorem as follows:

o8-

— S P (t)e;27rk(f;,/2)r(p (t)e /21r/\(fb/’))l) dt

af

S_m p(1)e”*™"" dr (16)

where pz( ) is the inverse Fourier transform of | P( ) |2
Since p3(-) may be computed by convolving p () with
itself, and since the pulses under consideration are time-
limited to (—T/2, T/2), p5(¢) is time-limited to ( —T,
T). Furthermore, because |P ()| is real, p3(+) pos-
sesses even symmetry. Equation (16) thus reduces to

Lo )-8

T
=2 go p3(1) cos (2wkf,t) dt

df

(17)

A rectangular pulse can be expressed as p(t) =
rec(2t/T) = p,(t), where rec(-) = 1if |-| < 1 and
zero otherwise. The Fourier transform of the pulse is

(18)

where sinc (+) = sin (*)/(-). Noting that p’(¢) = T
tri(z/T), where tri(+) = 1 — |- | for | - | < 1 and zero
otherwise, by (15), the maximum spectral SNR at a
PFDM output is

P.(f) = Tsinc (wfT)

i _ 2t Sr(zz 2T + T?) cos (2mkf,1) dr
—_—— = - cos (2
Szz(kfb) TZN(% 0 b
2a*T
= —5—— k=1,2,3,---.
kZWZN%’ 3 (19)

Making the definition 8 = a’T/N, (= E,/N,), the nor-
malized maximum | b, |?/S,, (kf,) can be expressed as

maX{ ! I\l
(20)

— 2 2 k =
zz(kﬁ; k*m? &

which, we parenthetically note, is proportional to the
square of the input bit energy-to-white noise ratio. Also
note that the fundamental (k = 1) component exhibits the
largest figure of merit and the harmonics decrease as 1 /k>.

A standard approach to BPSK signal detection is to use
a PFDM with a rectangular ‘‘null-to-null’”> bandwidth
prefilter and delay set to one-half of the signal’s bit du-
ration. For this system, using (9) and assuming that the

1’2’3’...
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noise spectrum is white, we see that

2

4 | /2
b % S_(fb/z)cos(wa)P,<f+ k?) P,<f—k%> df
T =
Szz k 2 (/2
(i) No S cos® (wfT) df
2 J-pi

where the integrals have finite limits because H( f) =
rec( fT) for null-to-null filtering. Setting k = 1, we ob-
tain

T

|b1l2 _ 2[16 12 cos3 (nf) :
S.(f) 2 So | — 4f> df
= 0.15478%

by numerical integration. This represents a degradation of
1.17 dB from the optimum ﬁgure——2{32/7r2. Equation (9)
can be further exploited to determine the ideal bandwidth
for a rectangular prefilter when d = T/2. It can be shown

fb>4
16 B — —
b < 2)*

B~ (fp/2) f f
SO cos (2w fd) sinc <7r<f + é’) T> sinc <1r<f - Eh> T> df

= 0) detector. Since a square is easier to implement than
a delay-and-multiply, it is a situation where an increase
in complexity leads to enhanced performance. Recall that
when optimum prefilters are employed, this is not the
case at all. The delay-and-multiply detector performs no
better than the square detector there.

Equation (9) can be further exploited to exhibit the ro-
bustness of the detection schemes with respect to system
parameters. Considering rectangular filters of the form
H(f) = u(f+ B) — u( f— B) for white Gaussian noise,
we can rewrite (9) as

2

S.:(fi) Nj

that H( f) = rec(1.45fT) results in a higher value of the
figure of merit than any other rectangular prefilter. The
degradation factor for the ideal bandwidth rectangular
prefilter is 0.74 dB, so it performs marginally better than
the null-to-null bandwidth system.

Analysis of the d = 0 rectangular PFDM is also of
practical interest. Null-to-null bandwidth prefiltering leads

to
4| /2 :
a S P,<f ¥ ﬁ) P,<f - ﬁ’) df‘
|b||2 T2 | d=h/2) 2 2
T =
S:2(f3) N Sf"/z
2 J-p/n
- 2
8 Sl/z cos® (7f)
_ 21 > AN T
2 [wz o 1 —4f? af
= 0.12208°

where we again assume a flat (Ny/2) noise spectrum
and the last step was the result of a numerical integration.
Here, the degradation factor is 2.20 dB. As with the d =
T/2 case treated previously, the null-to-null bandwidth is
not the ideal bandwidth for a rectangular prefilter. It can
be shown that the ideal rectangular filter for a prefilter-
square device is H( f) = rec(0.85fT) with correspond-
ing degradation 1.56 dB. '

We see that the d = T/2 rectangular PFDM detector
in general outperforms the rectangular prefilter-square (d

1 + sinc <41r<B - %)d)

(21)

where we have taken P(f) = T sinc (nfT) and k = 1.
By varying the parameters b, d, and f, (remember T =
1/f,) and then evaluating the right side of (21) (a com-
puter was used to do this, the finite-limit definite integral
was summed by the trapezoidal rule), we can determine
the sensitivity of the rectangular PFDM to variations in
the above parameters.

First, we investigate the effect of variations in the pre-
filter bandwidth B. In Fig. 4, we plot the figure of merit
(|6,1*/S(f,)) versus B ford = 0 and d = T/2. Note
that the delay-and-multiply device is more robust to pre-
filter bandwidth than the square device. (The 0 dB refer-
ence on these plots and those that follow is (2 / 72) B,
the maximum value that the figure of merit can take on
[cf. (20)].)

It is of some practical interest to fix both B and d. Then
(21) can be used to determine the effectiveness of such a
system with respect to the bit frequency f;. Close inspec-
tion of (21) immediately gives us an upper limit—f, =
2 B—since the right-hand side vanishes at that point. In
Fig. 5, the figure of merit is plotted versus f, for d = 0,
d=1/B,d=1.45/B, andd = 2/B. It appears that the
d = 1/B system performs the best over a broad range of
signal bit frequencies. A d = 1 /B rectangular PFDM can
therefore be used to detect the presence of a BPSK signal
with unknown bit rate f,. The fact that the flat region in
the curve goes from ~0.6B to 1.4B indicates, however,
that the uncertainty in f, can at most be ~one octave.

We will now investigate the robustness of two of the
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Fig. 4. Performance of rectangular prefilter-delay-and-multiply detector
with respect to prefilter bandwidth.

optimal PFDM detectors with respect to uncertainty in the  Equation (22) gives the spectral SNR at the output of a
knowledge of the bit rate f,. If we let H(f) = sinc PFDM that is optimized for the detection of BPSK signals
(wfIT), where [ controls the bandwidth of the filter (in-  with bit duration T when, in fact, the true bit duration is
versely), (14) tells us that for rectangular signaling and  IT. In Fig. 6, with the aid of Appendix B, (22) is plotted
white Gaussian noise, the d = 0 optimum prefilter has  as a function of / ford = 0 and d = T/2. Note that the
[ =1, and (15) indicates that the d = T/2 optimum pre- d = T/2 system is more robust. Its range of effectiveness,
filter has [ = 1 /2 since sinc (7fT)/cos (nfT/2) « sinc however, does not cover ~ one octave as did the rectan-
(wfT/2). The objective here is to determine the effect of gular filter PFDM discussed above.

the parameter / on the figure of merit. Substituting H( f)

= sinc (7 fIT) and P(f) = T sinc («fT) into (9) and VI. PERFORMANCE ANALYSIS

taking k = 1, we obtain In this section, we derive expressions for signal pres-

ence false alarm and detection probabilities (P and Pp)
o _ 24t
S.(f) NG

S: cos (2mfd) sinc <7r<f+ §>1T> sinc <1r< - §>IT> sinc <7r<f+ §’> T> sinc <7r<f— g) T> df

e}

S_ cos” (2mfd ) sinc? <7r<f + §>IT> sinc? <1r<f - g)ﬁ) df

2

(22)



KUEHLS AND GERANIOTIS: PRESENCE DETECTION OF BPSK AND DS/SS SIGNALS 923

-2
-4
-6
Y]
o
- -8
©
o
2
-1
“-
o
[
5
ES -12
'S
-14
-16
-18
-20 /

[} e.2 0.4 e.6 .8

Bit Frequency / Filter Bandwidth

Fig. 5. Performance of various fixed delay, fixed bandwidth, rectangular
prefilter-delay-and-multiply detectors with respect signal bit rate fre-

quency.

for BPSK signals in AWGN. Both known and unknown
bit rates are considered. In the known bit rate case, we
assume that a correlator is used to detect the discrete spec-
tral component at the PFDM output, while for unknown
bit rates, an FFT is used. We choose these devices be-
cause they are simple yet powerful since they are the op-
timal detectors for discrete-spectrum signals in AWGN.

The resultant expressions for Pr and P, will be used to
study the performance tradeoffs related to the variation of
a number of pertinent parameters. Several interesting
points are brought out by these numerical results.

A. Known Bit Rates

1) Derivation of Prand Pp: Since the bit rate is known,
we use an optimal PFDM. We choose the H( f) = sinc
(wfT/2), d = T/2, optimal PFDM. The observation
process at the output is given by

o(t) = é:l by cos (27kf,t + 0) + z(r)  (23)

where b, is given by (8) [b; = 2a 2/7r2, and the harmonics
fall off at least as 1/k? (if the optimum prefilter square
system has been chosen, b, = 2a*/7’k?)],0is —7 /2 or
random, depending upon a priori knowledge of the bit
timing A, and z(?) is a non-Gaussian process with, by
(A0),
2
R.(r) = %"—ﬁi’ parab (27/T) (24)

where parab( ) is even symmetric with parab(:) =
(- — 1)’ for - € [0, 1] and parab(-) = 0 for - € (1,
o). The —= /2 phase factor for known bit timing can be
seen from (7) since here f,d = 1/2.

If somehow the bit timing is known at the receiver, 6
= —m /2 and the signal presence question is answered by
comparing the coherent correlator test statistic

T, oo
1 (7 1
Oc = %—0 So o(t — T/4) k§l 2 °08 (27kf,t) dt  (25)

to some threshold y. The T/4 delay is introduced for
phase synchronization purposes. In the more practical
case, when the bit timing is unknown, 6 is a uniform ran-
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Fig. 6. Robustness of the optimum prefilter-delay-and-multiply detector
with respect to uncertainty in prefilter bandwidth.

dom variable on (0, 27) and we use

‘?_ VT, ffodt |— 0,

" 51 ’
0, = KF SO o(1) E‘ 12 008 (27kfy1) dt>

cos(2nfyt)
. o 291/2 Fig. 7. Detection structure for known bit rate and known bit timing. The
+ 1 SO ( ) Z 1 . (2 kf )d prefilter H(f) = sinc (7fT/2), and the delays d, = T/2 and d,
o o1 —> SIn ( 27Kfpt) at =T/4.
T, Jo K=1k? b /
(26)
the output of an in-phase/quadrature correlator as a test UT, [ Todt
statistic. In (25) and (26), T, is the observation time. For

both cases, our decision rule is cos(2nfyt)

O > vy decide signal present (a > 0) (27a) o(t)

0] O-VO}-o
O < vy decide signal absent (a = 0). (27b) ﬁ !
We note here a similarity to the detection of coherent and

sin(2afyt)
noncoherent on-off-keyed (OOK) signals. Block diagrams

of the complete detection structures that serve as the T, f,To dt _J
models for this analysis are shown in Figs. 7 and 8.

To derive false alarm and detection probabilities, it is
necessary to know the distribution of the statistics O un-

Fig. 8. Detection structure for known bit rate and unknown bit timing. The
prefilter H( f) = sinc (nfT/2), and the delay d = T/2.
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der the hypotheses a > 0 and @ = 0. We examine the
random variable

1"

Z = T, So z(1) dt. (28)
It is shown in Appendix C that provided T, > T (it will
be shown presently that for the low input SNR’s that are
of practical interest, the observation time must in fact be
very large compared to the bit duration in order to achieve
reasonable values for Pz and Pp), Z is Gaussian by a ver-
sion of the central limit theorem (CLT) for ‘‘m-depen-
dent’’ sequences [13].

The statistics O are therefore Gaussian under both hy-
potheses with

E[O¢|la = 0] =0, (29)
%25 < E[O¢|a > 0] < :’r—ig—; (30)
and
var (O¢)
- ST" SE)R,,(t RSN gL
4T, Jo Jo ™ k=11=1 k"l
. [cos (27 f,(kt + Is)) + cos (27f,(kt + Is))]
- dt ds. (31)

Equation (31) is difficult to deal with. Noting, however,
that

| x
max {E[O¢|a > 0]} « El i = gp = 1082
and
| x°
var (Oc¢) « kgl = 015 = 1.017,

we see that correlating with all of the harmonics offers
only slight improvement over correlating with just the
fundamental (k = 1). This is why we include only the
fundamental terms in our detection structure figures (Figs.
7 and 8). With just the fundamental terms we have
2
a

E[Ocla > 0] = — = E,,

= (32)

and, from (24) and (31), it can be shown in a straightfor-
ward manner that

12Ny,

var (O¢) = T T2 = o (33)

This being established, it is well known that the density

functions for O, follow the Rayleigh and Rician laws [14]:

} A=0 (34)

A N
po(\a =0) = -7 CXp {—

2
opt 200pt

and

A N+ Ely NE
Aa > 0) = — - I
po( |a ) 0(2)')! exp { 20(2,‘,‘ 0 int

A= 0. (35)

Using the decision rule (27), the false alarm and detec-
tion probabilities for the known bit timing case are

Pr = Pr[0¢ > y|a = 0]

and Pp = Pr[O¢ > v|a > 0]

which, because O is Gaussian, can be written as

- Eot
P = Q<Ul> and Pp = Q<-—————7 - "> (36)
opt opt

where

oo

1

Q(b) = S - e NP dN.

b

When the bit timing is unknown, the corresponding prob-
abilities are

Pr=Pr[0, > y|a = 0]
and P, = Pr[0; > y|a > 0]
which, by (34) and (35), can be written as
2 E
Y opt Y
Pr =exp3 — and P, = Q , — (37)
F P { 20§p[} b <Uopt aopt>

where

o

Ne” N HO2L (BN d.

c

0.0- |

2) Numerical Results: Equations (36) and (37) are
plotted in Figs. 9 and 10. Comparing these curves gives
some indication of the improvements afforded by knowl-
edge of the bit timing A.

We now determine the observation time required for a
given input SNR (8), Pp and Pr operating point. A pa-
rameter of the P, curves is the ratio E,, / g,,. With some
minor manipulations of (32) and (33), we find that

T, = 2(7/B8) (Eup/0om) T- (38)

Note that for input SNR’s less than unity, the observation
time increases parabolically. That is, for every 3 dB (fac-
tor of 2) drop in 3, the required observation time in-
creases by a factor of 4.

As an example of the application of (38), we consider
an ideal operating point for signal presence detection
[16], namely, Pr = 1078, Py = 0.9. Assuming that A is
unknown, we find from (37) that for Pr = 10~°, our nor-
malized threshold vy /0o,y = 5.3. Inserting this into the
(37) expression for P, we find that for P, = 0.9, Ep /0o
= 6.5. Equation (38) then indicates that if 3 = 1 (0 dB),
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the observation time required to achieve Pr = 107°, P,
=09is T, 834T. Relaxing the constraint on false
alarms to Pr = 1073, we obtain T, = 473T. Thus, for
input SNR’s 3 < 0 dB, the required observation time Y
is indeed large compared to the bit duration 7. The detec-
tion probability is sketched as a function of observation
time (for P = 107%, and 8 = 0 dB) in Fig. 11.

Another interesting situation is when the threshold and
observation time are both fixed—the threshold by a P re-
quirement and the observation time by a P, requirement
for a hypothesized input SNR B,,,. The issue is: how
does Pp degrade if the true value of 3 ( B.) is less than
the hypothesized value? Noting from (38) that if P =
107%, P, = 0.9 is the set operating point for Bpyp0, @ Birue
1 dB less than By, results in Pp = 0.49. If B is 3 dB
less than @y, the detection probability falls to Pp
0.04. The detection performance is thus very sensitive to
the input SNR 8.

In Section V we found that the spectral SNR at the out-
put of an optimal PFDM is 1.17 dB greater than that at
the output of a standard ad hoc configuration. Since
(Eopt/ 00pt)” is proportional to spectral SNR, (37) and (38)
can be used to assess the performance degradation of the
ad hoc detector with respect to the optimum detector. We
see immediately that to achieve any specific operating
point, the ad hoc detector will require 10°'", which
equals 1.31 times the observation time required by the
optimal detector. On the other hand, if the observation
time is fixed and § is such that the optimal detector gives
Pr = 10"%and P, = 0.9, it can be shown with (37) that
use of the ad hoc detector reduces the detection probabil-
ity to Pp = 0.66.

B. Unknown Bit Rates

1) Derivation of Pr and Pp: To detect the presence of
a BPSK signal with unknown bit rate in AWGN, we as-
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sume that a d = 1/B rectangular PFDM is employed to
generate the bit rate line. As discussed in Section V and
shown in Fig. 5, this PFDM is good for detecting the
presence of signals with bit rates on (0.6B, 1.4 B). Since
an FFT is to be used to detect the bit rate line in the PFDM
output spectrum, our test statistics are

T,
0, = |7 SO o(t) exp { —j2nfit} di

i=1,2,3, -, M (39)

where { f;}!, are uniformly spaced frequencies on
(0.6B, 1.4B). An N-point FFT with sampling rate f, =
p B can compute M = T,(0.8f,) /u test statistics. The fre-
quency resolution of the satistics is f;,, — f; = 1/T,.
(Because the signal to be detected has a discrete spectrum,
it is important that the frequency resolution of the FFT be
small. This implies that the observation time must be long
and, hence, M large. If M is constrained in size by hard-
ware or software limitations and the P that results from
the current value of M is unacceptable, a technique often
used is to average several FFT’s to create M new statistics
0,..,.) Note that for f; = f;, the right-hand sides of (26)
and (38) are equivalent. The FFT can therefore be inter-
preted as M in-phase/quadrature correlators implemented
in parallel.

The observation process o (¢) given in (39) is as in (23);
however, by (8),

b, = 0.540a°V1 — f,/2B,

and by (AO0), z(t) has correlation function
R.(7) = (NoB)’ sinc* (2xBr). (40)

As shown in Appendix C, for T, > T, the CLT again
applies, albeit for this correlation function we use a ver-
sion for *‘p-mixing’’ sequences [16]. The test statistics O,
will therefore be either Rayleigh or Rician distributed. The

mean and variance terms that become parameters of these
distributions are

1
i~ E[—
T,

f,=f,0= 0]
= 0.270a*V1 - /2B

and

T,
S. o(1) cos (2wft) dt|a > 0
0

T, oT,

LT

o? 7 S S R, (t — s) cos (2mfit) cos (2nf;t) dt ds
5 Jo Jo

i

2
NT"B[l ~ f./2B].

0

We note that, because E; and o; depend upon the fre-
quency f;, the test statistics O; are not identically distrib-
uted, which makes writing down a signal presence deci-
sion rule complicated. It is possible, however, to scale the
statistics O; by a factor 4; = 1/\/(2 — f;/B) in order to
create a new sequence O] = A;0; of identically distrib-
uted statistics with parameters

E.. = 0.191a° (41)
and
N}B
2 _ Mo
O = 2T (42)

The test statistics are also independent. This is illustrated
in Appendix D. A block diagram of the complete detec-
tion structure is illustrated in Fig. 12.

The signal presence decision rule is described now. We
compare the largest of the scaled statistics to a threshold.
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Let O] = max {0} }™ |: the rule is

O/ > ~v  decide signal present (a > 0, f, = f;)

(43a)
(43b)

Note the similarity of the above rule to the one for
noncoherent detection of M-ary frequency-shift-keyed
(MFSK) signals.

The probability of false alarm is derived by noting that

O] < v  decide no signal present (a = 0).

Pr=Pr[0] > y|a = 0]
=1-Pr[0] < y|a=0]
=1-Pr[O <=+«

Y )\ )\2 M
1 — S - d\
[ 0 Ufec exp 20330
M
)\2
-2 ]

where the fourth step follows from the independence of
the statistics. The detection probability is derived simi-
larly:

for every i|a = 0]

I

(44)

P, =Pr[0} > v|a >0, f, = f]

S Pr[O; < o foreveryi # [

0

0; > y|a > 0, f, = filpo(a) da
S“’ | 2 )"
—_ p— X —
Y ¢ p 2U$ec osec
2 2
a’ + E oF,
. _ rec {y L
exp{ 207 }°< Ufec> ;

Mt WM =1
=n§0(_1)< n >nj-1

EL. n
Pl T % n 1
0 E,. yvn + 1
am\m + 1 ’ Orec ’

In deriving (44) and (45), examples in [17] and [18] have
provided help.

2) Numerical Results: Equations (44) and (45) are
plotted in Fig. 13 for the case M = 512. It can be seen
by comparing the Pr = 107° abscissas and the corre-
sponding P, in Figs. 10 and 13 that the performance of
the FFT is not significantly different from the incoherent
correlator. This is due to the fact that with the correlator,
the output statistic is compared to a threshold and, with
the FFT, the largest of the M output statistics is compared
to a threshold. The only difference in the detection prob-
ability is consequently the probability that the largest of
the M FFT statistics does not contain the bit rate line.
This factor is given by the [1 — exp { —a?/20%.} 1Y ™!
term in (45). The ramification here is that it may be pru-
dent in some known bit rate situations to use an FFT in-
stead of a correlator, just in case the bit rate is slightly
mismatched from its assumed known value. If the bit rate
is in fact equal to its assumed value, the detection perfor-
mance degradation due to the FFT is slight.

(45)

VII. SUMMARY AND CONCLUSIONS

In this paper, we applied Fourier analysis and station-
ary process theory to derive the optimum prefilter-delay-
and-multiply structure for the detection of BPSK (or BPSK
DS/SS) signals with known bit (or chip) rates in additive
colored Gaussian noise. The structure is optimum in that
it maximizes the spectral SNR of an output periodic wave-
form with a fundamental frequency equal to the bit (or
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Fig. 13. Detection performance for unknown bit rates and unknown bit
timing. Solid curve: P, dashed curves: 1 — P),.

chip) rate of the signal. We found that the optimum PFDM
structure is not unique; it occurs whenever the prefilter,
delay, and signal pulse shape satisfy a particular nonlinear
functional equation. Two of the optimum structures were
examined in some detail since they closely resembled two
ad hoc schemes commonly used for PSK signal detection.
These were the optimal prefilter-square (d = 0) and the
optimal PFDM with one-half bit delay (d = 7/2). The
optimal prefilter-square was particularly interesting as it
turned out that the optimal prefilter was one that was
matched to BPSK signal’s pulse. It was also interesting
because its existence implied that for known bit rates, a
delay-and-multiply device can perform no better than a
square device, which is easier to implement. The optimal
d = T/2 PFDM was found to be less sensitive to uncer-
tainties in the bit rate, however.

The analytic methodology that we adopted—defining a
figure of merit (the spectral SNR), deriving it for any gen-
eral PFDM, and then maximizing it to specify the form
of the optimum PFDM—proved useful in the analysis of
suboptimum structures, as well as optimum ones. We were
able to characterize the performance of some ad hoc de-
tection schemes. It was determined that in terms of the
spectral SNR, the optimum structures perform only mar-
ginally better (op ~ 1-2 dB) than the ad hoc schemes.
The generality of our analysis also enabled us to find a
robust PEDM capable of detecting BPSK signals with un-
known bit rates that range over slightly more than one
octave of frequencies. This was the rectangular-prefilter
PFDM with prefilter bandwidth B and delay duration d
related through d = 1/B.

Expressions for signal presence false alarm and detec-
tion probabilities (Pr and Pp) were derived for both the
known and unknown bit rate cases. The derivation relied
upon CLT arguments to obtain Gaussian statistics and ex-
ploited analogies to OOK and MFSK signaling. The
expressions showed that while Py is independent of signal

strength, for a given Py Pp increases with spectral SNR
(because E/o o< spectral SNR and the Q-functions in-
crease with that parameter). Therefore, spectral SNR was
a good choice for the figure of merit since the PFDM
structures that maximize spectral SNR also maximize Pp.

The false alarm and detection probability expressions
were then used to investigate how parameters such as in-
put SNR and observation time effect Py and Pp. Among
other things, two significant points were brought out by
this study. The first of these points is that although the
optimum PFDM structures exhibit spectral SNR's that are
only slightly higher than the ones possible with an ad hoc
structure, this slight increase in spectral SNR can mean a
dramatic increase in Pj,. The second po:nt is that in lieu
of a correlator, use of an FFT for detecting bit lines of
known frequency does not significantly reduce Pj, while
on the other hand it offers a measure of robustness for bit
frequency uncertainty.

In conclusion, we reiterate that the presence of a BPSK
or BPSK DS/SS signal can be detected through the use of
a continuous-to-discrete-spectrum-transformation opera-
tion. Restricting ourselves to PFDM transformations
which generate discrete spectral components at the bit fre-
quency of the signal, what we accomplished here was 1)
derived the optimum transformation when the bit fre-
quency is known, 2) found a robust transformation when
the bit frequency is unknown, and 3) developed expres-
sions which characterized the signal presence detection
performance (via Pp, and Pr) of these transformations with
regard to SNR, observation time, threshold settings, and
whether or not the signal’s bit rate or bit timing is known
a priori at the receiver.

APPENDIX A
DERIVATION OF S, ( f)

The approach we adopt here is to find the autocorre-
lation function of z(¢) (cf. Fig. 2) and then apply the
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Wiener-Khintchine theorem. Now, After collecting terms, making a variable substitution, ex-
_ ploiting the symmetry of the filter, and applying a trigo-
2(1) = x(1) x(t — d) nometric identity, we see that

so the autocorrelation o
Ra(r) = E[2(1) 2(¢ + )] Self) = RLW@)6() + 2 | cost (2m0a)
2
=E[x(t)x(t —d)x(t + 1) x(t — d + 7)] ' ’1—1<)\ N £>| IH<)\ ) i) 2
= Ri(d) + R3(7) + Re(7 + d) Roo(7 — d) 2 2
A0
( ) : Snn<>\ + i) Snn<)\ - £> dX.
where R, (7) = E[x(t) x(t + 7)], and the last step, 2 2
which is valid for Gaussian processes, follows from Kar- A B
lin and Taylor [19]. (This result is sometimes called E PPENDIX 9
Price’s theorem.) Notice that since R,,(7) depends upon VALUATION OF (22)
7 only and not on ¢, z( ) is wide-sense stationary. Equation (22) is rewritten and renamed here for con-

venience:

b/’ _2a*
S=(fp)  Np

Sio cos (2wfd) sinc <7r<f+ g>lT> sinc <7r<f— g)lT) sinc <7r<f+ %) T> sinc <7r<f - g) T> df‘
| o sy sin (s{ + &) s ({s - £)r) |
__cos (27fd) sinc” | w{ f + 5 IT | sinc” | «| f 5 IT | df

. It is of interest to determine the impact of the parameter /
The power spectrum of z(t) is \c 1mpact ¢ P .
P P () on |b|/S.(f,) above. The infinities in the integration

(Al)

o , limits inhibit the utility of numerical approaches so we
Sa(f) = S R (7)e ™ dr must seek a closed form expression.
e The numerator will be attacked first. Defining
where j = ~/(—1). Exploiting the Price theorem result f
and invoking the convolution theorem, we obtain X(f)=X.(f) X,-(f) = sinc <7r<f + E">ZT>
_ p2
Sa(f) = RA(d)8(F) + | Sul€) Sl — 0) d e (x(r - L))

” j —j2n(f- luate the integral by invoking both Parseval’s
" S s pJ2msdg — e g we can eva ! ; .
® wx(§) (=) £ identity and the Fourier convolution theorem to obtain

where S_ cos (2mfd) sinc <7r<f + 122>1T>

Sex = i R.. A g
) S‘“’ (7)e ’ - sinc <7r<f— §>1T> sinc <7r<f+ g) T>

The power spectrum of x(¢) can be written in terms of

the filter response via X - sine <7,.< f- g) T> df
Sex(f) = [H(f)| Sun( f) )
0 = | cos ap)n(r) x(s) ar

oo

S_ %[60 +d) +6(1—d)]
Srm(g‘) Snn(f— §‘)d§‘ SO"

Se(0) = Ry o(h) + | |mo) [ - of

x(N) x,(t = N)d\ dt

fes]
— 0o

+ L |HOPIH = )] Sun(2)

CSun(f = £)e U0 g

oo

: S_ x()[x(t + d) + xy(t — d)] drt

2

(A2)
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where x is the inverse Fourier transform of X and we have
exploited its symmetry. Note that ford = 0, (A2) reduces
to a standard form of Parseval’s identity.

Since X;( f) is the product of two frequency domain
functions, x,(¢) can be determined via the convolution
theorem. From the tables and by the frequency shift prop-
erty, we have

X (1) = liTei"ff“[u(t +IT/2) - u(t — IT/2)]

where i = ¥(—1). Applying the convolution theorem, we
obtain

a0 = | w0 x (=N dy
- E:—Tz {sin (xfy(t + 7)) [u(t + 1T) = u(1)]
— sin (af,(t — IT))[u(t) — u(t = I1T)]}

(A3)

where the second step follows after considerable, but
straightforward, effort—convolving gated phasors.
At this point, we isolate the two cases d=0andd =

T/2. Taking d = 0, substituting the above expression for
x;(1) into (A2), and using symmetries, we have

[ xnxonar

= g:} x(t) x,(r) dt

min{T,IT}
2 SO W sin (Wfb(t - lT))

< sin (nfy(t — T))dt
m[lcos (m(1=1))
+sin (x(1 = 1)))].

= ;% [cos (w(1 =1))

—sin (7(1 = 1)))].
In the case of d = T/2, it is instructive to note that
x(t+d)+x(t—d)
= —cos (mfyt)[u(r + 3T/2) — u(t + T/2)]
+ 2 cos (wfyt)[u(t + T/2) — u(t — T/2)]
— cos (nfyt)[u(r — T/2) — u(r — 37/2)].

Upon substitution into (A2), we obtain [analogous to
(Ad)]

! (sin (w(1 + 1))

I <1
- Lw(sin (w(1 + 1))

=1 (A4)

[ cos (armxcn) 200 ar

ST x()[xi(t + T/2) + x)(t — T/2)] dr

£ | =

T

= ;r—z—ll—ZF {[— So 2 sin (wfy (1 — IT))
- cos (wfyr) dt] - [u(l) — u(l — 1/2)]

/2
+ [— So 2 sin (wf,y(r — IT)) cos (wf.t) dt

+ Sm sin (f, (1 — IT)) cos (wfyt) d’}
u(t = 1/2) = u(l = 3/2)]

T/2
+[‘& 2sin (wfy(1 = IT)) cos (f.1) di

3T/2
+ Sr/z sin (7f,(t — IT)) cos (7fy1) dt]

cu(l - 3/2)}
=,Lsin(7rl) 0<l=<1/2
wIT ’
1

m{(3/2 - l)sin (1rl)

3
-3 [cos (wl) — cos (w(1 — 1))]}

1/2 <1 =<3)/2

= 2—1;311—27:{% cos (w(1 = 1)) — cos (=)

1
= 5 cos (w(3 —l))}, 3/2 <1 (AS)
We have finished the numerator.

The denominator of (Al) can be evaluated similarly.
Note that

ST cos’ (2mfd) sinc’ <1r<f + %)lT)
- sinc? <1r<f— g’-’>lT> df

[=2]

= | o mmyxics) o
_ S: 1 [6(0 + %a(: +2d) + % 5(r — 2d)]
. S:, xi(N) x;(t = N) d\ dt

EAREL

+ %x,(t)[x,(t +2d) + x(t — 2d)]} dr. (A6)
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Again, we isolate the cases d = 0 and d = T/2. For d
= 0, (A3) and (A6) give

[o2] [oo)

| xna={ voa

IT
1 .
=2 S W Sln2 (7rﬁ,(t - lT)) dt

0

1 1
= |1 = —gi |
73 [1 5 Sin (2w )} (A7)

When d = T/2, we must consider regions for the param-
eter /. It can be shown by substituting (A3) into (A6) that

L cos® (nfT)Xi( f) df

1 I | .
:m [—‘_Sln (277'[)]

27
0<il=1/2

1 I . 1
—m{l*zﬂ_‘sm (27('[)} 2[(21— 1)

“cos (m(1 — 21)) +%sin (w(1 - 21))}’

1/2<1=<1

1 1 1
= —=— 1|1 - —si
Sl H 5 Sin (2%1)}

—%[cos (r(1=20)) +2(1-1)

~ Lin (1 —zz))J, 1<l
" (A8)

This completes the denominator.

Equations (A4), (AS5), (A7), and (A8) can be used to
write a closed-form expression for (A1). Parenthetically,
we remark that although this was a laborious task, we can
now plot [b,|/S,.( f,) versus [ with must less computa-
tional effort than by numerically integrating (A1) for each
value of /.

APPENDIX C
CENTRAL LiMiT THEOREM ARGUMENTS FOR DETECTION
TEST STATISTICS

For both the known and unknown bit rate detection sta-
tistics, we must investigate the random variable

T
] o
Z=— S z(r) dt (A9)
T, Jo
where z(1) is a non-Gaussian process with
4N,
R, (7) = T—f parab (27 /T) (A10)
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for known bit rate statistics, and

R.(7) = (NyB)’ sinc® (27Br) (A1)
for the unknown bit rate statistics. Since the integral in
(A9) can be thought of as the limit of a Riemann sum, we
treat the distribution of the random variable Z as the dis-
tribution of the sum of a sequence of random variables
{z(nAr)} where At is arbitrarily small. We cannot sim-
ply apply the standard version of the CLT because the
variables z(nAr) are not independent. We must apply ver-
sions for dependent variables.

When (A10) holds, we see that z(nAr) and Z(lAr) are
uncorrelated random variables, provided |n — [|Ar >
T/2. Since the variates z( - ) are non-Gaussian, this does
not imply independence. Glancing at Fig. 2, however, we
note that we can write z(nAt) as the product of two un-
correlated, hence independent, Gaussian random vari-
ables:

z(nAt) = x(nAt) x(nAt — T/2)

x(nAt) and x (nAr — T/2) are Gaussian because k(1) ( =
(2/T) rec (1/4T)) is a linear system, and independent
because R, (7) = (2N,/T) tri (7/2T) vanishes for | 7|
> T/2. Consequently, notice that z(nAt) = x(nAt)
x(nAt — T/2) and z(nAt + T) = x(nAt + T) x(nAt
+ T/2) are independent random variables. If we let
|m|At = T, then z(nAt) and z((n + 1) Ar) are indepen-
dent for all [/| > |m|, and {z(nAt)} is termed an ‘‘m-
dependent’” sequence. Billingsley [13, Theorem 27.5] can
therefore be invoked to argue that Z in (A9) is Gaussian
when 7, > T, and (A10) holds.

Since the correlation function in (A11) is not time-lim-
ited, we cannot hope for an m-dependent sequence here.
We look for a dependent variable CLT version, which
relates directly to the sequence correlation function. The
dependencies in a stochastic sequence are often charac-
terized by so-called ‘‘mixing conditions’’ [20]. Versions
of the CLT have been derived for a number of these con-
ditions [14]. The mixing condition that relates to a se-
quence correlation function is “‘p-mixing’’ with the char-
acteristic parameter p, [20]. For our sequence {z(nAr)},
we have p; = E[z(nAt) z((n + [)At)]. Note that from
(All), p; =« 1/12. Peligrad [16, Theorem 2.3] gives the
conditions for a p-mixing sequence to satisfy the CLT.
The condition on p, is £ py < oo, which is clearly met
here; so Z in (A9) is Gaussian when T, > T, and (Al1)
holds.

APPENDIX D
INDEPENDENCE OF UNKNOWN BIT RATE DETECTION
TEST STATISTICS

We examine the correlation between the two Gaussian
random variables

T,

1"

Ze = — S z(t) cos (2xfit) dr
T, Jo
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and
1 0
Z, = T So z(t) cos (2= ft) dt.
Now,
1 7‘0 7‘0
‘E[ZC,'ZC/H = F SO SO Rzz(t — s) cos (2 fit)

- cos (2nfys) dt ds

I

1 o 7‘"
7 (NoB)’ So So sinc® (27B(r — 5))

- cos (2mfit) cos (2xfs) dt ds

To

1 T,
< E(NOB)ZS SO cos (27ft)

0

- cos (2w fis) dt ds

1 2 1 1
< — (NyB) —— —.
2 NB) T
Since f.f, ~ B*, E[Z¢Z¢] o« 1/T>. Recalling that [cf.
(42)) E[Z%] o B/T,, we see that

ElZ;Z.) o 1/B

E[Zg] T,
By assumption, 7, > 1/B, and thus the correlation be-
tween the two Gaussian random variables is negligible.

The detection statistics Q; and O, are therefore effectively
independent.
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Performance of Coded Direct Sequence Spread
Spectrum in a Fading Dispersive Channel with
Pulsed Jamming

BRANIMIR R. VOJCIC, MEMBER, IEEE, AND RAYMOND L. PICKHOLTZ, FELLOW, IEEE

Abstract—This paper is concerned with the performance of a binary
phase-shift-keyed (PSK) direct sequence spread spectrum (DS/SS)
communication system in a fading dispersive channel with the direct
or specular component of the signal present. Two types of multipath
intensity profiles are analyzed. Large values of the multipath spread
(larger than a symbol duration) are considered, and a useful approxi-
mation to the symbol error probability, based on random spreading
sequences, is derived. The effect of pulsed jamming on the perfor-
mance is analyzed. Both the uncoded and coded case are considered.
In the coded case, hard and soft decision decoding metrics, with and
without jammer-state information (JSI), are analyzed and discussed.

I. INTRODUCTION

OMMUNICATIONS over fading dispersive chan-

nels have been an area of interest for a long time. In
the present paper, we analyze the performance of a DS/
SS BPSK communication system, dispersive only in time
(usually referred to as a frequency-selective Rician fading
channel [8]-[10]). It is assumed that the direct or specular
component of the signal exists.

The performance of a digital communication system is
limited by the multipath spread, i.e., by the extent of the
intersymbol interference imposed. It is usually assumed
that the multipath spread is smaller than a symbol dura-
tion (see [2], [4], [7], and [9]) because larger values of
the multipath spread cause unbearable intersymbol inter-
ference, which limits the achievable data rate. A DS/SS
communication system can tolerate a higher degree of in-
tersymbol interference due to the multipath interference
rejection capability of the direct sequence decorrelation
process in the receiver. It was assumed in [1] that the value
of the multipath spread was an integer multiple of a sym-
bol duration. Here we relax that constraint and allow for
arbitrary values of the multipath spread.

In the present paper, we further extend our previous
results in [1], in several aspects. First, in order to inves-
tigate the influence of the multipath intensity profile shape
on the performance, we consider the triangular multipath
intensity profile (as in [1]) and the rectangular one. It was

Manuscript received February 26, 1990.

B. R. Vojci¢ is with the Electronics and Communications Department,
Ministry of Defence, Yugoslavia.

R. L. Pickholtz is with the Department of Electrical Engineering and
Computer Science, George Washington University, Washington, DC
20052.

IEEE Log Number 9035818.

shown in [7] that for a differential PSK communication
system, the form of the multipath intensity profile alone
is not relevant to the performance, but that the rms (root
mean square) value of the multipath spread does effect the
performance. We feel, however, that for smaller values
of the multipath spread, a DS/SS system can exhibit dif-
ferent performances for different multipath profiles, due
to the sensitivity of the system to the energy of the mul-
tipath components received within the first chip period.

It was noted in [2] that the average signal-to-noise ratio
(SNR), based on the random sequence assumption, is a
close approximation to the actual SNR of a DS/SS sys-
tem. However, the SNR is not a very good measure of the
performance; the error probability is usually required. In
this paper we derive an expression for the expected value
of the noise variance due to the multipath interference.
From the fact that this expected value represents the
asymptotic behavior for a large number of chips per sym-
bol [3], we give arguments whether it can be used in the
error probability estimation or not.

The previous performance analysis of DS/SS commu-
nication systems in fading dispersive channels were lim-
ited to short sequences [2], [4], [7]. In [1] we assumed,
although it was not stated explicitly, that the period of the
spreading sequence corresponded to 7,, (the maximum
dispersion). Here we consider spreading sequences of ar-
bitrary lengths. In the former case, it was possible to get
the exact expression for the error probability. The purpose
of the random sequence assumption was to simplify the
calculation and to enable an estimation of the perfor-
mance independently of the type of the spreading se-
quence used. In the latter case, which is of interest in
military communications, modeling the spreading se-
quence as a random process is practically the only viable
alternative, in order to keep the computational burden at
a reasonable level.

For the coded performance analysis, under pulsed jam-
ming, the Chernoff bound technique is usually used. We
noted in [1] that this approach gave a meaningless result
regarding soft decision decoding without JSI. Namely, the
bound on the probability of error was increasing uni-
formly with the decrease of the duty cycle of the jammer.
As an attempt to overcome that problem, we use the ap-
proach suggested by Torrieri in [5], where an exact pair-

0733-8716/90/0600-0934$01.00 © 1990 IEEE
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wise error probability was calculated instead of its Cher-
noff bound. We extend results of [1] and apply ideas in
[5] to a consistent analysis of hard decision decoding with
and without side information in fading dispersive chan-
nels. A comparison of hard and soft decision decoding is
presented, as well as a comparison of the present ap-
proach with the Chernoff bound technique.

II. EVALUATION OF THE SYMBOL ERROR PROBABILITY

The model of the communication system is taken from
[1]. The data signal may be written as

d0) = X dyprls — o) (1)

where d, is a sequence of independent, identically distrib-
uted (i.i.d.) random variables such that Pr {d, = +1} =
Pr{d, = —1} = 1/2. P;(¢) is a unit amplitude, rect-
angular pulse of duration 7. A coded signal is formed by
adding redundant symbols to the data bit sequence and by
the appropriate adjustment of the coded symbol duration
(if necessary). It should be noted that this does not nec-
essarily mean an increase in the bandwidth which is de-
termined by the chip duration T,. If it is required to keep
both the data rate and the bandwidth constant, the pro-
cessing gain per symbol must be reduced. A coded signal
can be modeled as

e(r) = X ¢,pr(t = nTy) (2)

where ¢, has the same probability distribution as d,,. T, is
the coded symbol duration.

It is required in military communications, for security
reasons, that a pseudorandom (PR) spreading sequence
should not repeat for a long period of time. Also, good
cryptographic characteristics of spreading sequences for
use in an antijamming system are important to prevent the
efficiency of repeat-back jammers. If a repeat-back jam-
mer does not know a priori a current symbol spreading
signal (even assuming the possibility of detecting all in-
coming chips with a zero processing delay), its effective-
ness is constrained by the chip duration 7, and the ge-
ometry of the problem (relative position of the jammer to
the communicators). If the jamming signal is delayed by
more than T, relative to the desired signal, decorrelation
in the receiver takes place. A

The only viable alternative to evaluate the performance
of a DS/SS system with a very long period of PR se-
quence, at least in the initial system design, is to model
this sequence as a random process. For that purpose, we
assume N chips of duration T, per coded symbol and the
overall sequence as a set of M different random sequences
of length N. Namely, we define a set B = {b,, b,
-+« ,by_,}, where b; is a sequence of i.i.d. random var-
iables b;( j), such that Pr {b;(j) = +1} = Pr {b;(j)
=-1}=1/2,j=0,1,---,N — 1. Hence, the ith
spreading waveform ( corresponding to the ith coded sym-
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bol) may be written as
N-1

bi(r) = 2 bi(j) pr(r = iT, = jT). (3)

The transmitted signal is
s(t) = Ac(1) b(1) cos wyt (4)

where A4 is the signal amplitude, w, is the carrier fre-
quency, and c(t) is the coded bit sequence. The received
signal may be written as in [1] and [4]

r(t) = Re ﬂaAc(t) b(t) + EA S_m B(7)c(t — 1)

“b(t — 1) dTJ exp (jwot)} + j(1) (5)

where o and £ are real constants representing the atten-
uation of the channel for the direct/specular path and the
average attenuation of the channel for the continuum of
multipath components, respectively. The background
noise is neglected and j(7) represents the noise jamming
signal. The assumed WSSUS (wide-sense stationary, un-
correlated scattering) fading channel dispersive only in
time is used in [1]-[3] and described in more detail in [8]-
[10]. The low-pass equivalent impulse response of the
channel, 3(7), is assumed to be a zero-mean, complex,
wide-sense stationary Gaussian random process, such that

LE[B(7)) B(12)] = ¢(71) 8(7) — 72) (6)

where 6 (t) is the Dirac delta function and ¢(¢) is the mul-
tipath intensity profile.

To obtain specific results, two types of multipath inten-
sity profiles are considered, the rectangular one

1

(n) = 57

T for |7| < T, (7)

and the triangular one

1
m>=;<~¥>, for || < 7, (8)

where T, denotes the maximum dispersion. Sometimes,
the rms value of the multipath spread is used, and for a
given intensity profile is monotonically referred to 7,,. For
the accepted definitions of ¢(7) in (7) and (8), the cor-
responding rms values of the multipath spread are

VT3 /3T, and VT3, /6T,, respectively.

The output of the integrate-and-dump filter is given by
8(Ty) = S(Ty) + S(T) + J(T)) (9)

where S(T,) = Aycy Ty, with Ay = a4 and ¢, representing
the current coded symbol. Modeling the jamming signal
as white Gaussian noise with two-sided power spectral
density N; /2 in the SS bandwidth, J(T;) is a zero-mean
Gaussian random variable with the variance N;T,. The
component of the detected signal due to fading, S;(T,),
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is a zero-mean Gaussian random variable given by

Ts

S¢(T,) = Re {A, g S:; B(r)c(t — 1)

0

“b(t — 1) b(1) dr dti| (10)
where A, = £A4. Following the approach taken in [1], the
variance of S;(7;), conditioned on the coded symbol se-
quence and the corresponding set of spreading sequences,
is given by

K—1N-1 SkTsHtHl)Tl

0%(00, Bo) = A%{ Z Z ?(7-) Fkn(T) dr

k=0 n=0 JkTy+nT,

+ 2

L-1 KT+ (n+1)Te
n=0 S

g_(T) FKn(T) de
(11)

where we assumed T,, = KT, + LT,. K and L are assumed
to be positive integers such that K = 0and 0 < L < N.

KTy +nT,

Ti(7) = Ep(7) + cope i Tin(7) + e T (7).
(12)

Cy = (C—K—lv tt L, 0o, € Cpy T, CK+I) ln(ll) cor-
responds to the window of the coded symbol sequence
relative to the current symbol ¢y, and B, stands for the
corresponding subset of B. We use the subscript O to de-
note the current coded symbol; actually the ith coded
symbol during a communication session: Z, T, and T *
are defined by

Ein(7) = RG _i—a(7) + RS (1) + Rji(7)

+ Rjyei(7) (13)
Tia(7) = 2Ro, - 1(7) Ry _4(7) (14)
TI:;:(T) = 2Ry «(7) R0.~k+|(7') (15)

for 7 = kT, + nT. + v, where 0 < y < T,. Further, the
continuous-time partial cross-correlation functions are de-
fined by

Roi(7) = (T, — v)Cox(n) + yCox(n + 1)
Roi(7) = (T. = v)Cox(n) + vCox(n + 1) (16)

where the discrete aperiodic cross-correlation functions
are defined by

n—1

Cox(n) = ,;O bo(i) b (N — n + i) (17)
Coxln) = 3 boli) bli = ). (18)

The symbol error probability conditioned on the ¢, and
the corresponding window of B, say, By = (b_g_,

."bO"”vblﬂ»]),iS

) (40T.)"
P.(¢cy, By) = Q<\/N,T3 + 0‘%((,‘0, BO)> (19)

with ofz-(co, By) given in [11]. Q(x) denotes the Gaussian
probability integral. Averaging (19) over all possible

spreading sequences i = 0, 1, - - - , M — 1 and all pos-
sible combinations of coded symbols, we get
P, = P,(co. By) (20)

as an average symbol error probability, which can be
evaluated numerically. In the uncoded case, (20) repre-
sents the average bit-error-rate (BER).

As stated previously, M, the cardinality of the set B, is
a very large number in military communications, and the
evaluation of (20) is impractical. In order to circumvent
this problem and get an estimate of the performance, we
suggest an approximation to P, based on the mathematical
expectation of o;‘». Strictly speaking, it is mathematically
incorrect because Q(x) is a nonlinear function of x, i.e.,
E[Q(x)] # QIE(x)]. However, in [2] it was verified
numerically for some ‘‘short sequences’’ (the period of
the spreading sequence corresponds to the symbol dura-
tion) that the difference between the actual SNR and the
average SNR (based on E[of]) lies within 0.05 dB. Both
the multipath and multiple-access interference were con-
sidered. Also, it was claimed that for some sequences and
channel parameters, the discrepancy can be as large as 3
dB.

It is well known that the multipath interference rejec-
tion capability can be intensified by choosing spreading
sequences with good discrete aperiodic autocorrelation
function properties [2]. For the range of the maximum
dispersion values we consider, it is desired that every se-
quence in the set B has good discrete aperiodic cross-cor-
relation function properties with K + 1 preceding and K
+ 1 succeeding sequences, too.

To evaluate the mathematical expectation of (11), we
recall the expressions for the mathematical expectation of
the discrete aperiodic autocorrelation function given in [1]
and [2]. Similarly, for the discrete aperiodic cross-corre-
lation function, we have

E[Cox(n)] = E[Cox(n)] =0, foranyn (21)
E[Cék(n)] _ {n. forn = N -1 (22)
0, forn = N
Ay N — n, forn < N — 1
E[Cou(m)] = {0, forn = N (23)

Now, after some straightforward calculations, the expres-
sion for E[ of] for the rectangular multipath intensity pro-
file becomes

2 272 22 2 7 L 1 1
E[Uf,] AlTsIr:AITs3_[v K+N+§ I_N

900 2 L 1
= AT, — -+ =
a2 (x+tad)

I

(24)
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and

2
3N

S
N

, 2 L
AT =K+ 2 +1
3N < N >
for the triangular multipath intensity profile. The operator

= in (24) and (25) is valid for 7, >> T.and N >> 1.
Hence, the approximation to the average symbol error

probability is
2a
P, = =
4 Q<V1+2@1>

where a = E;/N; and E, = AOT /2 represents the direct
path symbol energy. y = Aj/A{ corresponds to the ratio
of received energy due to the dispersive component to re-
ceived energy due to the direct signal path. Actually, (26)
represents an asymptotic behavior of the symbol error
probability for large N.

To illustrate the usefulness of P, as an approximation
to the average symbol error probability, a set of maximum
length shift register sequences or m-sequences is consid-
ered—of lengths 31, 255, and 4095—generated by shift
registers with feedback connections to the first stage at
stages (5, 2), (8,4, 3. 2), and (12, 6, 4, 1), respectively
[16]. In Fig. 1 we compare the performance of the system
which uses short m-sequences for spreading to P, for ran-
dom sequences. It can be noted that the discrepancy be-
tween them increases with the increase of the maximum
dispersion, as noted in [2], and the m-sequences chosen
at chance exhibit better performances.

It is also seen that the difference between P, and the
actual error probability becomes negligible with the in-
crease of the processing gain. In Fig. 2 we evaluate nu-
merically the average BER using (11)-(20), for N = 31,
where averaging is over 130 subsequences (of length 31)
of the m-sequence of the length 4095. It is evident that P,
is a close approximation to (20), in this particular case.
The approximation improves with the increase of 7,,.
Also, the actual average BER is again smaller than P,,.

Although the number of subsequences is not compara-
ble to the one of practical interest, the considered example
gives us an indication of the BER behavior. In effect, for
a very large set of subsequences, using the arguments
mentioned previously, we can expect performance even
closer to P,, due to the averaging process which takes
place. Namely, the contribution of a few subsequences in
the set, with poor discrete aperiodic correlation function
properties, to the average BER, would become negligible.
In Figs. 1 and 2, the rectangular multipath intensity pro-
file is considered, witha = 10 dBand y = 1.

In Fig. 3 we compare the irreducible BER (the BER in
the limit as E, /N; = oo) versus the maximum dispersion

Elo}] = AiTH, = AT?

(1- 1/N>}
4(KN + L)

In

(25)

(26)

100 5
to-iL LPSSMD J
E E
Fooees RSS 3
1072k E
2 103k .
o] E 3
F N=31 B
T 4
L0-5 nesss 4
i
10'8 L L L
0 0.2 0.4 0.6 0.8 1
Tm/T - Normalized maximum dispersion
Fig. 1. Comparison of BER for random spreading sequences and
m-sequences; a = 10 dB.
100 E
F 3
L ]
o T LPSSMD ]
Eoo-eees RSS ]
1072¢ 3
E 10-3E El
- 3
- g
1074 3
10-5 ?/ N=31 E
10-86 SRS . - .
0 0.2 0.4 0.6 0.8 1

Tm/T ~ Normalized maximum dispersion

Fig. 2. Comparison of actual BER and P,, for long spreading sequences;
a=10dB,y = 11.

for two types of the multipath intensity profiles defined by
(7) and (8). It is evident that the difference can be one
order of magnitude for smaller values of T,,, and that it
becomes negligible for larger values of 7,,. The same con-
clusion follows from (24) and (25) where we see that the
difference between the corresponding variances can be as
large as 3 dB, for K = 0 and L << N. From Fig. 3, we
also see how the limiting performance, i.c., the irredu-
cible BER, can be improved by doubling the processing
gain. Again, the direct and specular components have the
same amplitudes, i.e., y = 1.

For pulsed jamming analysis, we assume an average
power constrained jammer. Hence, the one-sided power
density of the jamming signal is defined by

N;/p  with probability p
w={" - (27)
0 with probability (1 — p)
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Fig. 3. Effect of the multipath intensity profile on irreducible BER; y =
1.

where p represents the duty cycle of the jammer, i.e., the
probability that a symbol is jammed. From (26) and (27),
the probability of error may be written as

2pa

P, = pQ< m> + (1 - p)Q<\/y11> (28)

which is of the same form as (21) in [1], except for 21
instead of I in the denominator because of the normali-
zation in (6).

The value of p which maximizes (28) is approximately
the one which maximizes the first term on the right-hand
side. From [11], it follows that the optimal value of p,
p*, is given by

p*a

m = 0.709 (29)
i.e.,
—&, for yI < 1/1.418
p* = a(l — 1.418yl) (30)
1, otherwise.

Equation (30) gives the conditions when a pulse jam-
mer can optimize its strategy against communicators. It is
a similar, but more precise, result as compared to the one
obtained in [1], where we used an exponential bound on
Q(x) instead. From Fig. 4 we see that the difference in
the performance for continual and pulsed jamming be-
comes negligible with the increase of y/.

III. CopDED PERFORMANCE

In the decoding process, a metric is used to decide
which coded sequence ¢ was transmitted, given the chan-
nel output sequence g and possibly side information z.
Assuming, for the moment that there are only two possi-
ble sequences which differ in i symbols, say ¢ and ¢, and
that ¢ has been transmitted, the probability of incorrectly

100 E =

N y*1=0.05 1

& 108k 4

@ g E
10-6

0 50

Eb/Nj (dB)

100

y*1=0.1

T PTTTIT

Lot

BER
=
I
&

cont. jam.
----- pulse jam.

T T

0 50
Eb/Nj (dB)

Fig. 4. Comparison of the pulsed jamming effects on BER with the in-
crease of the multipath interference.

deciding ¢ is

P(C - éll) = Pr{ };I [m(gn» én’ Zn)

- m(gn’ Cns Zn)] =0

c, i} (31)

which is called the pairwise-error-probability [6]. In what
follows, we use the maximum likelihood metric defined
as the logarithm of the channel likelihood function [6]

(32)

m(g, ¢, z) =logp(gle z)

from which various hard and soft decision decoding met-
rics could be derived. It is assumed that the channel is
memoryless, which can be provided through adequate in-
terleaving and deinterleaving. A straightforward evalua-
tion of (32) gives, for soft decision decoding [6, vol. 1],
(10]

M(&ns s 20) = Wy(24) 8u(T5) s (33)
and for hard decision decoding [6, vol. I]
Wh(zn) if gn = G
m n» CII’ ZH = 34
(g ) {0 T (34)

where g denotes a binary quantized output of the inte-
grate-and-dump filter and w(z) corresponds to the
weighting function to be defined. If a receiver has no
available side information, in our case the jammer state
information, without the loss of generality, we assume

w(z=0)=wz=1)=1 (35)

i.e., that the jammed and unjammed metric values are
weighted equally. z = 0 and z = 1 correspond to the jam-
mer ‘‘off > and ‘‘on’’ states, respectively. With JSI avail-
able, the unjammed metric values are weighted more than
the jammed ones. Taking the logarithm of the likelihood
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function, it turns out that for soft decision decoding [6],

[10]
1/a7, z=0
wi(z) = { ) (36)
1/(o5 + N;T,/p), =
and for hard decision decoding [6, vol. II]
log (1 — €)/€o, 2=0
wy(z) = { (37)
log (1 —¢€)/e,, z=1

where ¢ and ¢, correspond to the channel transition prob-
abilities [10] for a binary symmetric channel, for z = 0
and z = 1 states, respectively. It should be noted that the
weighting functions depend on the knowledge of the fad-
ing channel parameters. The background noise is ne-
glected. While the temporal variations of a} depend on
both the multipath profile and the coded symbol sequence,
for the purpose of the present analysis we use E|[ af] which
depends only on the channel and can be estimated by
means of the channel probe pulse measurements. Besides,
for the pulsed jamming model we consider, it is appro-
priate to assume that the temporal variations of af are
negligible as compared to the jamming power level vari-
ations. Hence, the approximation to the pairwise error
probability, based on E[ a}], can be considered more con-
fident than the approximation in (26).

We consider a system which uses an interleaving
scheme to prevent burst errors. Consequently, it is appro-
priate to assume that the probability that a symbol is
jammed is independent of the rest of the coded symbol
sequence. Also, the jamming model defined by (27) as-
sumes no partial jamming of a symbol. With these as-
sumptions, the approximation to the pairwise error prob-
ability may be written as [5]

Py(c—éli) = Eo <;>pj(l -0

(38)

where P4(¢ — é|i, j) corresponds to the pairwise error
probability, given j out of i coded symbols were jammed.
Now, we derive P,(c — ¢é|i, j) for the metrics defined.

1) Hard Decision Decoding Without Side Informa-
tion: From (31), (34), and (35)

P,(c~éli,j)
J

=Pr{2x,,| =1t Z x,,| ,,=0_Olc,i,j}
n=1

(39)

where Xn = m(gm én’ Zn) - m(gm Cns Zn) is a random

variable, such that

+1
xn|2n=l = -

and similarly for x,., -¢. Using the change of variables x,
=1 — 2y,, where y, is a binomially distributed random

with probability e
P Y € (40)
with probability 1 — ¢,

variable, such that

+1,
yn[lnzl - 0’

Further, (39) reduces to
Lo k

= 2 < >(1 — ) e7tP (42)
k=0 \ k

where the probability P’ is given by

P’ Z X,,|m_0
n=j+1

n=j+1

with probability 1 — ¢,
(41)
with probability ¢,.

Py(
2k — jle, i, j, k}

When Eip=l [m( &n> @m 2p) — m( 8ns Cns Zn)] =0, in (32)a
the decoder decides in favor of either sequence with equal
probability, and it follows

Im l _J
Z < >(1 _ en)megoj-m),
m=0 m

forim< g <im+ 1

Im—1 . .
P’ = 1= m o
Z < >(1—E) (i—j—m)

m=0

m
C < - I> 1 — 6O)Im (i—j— Im) q= Im

(44)

where ¢ = 0.5(i — 2k) and Im is an integer. For this

particular case, the first and the second row of (44) cor-
respond to i odd and even, respectively.

2) Hard Decision Decoding with Side Informa-
tion: From (31) and (34),

J
PA(C - éli’j) = Pr {Wh(l) Z x"‘:l1=l
n=1|

+ w,y(0) 2 [ Tnla=o0 = 0|ec, i,j}
n=j+

(45)
which reduces to (42) and (44) with
_1. (1) _

3) Soft Decision Decoding Without Side Informa-
tion: From (9), (31), and (33),

a
P,(c— ¢li,j) = Prz— Z; Yn|zn=

- Z y,,'-”-_() = lAO }
n=j+1
(47)




940 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 8, NO. 5, JUNE 1990

where E[ y,] = 0 and

E[y:] ={

a}, for z

48
af + N,T./p, (48)

for z

Hence, (47) reduces to

I 2i%ap
P = ¢li,j) = —_ ] 4
4(c c" J) Q< T 2iapy1> (49)

4) Soft Decision Decoding with Side Informa-
tion: From (9), (31), and (34),

P.(c—¢éli,j)

7 i
= Pr {—Ws(l) n§I Ynla=0 — Wx(O) Z | Ynlzn=0

n=j+

v

AOTv[jWS(l) + (l _])WA(O)]IC’J}
Q (AT Njw, (1) + (i = j)w,(0))

and substituting (36) it reduces to

ij) = Q<\g[i —j(1 + 2apy1)"]>.

(51)

The union bound on the bit error probability, using con-
volutional codes [5], is

(50)

Pi(c > ¢

Puy = 21 a(i) Py(c = é]i) (52)
i=dy

where d; corresponds to the minimum free distance of the

code. a(i)’s are the coefficients depending on the code

used. For the usual Odenwalder code of the constraint

length 7 and rate 1/2, a(i)’s are given by [13]

a(10) = 36; a(12) =211, a(14) = 1404;
a(16) = 11633 - - - . (53)

It should be noted that in the computation of (52), we
used only the first 8 terms. It gives a bit more optimistic
result for higher values of the error probability (say, BER
> 107%) because of the truncation error. On the other
hand, the union bound partly compensates for the trun-
cation effect because it shifts the BER curve in the op-
posite direction [5]. To get a more reliable quantitative
measure of the performance, a larger set of the coeffi-
cients a(i) can be used (e.g., 18 a(i)’s are listed in
(1sD.

In Fig. 5, we compare the uncoded performance for two
values of the processing gain per information bit. The
continual jamming case is considered. It is assumed that
the information rate and SS bandwidth are kept fixed. The
irreducible BER is based on P, given by (26) for the rec-
tangular multipath intensity profile. It is evident that cod-
ing approximately doubles the multipath spread which a
system can withstand, without increasing the SS band-

100

10-3

Irreducible BER

10-4

10-%

DAL 82 e S 1 2L B R B AR 1L B B R BB RT
Ll by v Vv s

0 2 4 6 8

—
o

Tm/T - Normalized maximum dispersion

Fig. 5. Effect of coding on irreducible BER; y = 1, fixed data rate, r =
', and K = 7 conv. code.

width or decreasing the information rate, for the error rates
of practical interest. However, with the increase of 7,
after some point, the uncoded system outperforms the
coded one. This is a consequence of the increased sensi-
tivity of the system to the reduced symbol energy and the
relative increase of the intersymbol interference. If larger
values of T,, are expected, and higher error rates can be
tolerated, say higher than 1072, the uncoded system may
be preferred.

To analyze how a pulse jammer can optimize its strat-
egy against the coded system in the assumed channel, we
evaluate (52) for various metrics considered so far. In Fig.
6 we compare the performance of hard decision decoding
with and without side information. It is a bit surprising
that for values of p close to 1, hard decision decoding with
side information exhibits a very poor performance. This
is a consequence of the increased sensitivity of the metric
defined by (37) to the variations of the jamming power
levels. Similarly, it was noted in [5] that erasure decoding
was not very useful for the values of duty cycle p close
to 1. Actually, the metric in (37) underweights too many
symbols for p close to 1 (e.g., p = 0.5), although the
decoder can extract true information from a symbol, with
some probability, without using the side information. As
a consequence, the decoder cannot decide the true se-
quence. For smaller values of p, hard decision decoding
with side information outperforms hard decision decoding
without side information. However, the improvement does
not justify the implementation complexity, and generally,
hard decision decoding without side information exhibits
more robust behavior.

The performance of soft decision decoding against
pulsed jamming is examined in Fig. 7 for various SNR
ratios. As noted in [1] and elsewhere (e.g., in [6]), soft
decision decoding without JSI is very vulnerable to pulsed
jamming because a few jammed symbols may dominate
the metric. Soft decision decoding with JSI significantly
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Fig. 7. Comparison of soft decision decoding with and without JSI, against
pulsed jamming; v/ = 0.4.

outperforms both soft decision decoding without JSI and
hard decision decoding.

Soft decision decoding without JSI exhibits a maximum
BER for a certain value of p, and then shows an improve-
ment with a further decrease of p. It is a logical result
because p — 0 corresponds to the no-jamming case. Thus,
the approach taken in this paper gives a more reliable es-
timate of the performance under pulsed jamming than the
one used in [1]. To further justify the usefulness of the
suggested approach, in Fig. 8 we compare the results re-
garding soft decision decoding without JSI, as given by
(49) and (52), to the estimate of the performance based
on the Chernoff bound technique. Although both tech-
niques give similar general behavior trends, the Chernoff
bound technique gives very pessimistic results, which can
be quite misleading for some values of p. More specifi-
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Fig. 8. Soft decision decoding with and without JSI, against pulsed jam-
ming; y/ = 0.4. 1—present approach; 2—Chernoff bound.

cally, at p = 1072, for example, the present approach
shows little degradation due to pulsed jamming, while the
Chernoff bound indicates useless performance.

IV. CoNcLusIONS

In this paper, a simple closed-form expression for the
expected value of the noise variance due to multipath fad-
ing is derived. The approximation to the error probability,
based on the expected value of a}, represents an asymp-
totic behavior for large N or achievable performance for
smaller values of N. The approximation derived is useful
in the initial system design, particularly for long se-
quences which are of interest in military communications.
Also, this approximation is especially appropriate for
pulse jamming analysis, assuming that jamming power
level variations are more dominant than the noise varia-
tions due to the multipath interference.

It is evident that the shape of the multipath intensity
profile, for larger values of the maximum dispersion, does
not effect the performance, which is in the agreement with
the results in [7]. For smaller values of the maximum dis-
persion, however, a DS/SS BPSK communication system
exhibits sensitivity to the energy of the multipath com-
ponents received within the first chip period. Conse-
quently, corresponding BER curves, for the forms of the
multipath profiles considered, can differ by more than one
order of magnitude.

An extensive and consistent analysis and comparison of
different decoding metrics under pulsed jamming is pre-
sented. The pairwise error probability calculation for hard
decision decoding is original to our best knowledge. It is
a bit surprising that hard decision decoding without JSI
outperforms hard decision decoding with JSI. A discus-
sion of this curiosity is offered. For smaller values of the
Jammer’s duty cycle, there is a small advantage of hard
decision decoding with JSI. Although these two decoding
metrics could be combined to make the optimal use of
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each one, the implementation simplicity favors hard de-
cision decoding without JSI. Further, it is demonstrated
that soft decision decoding with JSI offers a significant
performance advantage over other analyzed metrics. It is
also shown that the Chernoff bound technique can give
very pessimistic estimates of the performance as com-
pared to the present approach.
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